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or the IEEE Network 2013 January/February issue, in addition to the Spe-
cial Issue on Cyber Security of Networked Critical Infrastructures, we
also include five accepted open call articles as follows.

Participatory sensing is an emerging computing paradigm that enables the
distributed collection of data by self-selected participants. The first article, “Par-
ticipatory Privacy: Enabling Privacy in Participatory Sensing” by Emiliano De
Cristofaro and Claudio Soriente, focuses on privacy issues in participatory sens-
ing and proposes a simple privacy-enhanced infrastructure. It also provides a set
of clear definitions geared to protecting the privacy of both data producers and
consumers.

The second article, “Converged Access of IMS and Web Services: A Virtual
Client Model” by Salekul Islam and Jean-Charles Grégoire, presents a virtual
client–based converged access architecture for IP multimedia subsystem (IMS)
and web services. It also describes how to implement an IMS-web hybrid service
called Movie-on-Demand (MoD) by deploying a simple IMS client and web
server in a surrogate, and using an open source implementation of a full IMS
environment, from client to application server.

The third article, “On the Analysis of Hierarchical Autonomic Control of
Multiparty Services” by Nuno Coutinho and Susana Sargento, describes a con-
text-driven framework for multiparty content delivery and discusses the rewards
of employing the Abstract Multiparty Transport concept, which provides auto-
nomic control of personalized group-based services to users through a hierarchi-
cal strategy.

The fourth article, “Vertical and Horizontal Circuit/Packet Integration Tech-
niques for the Future Optical Internet” by Chaitanya S. K. Vadrevu et al., pro-
poses two approaches to dynamically migrate capacity between the circuit and
packet sections of hybrid circuit/packet networks, called vertical stacking and
horizontal partitioning. In vertical stacking, the backup capacity of wavelength
circuits can be dynamically exchanged between packet and wavelength services
while ensuring survivability. In horizontal partitioning, the excess capacity on
links in the packet section can be loaned to circuit services.

Power-laws are ubiquitous in the Internet and its applications. The fifth arti-
cle, “A Tale of the Tails: Power-Laws in Internet Measurements” by Aniket
Mahanti et al., presents a review of power-laws with emphasis on observations
from Internet measurements. It introduces power-laws and describes two com-
monly observed power-law distributions, the Pareto and Zipf distributions.

In closing, we would like to thank all the authors who have contributed the
open call articles. We would also like to acknowledge the contributions of Asso-
ciate Editors and reviewers who have participated in the review process and
provided helpful suggestions to the authors on improving the content and pre-
sentation of their articles. We hope you enjoy reading the Special Issue on
Cyber Security of Networked Critical Infrastructures and the open call articles
in this collection. Happy New Year!
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new era of cyber warfare has appeared on the
horizon with the discovery and detection of
Stuxnet. Allegedly planned, designed, and creat-

ed by the United States and Israel, Stuxnet is considered
the first known cyber weapon to attack an adversary state.
Stuxnet’s discovery put a lot of attention on the outdated
and obsolete security of critical infrastructure. It became
very apparent that electronic devices that are used to con-
trol and operate critical infrastructure like programmable
logic controllers (PLCs) or supervisory control and data
acquisition (SCADA) systems lack very basic security and
protection measures. Part of that is due to the fact that
when these devices were designed, the idea of exposing
them to the Internet was not in mind. However, now with
this exposure, these devices and systems are considered
easy prey to adversaries.

In this Special Issue, we focus on the advances of
research in the area of the security of networked critical
infrastructure. SCADA systems and the Internet and its
components are a few examples of networked critical
infrastructure. The objectives of this Special Issue are
twofold. First, we aim to present the latest advances in the
security of networked critical infrastructure research. Sec-
ond, we hope that this Special Issue will encourage and
stimulate more activities in the field. 

This Special Issue brings together some of the latest
research studies in the field of networked critical infras-
tructure security. It comprises four articles that discuss a
wide range of problems.

In the first article, Vaidya et al. present a lightweight
multi-factor authentication and attribute-based authoriza-
tion approach to protect SCADA systems. Their approach
relies on public key certificates and a zero-knowledge pro-
tocol-based server-aided verification mechanism. An access
control mechanism using an attribute certificate are used to
authenticate remote users. 

In the second article, Cao et al. present a layered encryp-
tion approach to protect critical infrastructure networks.
The mechanism utilizes hash chain technology to protect

the data in such networks. Since critical infrastructure com-
prises resource-constrained devices, the proposed approach
is lightweight and can be used either independently or in
combination with other protocols. 

In the third article, Amin et al. present a framework for
assessing security risks in cyber-physical systems. To bench-
mark risks in cyber-physical systems, the framework focuses
on reliability and security risks. A model-based approach to
estimate these risks is proposed. Finally, they suggest that
risk assessment of cyber-physical devices should consider
both technology-based defenses and institutional structures
to be more effective.

In the fourth article, Casalicchio et al. present an
approach to measure the health of the Domain Name Sys-
tem (DNS). The Measuring the Naming System (MeNSa)
framework is described. Metrics on DNS are aggregated to
verify the level of service and the presence or absence of
threats. 

In summary, the four articles in this Special Issue repre-
sent some of the latest novel advances in the research of
networked critical infrastructure security. We hope that the
discussions and findings in these articles will be of value
and stimulate new ideas to future research. 
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Binod Vaidya, Dimitrios Makrakis, and Hussein T. Mouftah, University of Ottawa

Abstract

Supervisory control and data acquisition systems are used extensively to control
and monitor critical infrastructure including power, gas, oil, and water. To inte-
grate intelligent electronic devices in smart grid infrastructure, the utilities are
deploying substation automation systems (SASs) and extensive communication net-
works, but there is growing concern about SCADA security including substation
security. Although there are several solutions utilized to prevent security threats in
SCADA networks, existing SCADA networks still have severe shortcomings. In this
article, we propose a lightweight and efficient security solution for SASs that pro-
vides multilevel multi-factor authentication and attribute-based authorization by
deploying public key certificates, and zero-knowledge protocol-based server-aided
verification and access control mechanisms using attribute certificates. It can be
seen that the proposed approach is efficient and robust.

Authentication and Authorization
Mechanisms for Substation Automation in

Smart Grid Network

upervisory control and data acquisition (SCADA)
systems are real-time process control systems that
monitor and control local or remote devices. They
are extensively used in critical infrastructure includ-

ing power, gas, oil, and water. A large number of modern
intelligent electronic devices (IEDs) are installed in substation
automation systems (SASs) that provide powerful tools to col-
lect, monitor, and analyze data. In a smart grid, these devices
provide valuable information that can be used to improve reli-
ability and reduce operating costs.

Traditionally, SCADA systems were considered secure as
they utilized dedicated communication lines and proprietary
protocols. However, modern SCADA systems are being
implemented using industry standard Transmission Control
Protocol/Internet Protocol (TCP/IP) networks, different com-
munication technologies, and SCADA protocols. In order to
integrate IEDs in smart grid infrastructure, utilities are
deploying SCADA systems as well as extensive communica-
tion networks including wireless access networks and IP net-
works in modern electric power systems. But there is growing
concern regarding SCADA security, including substation secu-
rity [1]. Although there are several solutions utilized to pre-
vent security threats in SCADA networks, existing SCADA
networks still have severe shortcomings. These issues vary
from devices configured with default passwords to unobserved
access via dialup and corporate information technology (IT)
networks of the utilities.

Providing secure access to substation devices from remotely
located sites is much more challenging than just allowing
SCADA control center to access substation equipment.
Hence, there are still several concerns on remote maintenance
access at the SAS.

To guarantee safe, secure, and reliable operation of the
electric power network, the North American Electric Reliabil-

ity Council (NERC) has imposed several cyber security mea-
sures. These measures currently target mostly transmission
and generation in North America. NERC critical infrastruc-
ture protection (CIP) standards (CIP-002–CIP-009) provide a
cyber security framework for identification and protection of
critical cyber assets to maintain secure and reliable operation
of electric grid systems. 

SCADA provides automation solutions using several stan-
dards such as International Electrotechnical Commission’s
(IEC) 60870-5, IEC 61850, IEC 62351 [2], Distributed Net-
work Protocol (DNP3) [3], and Modbus.

In this article, we propose a lightweight and efficient sub-
station level security solution that provides multilevel multi-
factor authentication and attribute-based authorization. We
have deployed public key certificate and zero-knowledge
proof protocol-based server-aided verification mechanism in
which IEDs can authenticate any remote users with the help
of a substation controller (SSC) as well as an access control
mechanism using an attribute certificate.

The rest of this article is organized as follows. We highlight
standards and describe the SAS. We discuss security require-
ments and threats, and then highlight SAS challenges. We
present system architecture. We describe the proposed securi-
ty solution, and discuss system analysis. Finally, we conclude
the article.

SCADA Standards
Modern SASs utilize open standards such as IEC 61850, IEC
60870-5, ICCP, and DNP3, which are as follows.

IEC 61850
IEC 61850 is a standard for design of substation automation
and part of the IEC TC57 reference architecture for electric

SS
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power systems. It is used for protective relaying, substation
automation, distribution automation, power quality, distribut-
ed energy resources, substation to control center, and other
power industry operational functions.

IEC 60870-5
IEC 60870-5 is a standard defined for systems used in SCADA
in power system automation applications. It provides a com-
munication profile for sending basic tele-control messages
between two systems, which uses permanent directly connect-
ed data circuits between them.

IEC 62351
To address security of protocols used in the electric power
industry, IEC has developed IEC 62351 standards for han-
dling security of TC57 protocols including IEC 61850, and
IEC 60870-5 and its derivatives (i.e., DNP3). IEC 62351
defines numerous mechanisms to protect exchange of
information in automation applications [2]. The major
goal of this standardization is to provide end-to-end secu-
rity in power automation systems. Some standards are as
follows:
• IEC 62351-3 identifies how to ensure secure TCP/IP-based

protocols using transport layer security (TLS). 
• IEC 62351-5 defines security for IEC 60870-5 and its deriva-

tives, providing different solutions for serial and networked
versions. It specifies how to incorporate user and device
authentication, and data integrity.

• IEC 62351-8 deals in role-based access control (RBAC) for
power system management. It covers the access control of
users and automated agents to data objects in power sys-
tems by means of RBAC.
The National Institute of Standards and Technology (NIST)

has recommended this family of standards for the smart grid.

Inter-Control Center Communications Protocol 
ICCP is meant for providing data exchange over wide area
networks (WANs) between utility control centers, utilities,
regional control centers, and non-utility generators. ICCP is
an international standard, IEC TASE.2.

Distributed Network Protocol
DNP3 is a protocol that defines communications between
master stations, remote terminal units (RTUs), and IEDs in
SCADA. IEEE has also adopted DNP3 as IEEE 1815-2010
[3], which will be upgraded to IEEE 1815-2012.

Initially, DNP3 was designed without any security features.
DNP3 is extended to DNP3 Secure Authentication (SA) [4],
which was designed to meet requirements of IEC 62351-5.
DNP3-SA employs techniques including symmetric cryptogra-
phy and hashed message authentication codes (HMACs).
Implementation presumes that both master station and out-
station share a common secret key, called an update key,
which is used to generate a session key. 

The recently released DNP3-SA5 reinforces overall security
for data information gathering, exchange, and use in SCADA
systems.

Substation Automation System
SAS refers to a system that uses data from IEDs, and controls
and manages automation capabilities within substations and
control commands from remote users to control power system
devices. Field devices (i.e., IEDs, RTUs, PLCs) used in SASs
are the components that perform actual sensing and actuation
functions throughout the smart grid. Typically these devices
have limited processing capabilities, limited memory, and

often non-standard software platforms. Thus, the possibility of
susceptibilities is increased; also, difficulties during the assess-
ment process are created.

Substations in both the transmission and distribution
domains have exceptional security requirements due to their
geographic location. Due to the critical nature of transmitted
data and profound use of wireless communication, a specific
concern arises for communication links. All communication
paths between the control center and substation, along with
all inter-substation communications, necessitate comprehen-
sive analysis. 

Security Requirments and Threats
Although the significance of specific threats can diverge great-
ly depending on the assets that need to be secured, some criti-
cal threats addressed in SCADA networks are as follows:
bypass controls, spoofing attack, man-in-the-middle (MiTM)
attack, modification attack, replay attack, insider attack,
denial of Service (DoS) attack, and compromised user.

Key requirements that must be covered by a secure
SCADA system are:
• Integrity — preventing unauthorized modification or theft

of information
• Authentication and authorization — evading forgery/spoof-

ing and unauthorized usage
• Availability — preventing DoS attack and ensuring autho-

rized access to information 
• Confidentiality — avoiding disclosure of information to

unauthorized persons or systems
• Non-repudiation/accountability — preventing denial of an

action that took place or claim of an action that did not
take place

Challenges in Substation Automation System
SAS often allows remote access, since maintenance personnel
may need to access a substation facility for various purposes.
They have to remotely access and manage data from
IEDs/RTUs to optimize operation, maintenance, and asset
management. Leveraging remote access capabilities in SASs
can provide opportunities for data integration solutions
including fault location, data archiving, and power quality
monitoring. Encroaching on these benefits are new cyber
security regulations that do not easily align with control sys-
tem remote diagnostics.

In existent SCADA networks, the majority of IED imple-
mentation utilizes a security model based on permission lev-
els protected by different passwords. In other words, IEDs
normally possess passwords to control access to different lev-
els of functionality such as reading data, modifying settings,
and so on.

To simplify commissioning and field maintenance, SAS
deployments generally use passwords that are shared and con-
sistent throughout the entire deployment. In most SCADA
networks, the utilities often use the same password for all
field devices, or the same password is used by all mobile per-
sonnel. Due to complexity in changing passwords within
devices, they generally do not change. The key problem with
such a naive security approach is that it is impossible to iden-
tify a misbehaving individual [5]. The only way to disable
access for a malicious individual is to change passwords in all
devices, which is time consuming. Moreover, accountability
cannot be achieved, which means permissions cannot be
granted or revoked on an individual basis, in turn making it
impossible to meet the requirements of existing security stan-
dards.
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Most IEDs/RTUs use role-based
authentication. Security policies are
maintained in RBACs through
granting of rights to roles rather
than individuals. This model may
have flaw since it cannot distinguish
individual user if password is com-
promised. 

Since existing IEDs do not have
strong authentication and autho-
rization capabilities, SCADA,
including SASs, becomes vulnera-
ble and faces various security
threats. Thus, one of the key chal-
lenges is to achieve security
enhanced remote access having full
compliance with NERC CIP stan-
dards.

Most SCADA networks use inte-
grated authentication solution with
enterprise security infrastructure
such as Active Directory through
the use of RADIUS to authenticate
users. An enterprise-level remote
access server authenticates a user
before establishing a communica-
tion link to IEDs in the substation.
Remote access is entirely depen-
dent on a central authentication
server. Thus, to perform local main-
tenance, a field technician needs to
be authenticated by the enterprise,
which requires an active communi-
cations link. But if the communications link is broken, remote
access to the substation may not be possible [6].

Utilities have to deploy remote access mechanisms for
accessing IEDs/RTUs in SASs using various communication
modes such as dialup modems, wireless access, and IP net-
works, which are strongly considered in NERC CIP.

Issues addressed are how to authenticate and authorize
users to IEDs in substations in such a way that access is spe-
cific to a user, authentication information is specific to each
user, and control of authentication and authorization can be
centrally managed across all IEDs in the substation and
across all substations belonging to the utility, and updated
reasonably promptly to ensure that only intended users can
authenticate to intended devices and perform authorized
functions.

System Architecture
Figure 1 shows the comprehensive substation automation
architecture with various access configurations. It can be seen
that IEDs in SAS can be reached through either local access
or remote access.

Substations can be accessed remotely for troubleshooting
and maintenance operations by utilizing various communica-
tion infrastructures including a public telecom network using
dial-up services,  public IP network using a router, a private
WAN network, or even wireless access networks using 802.11
access points. 

Users have to be uniquely identified and authenticated for
local and remote accesses. Unique identification of personnel
should be considered for detailed accountability of activity. Thus,
prime requirements for remote access are controlling access to
IEDs and ensuring accountability. In this regard, access to critical
cyber assets should be restricted to authorized personnel only;

detailed logs must be maintained for tracking events; and user
access must be disabled immediately, whenever authority of per-
sonnel is terminated. 

A solution with optimal authentication and access control
should be implemented at the substation level. For that pur-
pose, a substation controller or gateway or data concentrator
can be used as a server to protect substation devices including
IEDs. Such a device shall perform authentication and limit
IED access to authorized users only.

In the proposed mechanism, a substation controller (SSC)
is used as the central point of access control to substation
equipment such as IEDs. While deploying substation-level
authentication and access control, a substation controller
should be able to perform the functions of authenticating
users, assigning attribute certificates to users, and keeping
access logs.

One of the requirements of a substation security solution is
that it should not only rely on a remote central authentication
server to provide user authentication and authorization. Even
if a communications link is not active, remote users could still
be able to securely access substation equipment using other
means of communications such as a public IP network, wire-
less access, and dialup.

Proposed Substation Security Approach
In this section, we propose a comprehensive substation-level
security mechanism for SCADA in smart grid infrastructure
that provides robust and lightweight authentication and autho-
rization. Besides smart grid, other SCADA systems (i.e., gas,
water, and pipeline), distributed control systems (DCSs) (i.e.
oil and gas refineries), and other critical infrastructure systems
can deploy the proposed approach because they have several
common requirements. 

Figure 1. Comprehensive substation automation architecture with various access configura-
tions.
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Typical characteristics of SCADA networks make it chal-
lenging to adapt cryptographic protocols such as public-key
crypto-systems into these systems. For instance, restrictions
include limited computational and storage capabilities of field
devices, low-rate data transmission on SCADA networks, and
the necessity for real-time responses from devices across the
network. Although IEC 62351 explicitly specifies RSA as a
solution to protect time-critical messages in SASs, elliptic
curve cryptography (ECC) has attracted increasing attention
in SCADA networks since it has advantages over RSA in
terms of required key lengths and processing times. ECC
necessitates not only less power consumption and computa-
tion, but also reduced amounts of data transmitted and
stored, so these factors are essential requirements for SCADA
systems. In our proposed approaches, EEC is considered as
asymmetric cryptography.

It has the following features: ECC-based public-key cryp-
tography (PKC); zero-knowledge proof protocol with server-
aided verification (SAV); multi-factor multilevel
authentication (e.g., verifications of user password embedded
implicit certificate at SSC as well as device password embed-
ded response at IED); and attribute certificate (AC) [7] for
authorization services. 

The proposed authentication mechanism includes the fol-
lowing phases: initialization and registration, authentication,
and authorization. The authentication phase can be either
authentication scheme A or authentication scheme B depend-
ing on remote access services.

Along with authentication and authorization techniques,
SCADA systems need to be integrated with intrusion detec-
tion systems (IDSs) to detect cyber attacks, and provide real-
time or near-real-time warning of attempts to access system
resources in an unauthorized manner as well as record infor-
mation needed to legally prosecute the attacker.

Initialization and Registration
Initially, a trusted authority (TA) has a pair of secret (xTA)
and public (XTA) keys, and publishes XTA. Assume that a user
(UA) is the prover, whereas IED/RTU in the substation is a
verifier and substation controller (SSC) serves as a gateway. 

In order to access an IED in the substation, every UA has
to obtain the password of that particular IED from the TA in
the control center as a shared secret.

During the registration phase, using a user-selected pass-
word, every UA has to access the TA in order to securely
obtain a token containing an implicit certificate (sA) and sig-
nature parameter with which UA can compute secret (xA) and
public (XA) keys.

Authentication Schemes
There are two authentication mechanisms: authentication
scheme A and authentication scheme B. 

Authentication scheme A is used if UA has to access an
IED through an SSC/gateway. Figure 2a shows message flows
for authentication scheme A.

As shown in Fig. 2a, upon receiving UA’s request contain-
ing witness (W) and sA, SSC can verify implicit certificate ver-
ification equation (ICVE) [XA = XTA.h(sA) + RA, where RA is
a public parameter of UA in order to validate both sA and
XA. If it holds, the SSC will forward {W, XA} to the respective
IED; otherwise, it will abort. With a challenge (c) from the
IED, UA computes a response (y) (containing its hashed pass-
word [sA], xA, device password [pwdD] of the respective IED
as a shared secret) and send it to the SSC. Ultimately, the
IED will verify response verification equation (RVE) [W =
h(Y + h(c + pwdD).XA)]. If it does hold, the IED accepts the
response; otherwise, it discards it.

Authentication scheme B is used if UA has to access an
IED directly through an IP network or a dialup modem. Fig-
ure 2b shows message flows for authentication scheme B.
Upon receiving UA’s request having W, the IED sends c to
UA. UA will then send {y, sA} to the IED, which will just for-
ward it to the SSC. SSC will verify ICVE. If it holds, the SSC
will send {Y, XA} to the IED; otherwise, it will abort. Next,
the IED will verify RVE. If it does hold, the IED accepts the
response; otherwise, it will discard it.

Authorization
While implicit certificates are virtuous for authenticating users,
there still remains to define authorization approach to specify
what user can do. Attribute certificates (ACs), which are similar
to PKCs, are used to store user-defined attributes. ACs are used
for authorization services in many distributed environments.

Depending on need, an attribute certificate framework may
have different authorization models in a privilege manage-
ment infrastructure (PMI) environment. A delegation model
consisting of four components is considered: source of author-
ity (SOA), attribute authority (AA), privilege holder (PH),
and privilege verifier (PV). Figure 3 shows the delegation
model for PMI used in the proposed approach.

The AA is the entity that signs ACs, whereas the SOA is
the root of trust of the PMI, which can delegate its power of
authorization to subordinate AAs. The PH is the entity that
holds a particular privilege and asserts its privileges for a par-
ticular context of use. The PV trusts the SOA as the authority
for a given set of privileges for resource.

ACs are designed to be short-lived and have user-specific
attributes about a given subject to facilitate flexible and scalable
PMI. An AC may point to a public-key certificate that can be
used to authenticate the identity of an AC holder. However,
authorization information also needs to be bound to identity.
The AC provides this binding; it is simply a digitally signed iden-
tity and a set of attributes. It contains serial number, issuer, hold-
er, validity period, attribute info, and digital signature of the AA. 

Using ACs, resource-constrained devices do not need to
maintain access control lists that can potentially be large or
always be connected to a network to access a central server.

Whenever UA requires access to an IED at the substation,
both user and device can be authenticated through one of the
above-mentioned authentication schemes. Once UA is authen-
ticated, SSC then provides UA’s AC, which describes UA’s
permissions. SSC defines user attributes for the individual UA.
After computing a signature parameter that includes the hash
value of the message containing user attributes, the SSC will
send the AC along with an EC-based digital signature to UA.

When UA needs to access an IED, she will send a digitally
signed message, an implicit certificate, and an AC. In order to
accomplish the validation process, the first IED verifies the
implicit certificate with the help of the SSC; then it will verify
signatures on the message and AC by using the public keys of
the sender and SSC. Based on information gathered from the
AC, the IED will respond to UA.

If a user needs to have authorization permissions revoked,
the SSC will issue an attribute certificate revocation list.

AC may be used with various security services, including
access control, data origin authentication, and non-repudia-
tion.

Analysis of the Proposed Mechanism
We provide a security analysis of the proposed approach and
efficiency analyze both authentication schemes. We discuss
existing solutions and compare our approach with some exist-
ing solutions.
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Security Analysis

We have provided a security analysis of the proposed security
mechanisms, which can mitigate various attacks. Mathematical
assumptions of proposed schemes are an EC discrete loga-
rithm problem (ECDLP):
• Impersonation attack: If an adversary tries to impersonate a

legal user, s/he needs to know the secret key, passwords,
and commitment to compute valid response. Deriving the
secret key and commitment is not feasible due to the
intractability of ECDLP. Similarly, deriving user and device
passwords is not possible due to hash functions being used.

• MiTM attack: If attacker wants to perform MiTM attacks,
s/he needs to capture and modify communication flows
between the UA and the SSC or IED. However, the pro-
posed protocol can resist MiTM attacks since the adversary
cannot know the commitment and secret key of UA as well
as user and device passwords.

• Replay attack: If an attacker performs a replay attack, s/he
will repeat a valid transmission maliciously. However, our
protocol can resist a replay attack since commitment and
challenge are chosen randomly during the protocol run.

• Insider attack: Using multilevel and multi-factor authentica-

tion and attribute-based authorization, this approach can
mitigate insider attacks to some extent. However, authenti-
cation and authorization are just preventative measures.
Having auditing, monitoring, and logging mechanisms in
the proposed system can provide detective and responsive
measures for mitigating insider attacks.

• DoS attack: The proposed approach can mitigate DoS
attack. Since this approach uses multi-layer authentication
at the substation, SSC will allow only validated user to
access IEDs/RTUs.

• Non-repudiation: Non-repudiation can be achieved, as UA
has to use sA and AC to get authentication and authoriza-
tion. Only the owner of a private key can send a target mes-
sage/command. Since this message will be processed only if
the signature is valid, the command will be executed only
when its legitimate origin can be validated.

Efficiency Analysis
We provide a performance evaluation of proposed authentica-
tion schemes. Table 1 shows an evaluation of computational
costs for both schemes A and B.

For convenience, some notations are defined to denote
time complexity; for example, tH is the time complexity for

Figure 2. Message flow of authentication schemes: a) for authentication scheme A; b) for authentication scheme B.
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executing a hash function; tM that for executing
modular multiplication; tA that for executing a
modular addition; tECM that for executing multipli-
cation of number and EC point; and tECA that for
executing the addition of two EC points.

Although the overall time complexity of both
schemes A and B is the same, they are quite dif-
ferent. In scheme A, verification by an SSC is
accomplished before challenge and response gen-
eration, while verification by an IED is accom-
plished at the end of the authentication phase. In
scheme B, verifications by both SSC and IED are
done at the end of the authentication phase.

While considering computational cost in the
authentication phase, which includes implicit cer-
tificate verification and response verification, both
schemes require 6tH + 4tA + 1tM + 4tECM + 2tECA.
However, response verification requires only 2tH
+ 1tA + 1tECM + 1tECA, so computational cost at
IEDs/RTUs is significantly small.

The proposed mechanisms require three message flows for
communication between user and substation. It can be seen
that communication cost for the proposed mechanisms is rela-
tively low, since only a compact implicit certificate is used.

Discussion
Several researchers have put effort into finding cyber security
solutions for SCADA networks. 

Khurana et al. [8] depicted key design principles and engi-
neering practices that could help ensure the correctness and
effectiveness of standards for authentication in smart grid pro-
tocols including DNP3.

Majdalawieh et al. [9] proposed DNPSec to address security
in DNP3, which incorporates integrity, authentication, and
non-repudiation mechanisms. 

Fries et al. [2] discussed improvements to IEC 62351. On
establishing a TLS connection, multiple users or applications

can securely connect from the control center to field devices
via a substation controller. 

Vaidya et al. [10] proposed a substation-level authentication
protocol for SCADA network. However, it does not consider
authorization in a SCADA network.

Security mechanisms for DNP3 (e.g., DNP3-SA [4] and
DNPSec [9]) are mainly used for secure connectivity between
master station and outstation. Use of DNP3-SA and DNPSec
can address various attacks including MiTM attacks. However,
they do not provide any explicit authentication for the user.
Furthermore, they do not work well when the link to the mas-
ter station is malfunctioning.

Legacy security protocols such as IPSec can be used to cre-
ate a secure virtual private network (VPN) tunnel between a
utility control center and substation networks. However, the
drawback is that authorization issues are not addressed. 

With mounting interest in emerging smart grid technology,
industrial control systems (ICSs) for electric utilities have

Figure 3. Delegation model for PMI.

Trusts
Assigns
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Asserts
privilege

Delegates
privilege

Source of authority:
TA

Privilege holder: UA

Privilege verifier: IEDAttribute authority:
SSC
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(if authorized)

Table 1. Evaluation of computational costs.

UA SSC IED

Authentication scheme A

Witness generation 2tH, 1tA, 1tECM

Verification by SSC 1tH, 1tECM, 1tECA

Challenge and response generation 1tH, 2tA, 1tM

Verification by IED 1tECM 2tH, 1tA, 1tECM, 1tECA

Total 3tH, 3tA, 1tECM, 1tM 1tH, 2tECM, 1tECA 2tH, 1tA, 1tECM, 1tECA

Authentication scheme B

Witness generation 2tH, 1tA, 1tECM

Challenge and response generation 1tH, 2tA, 1tM

Verification by SSC and IED 1tH, 2tECM, 1tECA 2tH, 1tA, 1tECM, 1tECA

Total 3tH, 3tA, 1tECM, 1tM 1tH, 2tECM, 1tECA 2tH, 1tA, 1tECM, 1tECA
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focused on migration to IP-based networks for control sys-
tems. For instance, ICS-specific communication protocols are
being reformed with TCP/IP protocols or tunneled over IP
networks. Due to growing interconnection with other enter-
prise networks or even the Internet means more exposure of
automation systems to innumerable attacks. IP-based net-
works can be severely challenging to manage, since they
increase the possibility of cyber security vulnerabilities and
incidents. Inadequate authentication and access control in a
substation may lead to unauthorized access that could provide
the ability to corrupt a device. Proper and timely handling of
vulnerabilities is a critical factor to reduce risk exposure to
cyber security threats in SCADA networks.

With interconnection between SASs, corporate IT net-
works, and other third party IP networks, robust security at
the substation level is fundamental to security of the SCADA
network itself. Also, use of legacy security infrastructure such
as firewalls, intrusion prevention/detection systems (IPS/IDS),
or VPN technology is desired. 

The proposed mechanism overcomes the above-stated limi-
tations since remote access to resource-constrained devices
(i.e., IEDs) in the substation can be achieved from any remote
location by using a zero-knowledge protocol with the SAV
technique. It also provides explicit authentication by using a
user’s password and token. With authentication and authoriza-
tion credentials, the proposed approach provides high assur-
ance capabilities allowing remote users to access IEDs/RTUs
in the substation for authorized services, even when communi-
cation infrastructure with the control center is disrupted.

Conclusion
In this article, we have proposed a lightweight and efficient
substation-level security solution that provides multilevel
multi-factor authentication and attribute-based authorization.
We have devised a public-key certificate and zero-knowledge
protocol-based SAV mechanism in which IEDs can authenti-
cate any remote users with the help of an SSC as well as an
access control mechanism using an AC. It can be seen that
both authentication schemes are efficient and robust. We have
shown that the proposed mechanism can provide better secu-
rity than existing mechanisms.
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modern human society heavily relies on critical
infrastructures, including energy, water, informa-
tion and telecommunications, banking and
finance, and emergency services, just to name a

few. Attacks on or misuse of these infrastructures can lead to
economic and human losses. Today, critical infrastructures
have been establishing widely distributed networks, which
make them more effective but also more prone to cyber
attacks, as adversaries can take advantage of accessible points
at various locations across the whole network.

Since people prefer to use existing network technologies in
critical infrastructures, these infrastructures are susceptible to
the set of security threats that are encountered by convention-
al computer networks as well. For example, in 2011, multiple
cyber worms were detected in industrial networks [1, refer-
ences therein]. These worms tried to steal information about
industrial control systems, and were believed to be the precur-
sor of another destructive attack. Generally, different critical
infrastructures care about diverse security aspects, but to
secure sensitive data is a common concern for many net-
worked infrastructures. Leakage of or tampering with sensitive
data may cause privacy exposure (electricity consumption
information collected by an advanced metering infrastructure
[AMI]), economic loss (commercial information in a financial
system), catastrophic attacks (industrial process information in
plant), and so on. A helpful strategy to enhance data security
is to apply cryptography technologies. This approach prevents
data from being eavesdropped, tampered with, or forged.

In this article, we focus on the need for data security in
common complex and distributed critical infrastructures, and
build a layered defense mechanism in the data plane based on

cryptography technologies. To establish such a mechanism,
however, we need to consider the features and special require-
ments in these networked infrastructures. 

The remainder of the article is organized as follows. We
describe the features and special requirements in complex and
distributed critical infrastructures. We provide our considered
threat model. We explain our cryptography mechanism, which
is based on hash chain technology, for securing data in a lay-
ered manner and evaluate its performance. We present relat-
ed work in mitigation of threats in critical infrastructures.
Finally, the article is concluded.

Complex and Distributed Critical
Infrastructures
This section describes features of critical infrastructures. Since
critical infrastructures vary from industrial base to telecommu-
nications to finance, this article does not dig into a specific
architecture. Instead, we consider their common features,
which are shown in Fig. 1. While real critical infrastructure
networks are far more complex and larger, this sample illus-
trates some intrinsic properties. 

Networked critical infrastructure is normally divided into
multiple hierarchical zones. An infrastructure has one or sev-
eral top zones, which could be infrastructure data centers, top
control areas or other critical parts. These zones are well pro-
tected with strong perimeters. On the other side, affording the
same perimeter defenses for every network zone is impossible
due to the large scale and complexity, which gives potential
attackers easy access to network components. Thus, different
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network zones inherently have dif-
ferent security levels. We can label
those zones with similar security
defense measures with the same
security level, as they are vulnera-
ble to similar threats. The threat
that devices with low security levels
can be captured is the main point
we consider in this article, which is
different from computer networks
where the security measures usually
consider cyber attacks only. 

The second feature we consider
is their complex communication
links. Some components are con-
nected with hub nodes, while oth-
ers are connected in a meshed
network. Additionally, these links
can be built over various network-
ing technologies, and should be
assumed to be unsafe, that is, cyber
attacks such as eavesdropping and
man-in-the-middle attacks could
happen.

In today’s critical infrastructures,
various devices are adopted. They
have different capabilities and are
interconnected with lots of open or
private communication protocols. It
is infeasible to apply a security pro-
tocol to all kinds of devices.
Instead, a lightweight security
mechanism is more suitable.

We assume that devices in mod-
ern critical infrastructure networks are capable of cryptogra-
phy operations. This assumption may seem unreal in today’s
critical infrastructures, as many legacy devices are implement-
ed over decades. However, since most legacy devices in smart
grids will be replaced in the coming decades [2], and some
small devices (e.g., smart meters) have cryptography function,
we can also expect updates in other critical infrastructures. 

It should also be noted that data transmissions in net-
worked critical infrastructures are dominated by machine-to-
machine (M2M) communications. Such networks are expected
to be available for 24 hours a day, and are not supposed to be
interfered with by humans. Moreover, in the M2M communi-
cation environment, real-time communications are often
required. Such features require a lightweight security mecha-
nism that is more stable than heavyweight ones, with fewer
chances of errors, better support for real-time communica-
tions, and greater ease of deployment.

There may be other features in networked infrastructures
beyond the aforementioned ones. Digging into more features
may be helpful for enhancing security further. However, it is
out of this article’s scope and will be our future work.

Considered Threat Model
To launch an attack, an adversary should exploit entry points
first. By utilizing these entries, the adversary could deliver
specific cyber attacks on critical infrastructures.

1) Entry points: Generally, perimeter defense is required to
protect devices and information within critical infrastructures.
But there are always weak points due to the scale and com-
plexity:

Weakly protected zones: A modern infrastructure network
can be widely distributed, involving numbers of subnetwork

zones. As mentioned before, these zones have different secu-
rity levels. Some of them are more prone to attacks. For
example, meters in a smart grid reach every house and build-
ing, telecommunication and finance terminals appear in every
corner in modern cities, and various monitoring devices are
often deployed in remote areas. An adversary can easily
access devices in these areas.

Communication links: In a network, links are often
assumed to be insecure. Transferring data over unsecured
links is the main purpose for inventing cryptography technolo-
gies. Given the scale, complexity, and diversity of critical
infrastructures, it is difficult to protect communication links,
which serve as entry points in infrastructure networks.

Insider threat: An insider agent is another kind of entry
point. When an insider agent prepares to launch an attack, it
means the attacker has successfully compromised the perime-
ter defense and invaded the corresponding security level.

2) Attack actions: Once an adversary gains entry points,
s/he could perform corresponding actions on data. 

Compromised device attack: Since a compromised device
can pass authentication of critical infrastructures, the adver-
sary may utilize such a device to establish communications
with others for arbitrary purposes.

Eavesdropping attack: An adversary could obtain sensitive
data by monitoring network traffic. Besides violating data con-
fidentiality, such an attack could be used for gathering infor-
mation to perpetrate further crimes. Even encrypted
communications could be susceptible because an adversary
could obtain encryption keys from weakly protected devices.

Man-in-the-middle attack: If an adversary obtains encryp-
tion keys from captured devices, s/he could penetrate other
communications and manipulate data. Malicious modification
on data can cause various loss events. 

Figure 1. Illustration of critical infrastructures.
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The threats mentioned above are not exhaustive, but they
are the most typical threats on data security in networked
infrastructures. It is concluded that due to the physical
threats, even encrypted communications can’t guarantee the
data security, as encryption keys may be leaked. This threat
enables an adversary with the ability to penetrate in the whole
network from weakly protected zones, which is so called step-
ping stone attack. Assigning independent keys to each pair of
devices or zones is also inapplicable due to the scale and com-
plexity. 

However, this layered feature also provides us with the pos-
sibility of applying a layered encryption mechanism which can
perform layered defense and thus prevent adversaries from
launching a stepping stone attack. 

Layered Encryption Mechanism
In this section, with Hash Chain-based encryption, we propose
a layered defense mechanism in networked critical infrastruc-
tures. 

Hash Chain
The basic idea behind Hash Chain is applying a hash function,
say H, on a pre-selected value successively until the number of
results has reached the desired amount. This result-chain is
called the hash chain.

h0 = r
hn = H(hn–1) = H(H(H(… H(r) …))) n times

Hash Chain was first proposed by Lamport as an authenti-
cation measure [3]. In this article, we don’t use it to perform
authentication, but as an encryption key generation method.
Among all properties that Hash Chain provides, the following
appealing ones enable it suitable to our layered encryption
mechanism.
• It is easy to find hi if hi–1 is given
• It is computationally hard to find hi–1 if only hi is given

The above properties arise from the preimage resistance
which is a fundamental requirement on hash function. 

Design of Encryption Mechanism
As we mentioned before, the potential threat in physical space
is the main feature of critical infrastructure networks com-
pared to traditional computer networks. Considering the
threat in physical space, we should adopt the following one-
way policy in cyber space as supplementary:
• A zone is able to get all data from zones with lower or the

same security level
If adversaries could invade in a zone, they can also invade in
other zones with the same or lower security levels. So this poli-
cy doesn’t further harm security of the infrastructure.

• A zone can only get partial data from zones with higher
security level
According to principle of layered defense, adversaries who
invade in a system can only receive the data that are originally
destined to the compromised devices, but can’t get any other
data that are originally transferred between higher security level
zones, e.g., by eavesdropping.
To meet this policy for data security, networked critical

infrastructures need an encrypted communication mechanism
which has layered defense ability. Our proposal utilizes sym-
metric cryptography and one-way encryption keys to meet
such requirement, that is, higher security level zones can get
lower level keys, but not vice-versa. One-way keys are obtained
based on the preimage resistance property of Hash Chain.
The associated issues of the mechanism include Key Distribu-

tion, Pair-key Negotiation, Key Update and Security Level
Update. We also discuss issues about incremental deployment
and authentication techniques at the end of this section.

Key Distribution
According to layered defense principle, critical infrastructure
owners should divide their network zones into several security
levels with different levels of perimeter defense. The owners
can refer to IATF report [4] or other standards for such oper-
ation. In our mechanism, the high security levels are assigned
to zones with strong perimeter defenses, and lower levels cor-
respond to weaker perimeter defenses. However, it is not nec-
essary to define exact values for security levels, but just ensure
the sequence of them. It is also not required to add any facili-
ties for bonding the same-security-level zones together, but
just assign the same security level and key to devices in these
zones. Finally, we get an infrastructure network with multiple
security levels, and several zones for each level.

We adopt a key predistribution scheme, and introduce a
key management device that can be a high-performance com-
puter located in a top security zone. The distribution process
can be organized into three steps. First, the key management
device generates a series of unique secret identities for all
devices. Then it generates a hash chain. Elements in this chain
are assigned to devices as keys. Finally, we put all necessary
information into devices’ memory as follows:
• Key: Used for encrypted communications. It is selected

from the generated hash chain, based on a device’s security
level. A higher security level corresponds with an earlier
generated element in the hash chain. Devices with the same
security level will get the same keys.

• Key version: During the lifetime of an infrastructure, the
encryption key may be updated many times. The initial ver-
sion value is zero, and is modified after each update.

• Security level: Indicates the security level of a device. This
field also helps to negotiate key pairs between zones. It is
collected from infrastructure owners.

• Security level version: Similar to key version, the security
level of devices may change over time.

• Secret identity: Generated by the key management device
and unique among all devices. It is used for update process-
es and does not appear in any communications, so it is
impossible for a third party to get this information.

Pair-Key Negotiation
After key predistribution, encrypted communications can be
enabled by first negotiating about key pairs between devices.
In our mechanism, key pair negotiation is quite easy to imple-
ment. The negotiation is mainly based on the security level
fields in devices’ memory. Each device exchanges its own
security level with its neighbors and decides the key pair
between them as follows:
• If the neighbor’s security level is higher than or equal to its

own, it will use its key as the pair key to this neighbor.
• If the neighbor’s security level is lower than its own, it will

iteratively apply a hash function on the key according to the
deviation value and get the result as its pair key to this
neighbor.
After this exchange, a device stores neighbors’ security lev-

els and pair keys for secure communications. During exchange,
the security level is transferred in plain text, so an adversary
can also get this information. However, based on hash func-
tion, devices decide the key pairs locally, and do not transfer
them back to neighbors, so the adversary cannot obtain secret
information. Figure 2 shows that devices with the same securi-
ty level share the same key, and a cross-level key can be
obtained with the above rules.
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Key Update
The threat of device capture may cause key leak-
age. Although the layered defense mechanism
helps high security level zones to resist this threat,
the adversary can decrypt data in the same or
lower security level zones. To mitigate this threat,
keys should be updated once the security incident
is sensed. Key update can also happen at the
occurrence of network change. 

At the beginning of update, key management
device calculates a new keys-chain, and dis-
tributes them in the form of {flag, vk, C(NKs)}
where flag is set to indicate a key update, vk
means the key version in current update, NKs
means the newly generated keys, and C(NKs) indicates
encrypting each key with a corresponding device’s secret iden-
tity and joining all results into one. We use the secret identity
as the encryption key to ensure that only valid devices can get
a newly generated key. We can remove any device from the
infrastructure network by just removing its secret identity in
the next update. It should be noted that the generated C(NKs)
may be very large in size and may be fragmented when trans-
ferring, so the transmission protocol should be able to per-
form fragmentation and restructuring. However, this is not a
major consideration in this article.

The key management device can send {flag, vk, C(NKs)} to
any devices in an infrastructure network. After receiving, the
receiver will check flag and vk. If vk is not greater than its key
version, it will neglect this update; otherwise, it will try to
decrypt C(NKs). If successful, it will update its key to the new
one as well as update the key version to vk, remove its own
key from C(NKs), and forward this modified key update to
other neighbors. After this, the device updates its pair keys,
which can be done locally, as the security levels of its neigh-
bors have been stored. On the other hand, if it cannot extract
a key from C(NKs), this update is discarded.

In contrast, when installing a new device in an existing net-
work, we can fill secret identity and security level as we did
during the establishment, and select a proper element from
the current key chain as well as the key/security level version
in the key management device and fill them in this device.

Security Level Update
With the evolving of networked critical infrastructures, the
physical environment and security policy may change over
time, which requires update of the security level of devices.
Given the changed security level, the key of devices should
also be updated accordingly.

This update process is similar to that of key update. The
key management device gets a new security level for each
device from infrastructure owners, generates new keys, and
sends an update as {flag, vl, C(NLs, NKs)}, where flag is set to
indicate a security level update, vl is the security level version,
and C(NLs, NKs) are the encrypted and concatenated security
levels and keys for each device.

Upon receiving, the receiver also checks flag and vl, and
then extracts and updates the security level as well as the key.
The security level version is updated to the new one, and the
key version is increased by one on both the key management
device and normal devices sides. The update also triggers
another key pair negotiation between devices.

It can be seen from the above description that no explicit
authentication is employed in our proposal. Instead, authenti-
cation is achieved by the key predistribution and secret identi-
ty scheme, as only those devices having their secret identities
adopted in the update process can update keys successfully
and work normally afterward. Such an authentication policy is

efficient compared to public-key style authentication. Howev-
er, a pair of devices may need authentication for each other in
some scenarios. For this requirement, two devices can set up a
shared key by using a Diffie–Hellman process, and the basic
authentication feature of our mechanism ensures the validity
of both devices. After that, the HMAC method can be utilized
to ensure the authenticity, as well as integrity, for data securi-
ty.

Another issue that may arise is applying the mechanism
over legacy devices. As described before, legacy devices may
not be capable of cryptography operation. Nowadays, there
are many cheap encryption chips on the market that can be
adopted to implement our mechanism. On the other hand,
infrastructure owners can also set up gateways for legacy
devices. A gateway device performs as a security proxy. It
communicates with updated devices as well as other gateways
in a cryptography-enabled way, and with legacy devices in the
old ways. By introducing gateway devices, the infrastructure
network can benefit from encrypted communications and the
layered defense feature. However, communications within a
zone of legacy devices can still suffer from threats. We recom-
mend that the legacy devices should be updated according to
the security requirement.

Performance Evaluation
We assume that there are n devices with k security levels in an
infrastructure network, and each device has m communication
neighbors on average. According to the above description, the
computational and storage cost of each device can be estimat-
ed in Table 1.

It can be seen that in most scenarios, the computational
cost for normal devices is low. In some rare cases, normal
devices have to perform a lot of decryption, because we only
employ a basic update scheme for these processes, and such
cost can be dramatically reduced by introducing a kind of fast
lookup technology. Our main focus for normal devices is on
the most frequent scenario (i.e., encrypted communications).
We also test the performance of key generation, as it is the
most time-consuming operation for a key management device.

Performance of Encrypted Communication
One of the main negative effects of using cryptography is the
extra delay during communications. We use Advanced Encryp-
tion Standard (AES) in the test, with 128 bits key and 1024
bits data to be encrypted. The algorithm implementation is
based on the Cryptlib [5] toolkit. Figure 3 shows our evalua-
tion on three different kinds of devices. A Nokia Internet
tablet 770 has an ARM CPU running at 220 MHz and 64
Mbytes RAM. An N810 comes with 400 MHz CPU and 128
Mbytes RAM. A ThinkPad laptop has Intel CPU with two
2.67 GHz cores and 768 Mbytes RAM. The round-trip time
(RTT) is determined by ping test in a wireless LAN. Both

Figure 2. Security levels and key sharing.
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RTT and cryptography performance values are
arithmetic mean values of 1000 samples.

The other processes in Fig. 3 indicate data
preparation and other normal operations. It can
be seen that the process time varies for different
devices, but transmissions always consume more
than 80 percent of the whole time, and the cryp-
tography operation even costs less time than data
preparation. In a real infrastructure network, the
RTT can be much longer, which makes the cryp-
tography delay negligible for the whole process.

It is also worth noting that there is only one
packet transmission during the key pair decision
in our mechanism, which ensures a very low laten-
cy in communications, as RTT consumes more
time than symmetric cryptography. 

Performance of Key Generation
During the update process, the key management
device must generate layered encryption keys and
encrypt them with the corresponding device’s
secret identity. We use the ThinkPad laptop as
the key management device, which will generate
a series of 128-bit keys with MD5 hash function
and encrypt each of them with another corre-
sponding 128-bit secret identity and AES algo-
rithm. Since we use the hash chain as encryption
keys but not as an authentication measure, there
is no need to worry about the flaws of MD5 in
collision resistance [6]. Figure 4 demonstrates the
time of generating a new version of keys for a
target infrastructure. Here we arrange all devices
into a pyramid with 10 security levels, but the
hierarchy does not affect the total time in reality,
as generation of every key involves the same
amount of hash and encryption operation, and
the total time only depends on the number of
devices. It can be seen that when the number of
devices is less than 10,000, all keys can be gener-
ated in 1 s. And when the number reaches
100,000, the generation can be done in about 7 s.
Although we do not get the exact number of
devices in a real infrastructure, we believe such
performance is quite acceptable.

It should be noted that our tests in this section
are based on common hardware and a C lan-

Figure 3. Performance test of encrypted communications.
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Table 1. Computational and storage cost of each device.

Computational cost Freq. Key management device Normal device

Key distribution Once O(n) for generating random value
O(k) for generating hash value None

Pair-key negotiation Not often None O(m) for comparison

Key update Rarely O(n) for encryption
O(k) for generating hash value

O(n-logmn) for decryption

Security level update Rarely O(n) for encryption
O(k) for generating hash value

O(m) for comparison O(n-logmn) for decryption

Encrypted communication Always None O(1) for encryption/decryption

Storage cost N/A

O(n) for secret identities and
corresponding security levels
O(k) for keys
O(1) for key/security level version

O(m) for neighboring devices’ security levels and
pair-keys

Table 2. Comparison among three kinds of data security measures.

Public key Kerberos/Need-
ham-Schroeder

Layered
encryption

Confidentiality Yes Yes Yes

Integrity Yes Yes Yes

Authentication Yes Yes Yes

Third-party device Required Required Required

Computational cost High Middle Low

Storage cost Acceptable Acceptable Acceptable

Operation complexity Middle High Low

Protection grain Fine-grained Fine-grained Coarse-grained
layered defense
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guage library. By special design and using an assembly lan-
guage written algorithm, dedicated hardware such as encryp-
tion chips can achieve even higher performance on symmetric
cryptography. 

As for data security in a network environment, there are
two other alternatives, public key and Kerberos/Needham-
Schroeder style schemes. The latter can also ensure data secu-
rity with symmetric cryptography. We do not present their
details here, but have a brief comparison of our mechanism
and the two alternatives in Table 2.

We can conclude from Table 2 that public key and Ker-
beros/Needham-Schroeder schemes can also guarantee data
security. However, they are off-the-shelf security measures
designed for common networks, and fail to consider features
of infrastructure networks, such as diversity of devices, domi-
nant M2M communications, and layers. Their main drawbacks
are expensive computational cost and complicated interaction
operations, which makes them impossible to be adopted in
many infrastructure networks. In contrast, the layered encryp-
tion mechanism in this article is more suitable for a net-
worked infrastructure environment.

Related Research Work
The cyber security of critical infrastructures has attracted
much attention recently. Since legacy systems lack sufficient
security mechanisms in general, many efforts have been
undertaken to provide additional security for traditional com-
munication protocols [7, 8]. However, the deployment and key
management, as well as authentication still provide difficulties
in this area. Alzaid et al. propose a secure key management
scheme for PCS/SCADA systems [9]. This work and its rele-
vant series of works fully take into account the threat of
device capture, and make efforts to enhance key management.
The main scenario they consider is wireless sensor networks in
which all devices suffer from the same level of physical threat.
Thus, a complicated scheme is required to provide fine-
grained key management. When we protect the critical infras-
tructure as a whole, the different levels of perimeter defense
should be considered in the design of a security mechanism.

Another thread of research is providing filtering in critical
infrastructures. Firewalls, as an example, are mainly used as a
barrier to prevent unauthorized or unwanted communications.
Stateful filtering in firewalls is generally believed to be more
reliable. A formal language for describing system state is
introduced in [10]. In this work, attacks on an industrial sys-

tem can be detected by monitoring the state evolution of the
system. Also, Fadlullah et al. model the malicious attack event
as a Gaussian process, and propose an early warning system
to detect the abnormal traffic in a smart grid network [11].
The Dates project is an integrated monitoring system for oil,
gas, and electric systems [12]. This kind of work is compatible
with our proposal as they work on different layers. Also, the
cooperation of them may simplify the overall security policy
for infrastructure networks.

Conclusion
In this article, we have proposed a mechanism for protecting
data security in complex and distributed critical infrastructure
networks. The mechanism uses cryptography techniques to
protect sensitive data based on novel usage of hash chain
technology. Based on the layered feature of critical infrastruc-
tures, our mechanism introduces a hash chain to achieve the
following two main goals: layered defense, which prevents
infrastructure networks from stepping stone attacks, and con-
venient key management, which enables cross-layer communi-
cations as simple as in-layer communications. Moreover, it is a
lightweight solution as it only performs in the data plane. This
layered encryption mechanism can be used independently or
as a secure key management scheme for existing communica-
tion protocols. The performance evaluation demonstrated the
effectiveness of the proposed mechanism.

It is worth noting that the insider threat is still a nut in
today’s infrastructure networks. In our mechanism, the insider
threat means the attacker can successfully invade a security
level. Although the layered defense measure still works, such
a threat can have a great impact on low security level zones.
In other words, infrastructure owners should pay attention to
the insider threat when setting up perimeter defenses, such as
adopting the least privilege principle on access control and
installing anti-temper hardware in high security level zones.
Besides enhancing security technology, education/training and
workforce enhancement should also be emphasized. 

After the work in this article, we believe that applying other
special cryptography technologies (e.g., identity or attribute
based cryptography) in critical infrastructure networks is wor-
thy of deep investigation. Since a single technology can hardly
meet all security requirements in a system, other technologies,
such as firewalls, whitelists, and WSN security measures, can
also be combined with our proposal to further enhance the
cyber security of networked critical infrastructures.
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urvivability of critical infrastructures in the presence
of security attacks and random faults is of national
importance. These infrastructures are spatially dis-
tributed across large physical areas, and consist of

heterogeneous cyber-physical components interconnected by
communication networks with complex peering and hierar-
chies. Networked control systems (NCSs) and supervisory con-
trol and data acquisition (SCADA) systems are widely used to
monitor, control, and remotely manage infrastructures over
private or shared communication networks. Such cyber-physi-
cal systems (CPSs) permit synergistic interactions between
physical dynamics and computational processes. Wide deploy-
ment of information and communication technologies (ICT)
in CPSs results in higher reliability and lower operational
costs relative to the traditional proprietary and closed systems.
However, as recent incidents indicate, today’s CPSs face new
security threats driven by their exposure to ICT insecurities. 

Security Threats
To develop a classification of security threats to CPSs, we first
outline how the operator(s) of modern CPSs typically
approach the monitoring, control, and management of infras-
tructures. As shown in Fig. 1, they use a layered architecture
consisting of regulatory control (layer 1), supervisory control
(layer 1), and a management level (layer 3). This architecture
enables robust composition of multilevel controllers, and per-
mits CPS operators to use defenses to limit the effects of fail-
ures caused by faults and/or attacks. 

The regulatory control layer directly interacts with the
underlying physical infrastructure dynamics through a network
of sensors and actuators. These field devices are connected to
programmable logic controllers (PLCs) or remote terminal
units (RTUs), and implement detection and regulation mecha-
nisms that are primarily reactive in nature. These mechanisms

can also respond to localized failures of field devices and com-
munication links. The regulatory controllers (or PLCs) interact
with the supervisory controllers via a control network. 

At the supervisory control layer, model-based diagnostic
tools are combined with optimal control-based tools to ensure
on-time response to distributed failures. The supervisory
workstations are used for data logging, diagnostic functions
such as fault diagnosis, and supervisory control computations
such as set-point control and controller reconfigurations. 

Lastly, the management (topmost) layer focuses on strate-
gies that maximize the operator’s profit while minimizing its
losses due to security and reliability failures. The CPS operator
and other authorized remote users can access information
about the CPS processes and send specifications to the con-
trollers at lower layers via the Internet or a corporate network.

Security threats to hierarchically managed CPSs arise
from four channels. First, CPSs inherit vulnerabilities from
embedded commercial off-the-shelf ICT devices, and are
subject to correlated software bugs and hardware malfunc-
tions. Second, the proprietary protocols and closed networks
are being replaced with standard open Internet protocols
and shared networks. Malicious attackers capable of exploit-
ing protocol and network insecurities can target CPS opera-
tions. Third, numerous parties generate, use, and modify
CPS data. This poses new challenges in access control and
authorization among the strategic players such as the opera-
tors, SCADA and ICT vendors, and end users of the system.
Fourth, CPSs employ a large number of remote field devices
that can be accessed via short-range communications. Thus,
CPSs are vulnerable to adversarial manipulation, both
remote and local. 

Adversaries can exploit the aforementioned threat channels
via denial-of-service (DoS) and deception attacks, which result
in losses of availability and integrity of sensor-control data,
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respectively. In Table 1, we present examples of security
attacks on the regulatory and supervisory control layers.
Attacks at the management level are similar to attacks on
computer networks. We refer the reader to [1, 2] for specific
discussions on security attacks to smart grid infrastructures. 

Classification of Correlated Failures
The danger of correlated failures becomes especially profound
in CPSs due to the tight coupling of typically continuous phys-
ical dynamics and discrete dynamics of embedded computing
processes. Correlated failures originate from one or more of
the following events: 
• Simultaneous attacks: Targeted cyber attacks (e.g., failures

due to Stuxnet); non-targeted cyber attacks (e.g., failures
due to Slammer worm, distributed DoS attacks [3], conges-
tion in shared networks); coordinated physical attacks (e.g.,
failures caused by terrorists)

• Simultaneous faults: Common-mode failures (e.g., failure of
multiple ICT components in an identical manner [4], pro-
gramming errors); random failures (e.g., natural events such
as earthquakes and tropical cyclones, and operator errors
such as an incorrect firmware upgrade)

• Cascading failures: Failure of a fraction of nodes (compo-
nents) in one CPS subnetwork can lead to progressive esca-
lation of failures in other subnetworks (e.g., power network
blackouts affecting communication networks, and vice
versa) [5].
The above classification is neither fully disjoint nor exhaus-

tive. Still, we envision that it will be useful for CPS risk assess-
ment. We term correlated failures caused by simultaneous
attacks as security failures and simultaneous faults as reliabili-
ty failures. Due to the tight cyber-physical interactions, it is
extremely difficult (and often prohibitively time-consuming) to
isolate the cause of any specific failure using the diagnostic
information, which, in general, is imperfect and incomplete.
Thus, reliability and security failures in CPSs are inherently
intertwined. We believe that the quest to find a mutually
exclusive and jointly exhaustive partition of failure events
must be abandoned. Instead, the research emphasis should
shift to the analysis of interdependent reliability and security
failures, and risk assessment. 

Information and CPS Risks
The Interplay of Technological Defenses and
Institutions

There are two types of technological means to reduce CPS
risks: ICT security tools and control-theoretic tools. The ICT
security tools include authentication and access control mecha-
nisms, network intrusion detection systems, patch manage-
ment, and security certification. In practice, the effectiveness
of these security tools is limited by CPS reliability and cost
considerations. For example, the frequency of security patch
updates is limited by the real-time constraints on the availabil-
ity of CPS data; common criteria certification is limited by the
resources for CPS security and so on. The control-theoretic
tools include model-based attack/fault detection and isolation,
robust control strategies that maintain closed-loop stability
and performance guarantees under a class of DoS/deception
attacks, and reconfigurable (switching) control strategies to
limit the effect of correlated failures. Recently, several organi-
zations (e.g., NIST, NERC, DHS) have proposed security
standards and recommendations that combine the ICT-specif-
ic security defenses with control theoretic tools.

While technology-based defenses for CPS are the main
channel to improve their survivability against correlated fail-
ures, the mere existence of these defenses is not sufficient. It
is well established that the lack of private parties’ incentives
for security improvements is a severe impediment to achieving
socially desirable improvements of CPS security [6]. Indeed,
large-scale critical infrastructures are typically managed by
profit-driven private entities. Proper implementation of tech-
nological defenses and resilient operation requires compliance
of relevant entities. Below we highlight the informational defi-
ciencies that negatively affect the incentives for security. 

Informational Deficiencies
Due to the prohibitively high costs of information acquisition,
it is often too costly to determine the following: 
• Which hardware malfunctions and software bugs have

caused a system failure
• Whether the system failure was caused by a reliability fail-

ure or security failure or both
In many cases, this information varies significantly across dif-
ferent entities (players), such as CPS operators, SCADA and
ICT vendors, network service providers, users, and local/ fed-
eral regulatory agencies (or government). Information defi-
ciencies arise from the conflicting interests of individual
players whose choices affect the CPS risks. One may say that
interdependent failures cause externalities that result in mis-
aligned player incentives (i.e., the individually optimal CPS
security defenses diverge from the socially optimal ones). 

Moreover, in environments with incomplete and also asym-
metric (and private) information, the societal costs of a corre-
lated CPS failure typically exceed the losses of the individual
players whose products and services affect CPS operations,
and on whose actions the CPS risks depend. Specifically,
interdependencies between security and reliability failures in
CPS are likely to cause negative externalities. In such environ-
ments, the individual players tend to underinvest in security
relative to a socially optimal benchmark. This requires design
of institutional means to realign the individual players’ incen-
tives to make adequate investments in security. Examples of
institutional means include regulations that require players to
certify that they possess certain security capabilities, and legal
rules which mandate that players share information about
security incidents with government agencies and/or the public
through established channels.

Figure 1. A layered architecture for management of CPS.
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Clearly, these individual players cannot completely elimi-
nate the risk of CPS failures even in the presence of advanced
technological defenses and institutional measures, which aim
to reduce (or even eliminate) incentive misalignment between
individual and socially optimal security choices. For example,
consider a benchmark case when security defenses are opti-
mally chosen by the social planner for a given technological
and institutional environment. There still remains a residual
risk driven by fundamental physical limits. Indeed, when secu-
rity defenses are chosen by individual players, the risk is only
higher. Thus, non-negligible (public) residual risks are charac-
teristic for CPSs that are subjected to correlated failures. 

So far, the occurrence of extreme correlated failures have
been statistically rare. However, with the emergence of orga-
nized cyber-crime groups capable of conducting intrusions
into NCS/SCADA systems, the risks of such rare failure
events cannot be ignored. Unsurprisingly, cyber-warfare is
projected to become the future of armed conflict, and manag-
ing CPS risks must be at the core of any proactive defense
program.

Benchmarking CPS Risks 
Due to the aforementioned challenges, benchmarking CPS
risks is a hard problem, and several questions remain unan-
swered [7–9]. Our goal in this article is twofold: 
• We suggest a game-theoretic framework that assesses secu-

rity risks by quantifying the misalignment between individu-
ally and socially optimal security investment decisions when
the CPS comprises interdependent NCS.

• We advocate that better information about these risks is a
prerequisite to improvement of CPS security via a combina-
tion of more sophisticated technology-based defenses and
the advancement of their supporting institutions.
Improved assessment of the CPS risks will lead to several

beneficial developments, such as improved risk management
at both the individual and societal levels. Thus, a standardized
framework should be established that can assess and compare
different technological and institutional means for risk man-
agement. At the very least, better knowledge of CPS risks will
permit the players to make more informed (and therefore bet-
ter and cheaper) choices of security defenses, thus improving
the societal welfare.

Framework to Benchmark CPS Risks
We now present a risk assessment framework from the per-
spective of CPS operators. Our setup can readily be adapted
to assess risks from the perspective of other players. 

CPS with a Centralized Control System
Consider a CPS with m independent components managed by
a single operator (i.e., centralized control system). For the ith
component, let Wi denote the set of all hardware flaws, soft-
ware bugs, and vulnerability points that can be compromised

during any reliability and/or security failure event. The fail-
ure events form a collection of subsets of W i, which we
denote by Fi. Let the random variables XR

i : Wi Æ R and
XS

i : Wi Æ R represent the reliability and security levels of
the i-th component, respectively, with joint (cumulative)
distribution function:

Fi
XR

i ,XS
i(xR

i , xS
i) = P{w Œ Wi Ô XR

i (w) £ xR
i , XS

i(w) £ xS
i},

where the measure P assigns probabilities to failure events.
Notice that the reliability level XR

i and security level XS
i are

defined on the same measure space (Wi, Fi), and they are
not mutually independent, that is,

FXR,XS(xR, xS) ≠  FXR(xR) . FXS(xS).

Unfortunately, the CPS operator does not have perfect
knowledge of these distributions. Reasonable estimates of
FXR(xR) may be obtained from historical failure data. Howev-
er, estimating the joint distribution FXR,XS(xR, xS) is difficult
as attackers continue to find new ways to compromise security
vulnerabilities. 

In general, the random vector (XR
i , XS

i) is influenced by: 
• Action set of the CPS operator A = U » V, where U : =

{U1, … Um} and V : = {V1, …, Vm} denote the set of con-
trol and security choices, respectively

• Action set of other players B, such as vendors, attackers,
service providers, users, and regulatory agencies

• Environment E, including the technological, organizational,
and institutional factors
For given reliability and security levels xR

i , xS
i, let the func-

tion Li(xR
i , xS

i) denote the losses faced by the CPS operator
when the ith component fails (e.g., the cost of service disrup-
tions, maintenance/recovery costs, and penalties for users’ suf-
fering). Then, for CPS with m independent components, the
aggregate risk can be expressed as:1

(1)

where the functional Ri assigns a numerical value to each ran-
dom variable Li with distribution function Fi

Li. Henceforth, we
use the expected (mean) value of loss, m(Li) = E[Li(XR

i , XS
i)],

as a metric of Ri, but caution that it is inadequate to capture
risk of extreme failure events.2 From Eq. 1, we observe that
the aggregate risk is also influenced by actions A, B, and envi-
ronment E. To emphasize this dependence, we will use R(A,
B, E) to denote the aggregate CPS risk. 

For a given environment E and fixed choices B of other
players, the CPS operator’s objective is to choose security
actions V and control actions U to minimize the total expected
cost J(U, V) of operating the system:

J(U, V) = JI(V) + JII(U, V), (2)

where JI(V) : = Sm
i=1 li(Vi) denotes the operator’s cost of

employing security choices V, and JII(U, V) is the expected

R R= ( )( )
=
∑ i i

R
i

S
i

i

L X X
m

, ,
1

Table 1. Cyber-attacks to CPS control layers.

Control layer

Regulatory control Supervisory control

Deception
attacks

Spoofing, replay Set-point change

Measurement substitution Controller substitution

DoS
attacks

Physical jamming Network flooding

Increase in latency Operational disruption

1 The assumption of independent components can easily be relaxed to
include parallel, series, and interlinked components.

2 Other commonly used choices of risk Ri include the mean-variance
model: m(Li) + lis(Li), where li > 0 and s(Li) is the standard deviation
of Li; and the value-of-risk model: VaRai(Li) = min {z | Fi

Li(z) ≥  ai},
which is the same as ai-quantile in distribution of Li.
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operational cost. From Eq. 2, when the CPS operator’s
security choices are V, s/he chooses control actions U =
m*(V) to minimize total expected cost, where m*(V) is an
optimal control policy. Let the CPS operator’s minimum
cost for the case when security choices are V and {∆} (i.e.,
no security defenses) be defined as J

–
(V) : = J(m*(V),V)

and J 0 : = J(m*({∆}), {∆}), respectively. To evaluate the
effectiveness of V, we use the difference of corresponding
expected costs:

D(V) : = J 0 – J
–
(V). (3)

Thus, D(V) denotes the CPS operator’s gain from employing
security choices V. It can be viewed as the reduction of opera-
tor’s risk when s/he chooses V over no defenses, that is, 

R(A0, B, E) – R(A(V), B, E) = D(V), (4)

where A(V) and A0 denote the action set corresponding to
security choices V and {∆}, respectively. The problem of
choosing optimal security choices V* can now be viewed as an
optimization problem over the set of security defenses:

where K is the available budget for security investments. 
The residual risk after the implementation of optimal

security choices V* can be obtained as R(A0, B, E) – D(V*).
Risks from failure events (those resulting from security
attacks, random faults, cascading failures, etc.) can thus be
estimated and compared, and the best security defenses V
corresponding to anticipated failure types can be selected by
the CPS operator.

The above analysis assumes that the choices B of other
players do not change in response to the CPS operator’s
choices A. When players are strategic, the optimal security
choices must be computed as best responses to the other play-
ers’ (Nash) strategies. Finally, government or regulatory agen-
cies can also influence the environment E. 

CPS with Interdependent Networked Control Systems

Let us focus on the issue of misalignment between individual
and socially optimal actions in the case when a CPS comprises
multiple NCSs communicating over a shared network. In con-
trast to the above, we now assume that each NCS is managed
by a separate operator. The NCS operators choose their secu-
rity levels to safeguard against network-induced risks (e.g.,
due to distributed DoS attacks). Each NCS is modeled by a
discrete-time stochastic linear system, which is controlled over
a lossy communication network:

(5)

where M denotes the number of players, xt
i Œ Rd the state, ut

i

Œ Rm the input, wt
i Œ Rd the process noise, yt

i Œ Rp the mea-
sured output, and vt

i Œ Rp the measurement noise, for player
Pi at the tth time step. Let the standard assumptions of lin-
ear quadratic Gaussian (LQG) theory hold. The random
variables g t

i (resp. n t
i) are i.i.d. Bernoulli with the failure

probability ~g i (resp. ~ni), and model a lossy sensor (resp. con-
trol) channel. 

We formulate the problem of security choices of the indi-
vidual players as a non-cooperative two-stage game [10]. In
the first stage, each Pi chooses to make a security investment
(S) or not (N). The set of player security choices is denoted V
: = {V1, …, Vm}, where V i = S if Pi invests in security and N
if not. Once player security choices are made, they are irre-
versible and observable by all the players. In the second stage,
each  Pi chooses a control input sequence Ui: = {ui

t, t Œ N0}
to maintain optimal closed-loop performance. The objective
of each  Pi is to minimize his/her total cost:

J i(V, U) = J i
I(V) + J i

II(V, U), i Œ M, (6)

where the first stage cost is denoted J i
I(V): = (1 – Ii)li, and

J i
II(V, U) denotes second stage cost (the average LQG cost).

Here li > 0 is the security investment incurred by Pi only if
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Figure 2. Individual optima (Nash equilibria) and social optima.
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s/he has chosen S, and the indicator function Ii = 0 when Vi

= S, and Ii = 1 otherwise. 
In order to reflect security interdependencies, in our

model, the failure probabilities ~g i and ~ni depend on the Pi’s
own security choice V i and on the other players’ security
choices {V j, j ≠ i}. Following [10], we assume

P[g t
i = 0 Ô V] = ~g i(V) := Iig– + (1 – Ii–g )a(h–i). 

In Eq. 7, the first term reflects the probability of a direct fail-
ure, and the second term reflects the probability of an indirect
failure. The interdependence term a(h–i) increases as the
number of players, excluding Pi, who have chosen N increase,
where h–i: = Sj≠iIj; similarly for n t

i. The social planner objec-
tive is to minimize the aggregate cost:

(8)

Consider a two-player game, where the interdependent fail-
ure probabilities are given by Eq. 8. To derive optimal player
actions (security choices Vi), we distinguish the following two
cases: increasing incentives and decreasing incentives. For the
case of increasing incentives, if a player secures, other player’s
gain from securing increases, that is, J*II({N, N}) – J*II({S,
N}) £ J*II({N, S}) – J*II({S, S}), where J*II(.) denotes the
optimal second stage cost. Similarly, for the case of decreasing
incentives, a player’s gain from investing in security decreases
when the other player invests in security, that is, J*II({N, N})
– J*II({S, N}) ≥ J*II({N, S}) – J*II({S, S}). 

Figure 2a (resp. Fig. 2b) characterizes the Nash equilibria
(individually optimal choices) and socially optimal choices of
the game for the case of increasing (resp. decreasing) incen-
tives, where we assume l1

SO < 
–
l1 (resp. 

–
l2 > l2

SO). For i Œ {1,
2}, the thresholds li, 

–
li, liSO, and 

–
liSO are given in [10]. 

Consider the case of increasing incentives (Fig. 2a). If li <
l1 (resp. li > 

–
l1), the symmetric Nash equilibrium {S, S} (resp.

{N, N}) is unique. Thus, l1 (resp. 
–
l1) is the cutoff cost below

(resp. above) which both players invest (resp. neither player
invests) in security. If l1 £ li £

–
l1, both {S, S} and {N, N} are

individually optimal. However, if l1 < l1 & l2 > 
–
l1 (resp. l1 >

l1 & l2 < l1), the asymmetric strategy {S, N} (resp. {N, S}) is
an equilibrium. Now, if li < 

–
l1

SO (resp. li > 
–
l1

SO), the socially
optimal choices are {S, S} (resp. {N, N}). If l1 £ l1

SO & l2

£
–
lSO (resp. l2 £ l1

SO & l1 £
–
l1

SO), socially optimal choices are
{S, N} (resp. {N, S}). Similarly, we can describe individually
and socially optimal choices for the case of decreasing incen-
tives (Fig. 2b).

For both cases, we observe that the presence of interdepen-
dent security causes a negative externality. The individual
players are subject to network-induced risks and tend to
under-invest in security relative to the social optimum. From
our results, for a wide parameter range, regulatory imposi-
tions to incentivize higher security investments are desirable
(discussed later). The effectiveness of such impositions on the
respective risks faced by individual players (NCS operators)
can be evaluated in a manner similar to Eqs. 3–4. 

Challenges in CPS Risk Assessment

Technological Challenges
A significant challenge for the practical implementation of
our CPS risk assessment framework is to develop data-driven,
stochastic CPS models, which account for dynamics of CPS
with interdependent reliability and security failures. Each of
these singular/basic models should account for CPS dynamics

and focus on a specific failure scenario. The basic models can
be composed into a composite model to represent various cor-
related failure scenarios, including simultaneous attacks, com-
mon-mode failures, and cascading failures. By using of
quantitative techniques from statistical estimation, model-
based diagnosis, stochastic simulation, and predictive control,
we can automatically generate new failure scenarios from real-
time sensor-control data. These techniques enable the synthe-
sis of operational security strategies and provide estimates of
residual risks in environments with highly correlated failures
and less than perfect information. Thus, theoretical guarantees
and computational tools are needed for the following: 
• Compositions of stochastic fault and attack models
• Inference and learning of new failure scenarios
• Fast and accurate simulation of CPS dynamics
• Detection and identification of failure events
• Operational ICT and control based strategies

The DETERLab testbed [11] provides the capability to
conduct experiments with a diverse set of CPS failure scenar-
ios, where the controllable variables range from IP-level
dynamics to introduction of malicious entities such as dis-
tributed DoS attacks. The cyber-physical aspects of large-scale
infrastructures can be integrated together on DETERLab to
provide an experimental environment for assessing CPS risks.
Specifically, the DETERLab provides a programmable net-
work emulation environment, and a suite of tools that allow a
user to describe the experimentation “apparatus,” and moni-
tor and control the experimentation “procedure.” Multiple
experimentations can be executed at the same time by differ-
ent users if computational resources are available. 

The main challenge for CPS experimentation on the
DETERLab testbed is to compose physical system dynamics
(real/simulated/emulated) with communication system emula-
tion. The experimentation “apparatus” should model the com-
munication network, the physical network, and their dynamic
interactions. The experimentation “procedure” should
describe the sensing and actuation policies that are the best
responses to strategic actions of other players.

Institutional Challenges
The design of institutional means is a chicken-and-egg

problem. On one hand, institutional means such as imposition
of legal liability, mandatory incident disclosure, and insurance
instruments improve the information about CPS risks. On the
other hand, substantial knowledge of CPS risks is required for
their design and successful deployment.

Given the limitations of currently available risk assessment
tools, the CPS operators find it hard (and, as a result, costly)
to manage their risks. This problem is especially acute for risk
management via financial means, such as diversification, real-
location to other parties, and insurance. For example, insur-
ance instruments of CPS risks management are meager: the
premiums of cyber-security contracts are not conditioned on
the security parameters. It would be no exaggeration to say
that so far, the cyber-insurance market has failed to develop.
For example, the volume of underwritten contracts is essen-
tially unchanged in a decade, despite multiple predictions of
its growth by independent researchers and industry analysts.
In fact, even the existing superficial “market” is largely sus-
tained by non-market (regulatory) forces.

Indeed, the leading reason for CPS operators to acquire
insurance policies at the prevailing exuberant prices is their
need to comply with federal requirements for government
contractors. Citizens (i.e., federal and state taxpayers) are the
final bearers of these costs. We expect that this situation will
remain “as is” unless information on CPS risks drastically
improves. 

J V U J V U∑=
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Another related problem is that of suboptimal provider incen-
tives (as seen in Fig. 2). A CPS operator’s estimates of his/her
own risk tend to be understated (relative to societal ones), even
when failure probabilities are known to him/her. In such cases,
the gap between individually and socially optimal incentives
could be reduced via adjustments of legal and regulatory institu-
tions. For example, it would be socially desirable to introduce
limited liability (i.e., a due care standard) for individual entities
whose products and services are employed in CPSs. This would
improve providers’ incentives to invest in their products’ security
and reliability. However, due to information incompleteness, cur-
rently there is no liability regime for providers of CPS compo-
nents and services, for neither security nor reliability driven
failures. Indeed, any liability regime is based on knowing (the
estimate[s] of) failure probabilities and the induced losses. This
again requires benchmarking of CPS risks.

Concluding Remarks
Benchmarking of CPS risks is a hard problem. It is harder
than the traditional risk assessment problems for infrastruc-
ture reliability or ICT security, which so far have been consid-
ered in isolation. Estimation of CPS risks by naively
aggregating risks due to reliability and security failures does
not capture the externalities, and can lead to grossly subopti-
mal responses to CPS risks. Such misspecified CPS risks lead
to biased security choices and reduce the effectiveness of
security defenses.

Modern, and especially upcoming, CPSs are subjected to
complex risks, of which very little is known despite the realiza-
tion of their significance. In this article we are calling on our
colleagues to embark on the hard task of assessing interde-
pendent CPS risks. The effectiveness of security defenses can
be increased only when our knowledge of CPS risks improves.
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ritical infrastructures are increasingly incorporat-
ing in a massive way networked components.
This trend obviously allowed the services provid-
ed to be enhanced and optimized, distributed

self-orchestration mechanisms to be implemented, and remote
installations to be managed efficiently. On the other hand, as
a consequence, the Internet infrastructure used to realize
these services must be considered now as part of the critical
infrastructure themselves. For example, in [1] the authors pro-
posed an architecture to secure the Domain Name System
(DNS) with the final goal of protecting critical infrastructures.
A recent study [2] showed how an attack on the DNS might
impact several levels of the operation of energy smart grids.

The DNS, as part of the Internet infrastructure, constitutes
the backbone of the modern cyber world. In 2007, the Internet
Engineering Task Force’s (IETF’s) DNS Extensions Working
Group (DNSEXT) identified the DNS as “a critical Internet
infrastructure” because it resolves billions of queries per day in
support of global communications and commerce. In 2011,
Steve Gibbard, at the spring DNS-OARC1 workshop in San
Francisco, California, stressed that the DNS is a critical infras-
tructure. However, the DNS being a completely distributed
infrastructure and completely seamless to end users has con-

tributed to making it one of the less considered infrastructures
of the Internet when speaking of cyber security. This is no
longer true; Kaminsky’s exploit, and attacks that in the last
years have taken advantage of the weaknesses of the DNS in
order to damage cyber-infrastructures, have posed serious
questions about the security, safety, and stability of this system.

The community has widely discussed the problem of the
security of DNS and its impact on the cyber society. In 2010
[3] the concept of DNS health came out as a way of defining
when the DNS system is well functioning, taking as an exam-
ple human body health. The concept of DNS health is devel-
oped around five main indicators: availability, coherency,
integrity, resiliency, and speed. We believe that such a list
needs to be extended with the concepts of stability and securi-
ty, since a system cannot be described as “healthy” if it is not
stable and can become quickly unhealthy if it is not secure.
Stability is intended as the desired DNS feature to function
reliably and predictably day by day (e.g., protocols and stan-
dards). Stability facilitates universal acceptance and usage.
Hereafter, when we talk about DNS health we include the
concepts of security, stability, and resiliency.

The concepts expressed in [3] remained at the abstract
level, without suggesting how to assess such a complex proper-
ty. What is indeed unclear in this definition is the way in
which it would be possible, from real, measurable observation,
to obtain “numbers” or, better, indices, that can be used to
quantify these global properties and, at last, to summarize the
“level of health” of the portion of DNS under analysis. Short-
ly speaking, no standard frameworks for DNS measurement
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Abstract
The Internet is a worldwide distributed critical infrastructure, and it is composed of
many vital components. While IP routing is the most important service, today the
Domain Name System can be classified as the second most important, and has
been defined as a critical infrastructure as well. DNS enables naming services
used by every networked application and therefore by every networked critical
infrastructure. Without DNS all services used in daily life activities (e.g., commerce,
finance, industrial process control, logistics, transportation, health care) become
unavailable. A big challenge is to guarantee the proper level of DNS health. Pro-
viding DNS health requires monitoring the system, analyzing its behavior, and
planning and actuating corrective actions. There are several initiatives in this field,
all claiming to be able to measure the DNS health from a local perspective. The
reality is a bit different and many challenges are still open: no standard metric
exist (only a shared list of five health indicators); no common rules to compute
health indicators are agreed; no common concept of regular DNS behavior is
defined. The Measuring the Naming System (MeNSa) project proposes a formal
and structured methodology and a set of metrics for the evaluation of the DNS
health and security levels. This article discusses the problem of measuring the DNS
health level and introduces the main concepts of the MeNSa project. Finally, using
a real case study, the problem of metrics aggregation is discussed. 

Measuring the
Global Domain Name System

1 DNS-OARC, the Domain Name System Operation Analysis and
Research Center, is a non-profit membership organization that seeks to
improve the security, stability, and understanding of the Internet’s DNS
infrastructure. The main DNS operators are members of DNS-OARC.
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exist, and no standard metrics have been defined. Moreover,
how to define a common concept of regular DNS behavior
and how to develop a standard framework for data/informa-
tion sharing are still open issues [4].

In the literature there are many studies related to DNS
traffic measurement and performance metrics (e.g., [5–7]), but
very few report on the measurement and quantification of
security, stability, and resiliency, or, in general, DNS health.
Moreover, to the best of our knowledge, a complete frame-
work dealing with DNS health evaluation has not yet been
developed.

In this article, we present our “answer” to this challenge.
After a brief description of the Measuring the Naming System
(MeNSa) project [8], we show how it is possible to aggregate
several different metrics related to the DNS system, after
identifying a well defined measurement point of view, in order
to obtain aggregate indicators of its health. Nevertheless, in
the article we consider the end-user perspective, and the solu-
tion we propose can be applied to any observation point and
for any set of metrics.

The article is organized as follows. We briefly describe
DNS vulnerabilities and show examples of real incidents. We
present the MeNSa project. We discuss the metrics aggrega-
tion problem and describe the proposed solution. We intro-
duce a case study to show how metric aggregation can be
computed and used to evaluate a real case. We then conclude
the article.

Vulnerabilities and Incidents
The DNS threats can be broadly classified into three main
categories: data corruption, denial of service, and privacy.

Data corruption clusters all types of incidents related to the
unauthorized modification of DNS data. These incidents can
happen in every part of the DNS propagation chain and can
be related to corruption of repositories (e.g., databases con-
taining resource records, zone files, DNSSEC keys, and so
on); cache consistency [9]; alteration of the authenticity of
DNS responses; and protocol issues, which deal with design
flaws of the DNS protocol. Examples of protocol issues are
cache poisoning (i.e., the well known Kaminsky’s attack),
route injections, and man-in-the-middle threats. The first
security flaws in the protocol were discovered in the early
1990s: in [10, 11] the authors pointed out how it would be
possible to fool name-based authentication systems by means
of cache contamination attacks. To solve this problem a secu-
rity extension, DNSSEC, was proposed (IETF RFCs 2065 and
2535). Recent vulnerabilities discovered by Dan Kaminsky via
cache poisoning attacks finally led to the development of the
latest generation specifications, IETF RFC 4033, 4034, and
4035.

Remaining in the context of data corruption, several DNS
hijacking attacks have been reported since 2008, where the
attacked domain name registrars were the target. For exam-
ple, in 2008, a large e-bill payment site was compromised (tar-
geting its domain name registrar) by redirecting its visitors to
a crafted web address, later attempting to install malicious
code on the visitors’ machines. A major case of a successful
cache poisoning attack against the DNS infrastructure was
reported in Brazil in 2009, against one of the major Brazilian
banks: the login page redirection toward a fraudulent site
caused the theft of users’ access credentials. In 2012, the *.ke
domains had a good share of data corruption attacks; for
example, 103 of the Government of Kenya’s websites (.go.ke)
were hacked in one night [12].

Denial of service attacks are aimed at impacting the DNS
infrastructure composed of DNS servers and the network con-

nections. There have been two major reported distributed
denial of service (DDoS) attacks on the root servers, in 2002
and 2007. The first attack covered a timeline of around one
hour and targeted simultaneously all of the 13 root DNS
servers, affecting overall performance and in particular
degrading the availability level for some of them. In light of
this attack, the Anycast protocol was implemented in several
root servers, mitigating the second wave of global coordinated
DDoS attacks, which occurred in 2007.

A successful Denial of Service attack on a regional name
server or on a name server in a higher position in the hierar-
chy can completely make inaccessible distributed applications
(from web site to control systems) in a entire DNS zone or
geographical region.

Finally, privacy threats are related, for example, to snooping
of DNS caches. Privacy, despite its relevance, is out of the
scope of our investigation.

The MeNSa Project
The scope of the MeNSa project [8] is to define a methodolo-
gy and a set of metrics to quantify the global health level of
the DNS. The DNS community agrees on the fact that while it
is a common practice to individually monitor the DNS subsys-
tems to observe if the traffic parameters deviate from the
average, it is a challenge to extract knowledge on the more
global DNS behavior and its “normality” [4].

The key actions we propose to face this challenge are:
• To refine and improve existing metrics for DNS health indi-

cators
• To define a metric aggregation model to merge measured

metrics into a few indicators
• To identify metric threshold levels that allow the DNS com-

munity to trigger when the behavior is normal or abnormal
While in the long term the MeNSa project would provide a

solution to all the above items, in this article, we concentrate
our attention on metric aggregation.

The most relevant concepts behind the MeNSa methodolo-
gy are summarized in the following.

The DNS reference model defining the boundaries of the
system we want to measure. Figure 1 shows the simplified
architecture we consider. The end user application (e.g.,
browser, Apps, thin/fat clients) generates DNS queries, and
can have advanced features such as prefetching and internal
caching. Name servers work at a different level of the hierar-
chy, from root zones to local caches. Also of great importance
are the Anycast resolvers.

The set of metrics to quantify the health and security level
of the DNS. The metrics we propose are intended to evaluate
the health of the DNS by measuring the DNS along three
dimensions: vulnerabilities, security, and resiliency. Examples
of metrics, clustered by threat category, are reported in Table
1. A comprehensive description can be found in [8].

The set of measurement techniques and tools put in place
to gather information needed to compute metrics. How mea-
surements are implemented depends on two main factors:
• What can be measured from which point
• The time horizon of data collection (e.g., seconds, hours,

days, or months)
Measurement techniques and data collection issues are out

of the scope of the project (and of this article).
The concept of point of view (PoV). A PoV is intended as

the perspective of a DNS actor/component in observing,
using, operating, and influencing the global DNS. Potential
users of the MeNSa methodology fall into one of the follow-
ing categories: end users, who are mostly unaware of the DNS
function and operation; service providers, such as the Internet
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and application service providers; and operators (e.g.,
resolvers, name servers, registrars). The definition of different
points of view is intended to categorize which components can
be observed and measured by a specific DNS actor and what
information is needed from other DNS actors to properly
assess the level of DNS health perceived. This categorization
will allow, for each PoV, defining a set of health indicators
and a set of measurable metrics needed to evaluate the indi-
cator of interest. The six points of view we defined are end-
user PoV, application service provider PoV, resolver PoV,
name server PoV, aone PoV, and global PoV (Fig. 1).

From each PoV it is possible to measure the perceived
health level mixing two sources of information (Fig. 2): direct
observations of the global DNS behavior and the Internet
traffic (e.g., through active and passive measurement); and
data shared by other PoVs (e.g., in the form of aggregated
measures or anonymized data). The strength of this distribut-
ed approach is that measurement is kept local, and only
aggregated information is shared. Local data collection is usu-
ally performed by DNS operators that daily collect tons of
data to manage their infrastructure; therefore, there is no
overhead. Sharing aggregated information (e.g., health
indices) introduces negligible network overhead. The only
additional tasks for a DNS operator are data processing to
compute health and security metrics and data sharing. Both
tasks imply the agreement of providers on a set of metrics and
sharing rules. As reported in [4], the community is moving in
this direction.

Using this approach, it should be possible to build a global
picture of the health state of the DNS.

Methodology in Action
The methodology operation is organized in three macro phas-
es:
• Preliminary diagnosis that, from the chosen PoV, performs a

first evaluation of the health level perceived conducting
simple measurements and assessments.

• The definition of the service level objectives (SLOs) and sce-
nario phase, given that the PoV is allowed to select one or
more threat scenarios and the measurable and representa-
tive indices.

• The detailed diagnosis and measurement phase assessing the

DNS health level perceived; the
achievable SLOs; the causes of
SLO violation and improvement
actions. The detailed diagnosis
and measurement phase is orga-
nized in three stages: selection of
metrics, measurement, and aggre-
gation.
At the aggregation stage, all the

measures collected are combined to
provide aggregated indices summa-
rizing the DNS health level per-
ceived by the PoV, what the
achievable SLOs are, and finally,
what the cause of health degradation
could be and possible solutions.
Measures are performed using net-
work and DNS measurement tools
typically used by the community.

Metrics Aggregation
Internet measurement theories and
practices suggest that to understand
the system behavior, it is better to

look at a set of metrics rather than a single indicator. Trade-
offs exist between different metrics [13], and a single value
can be misleading. This is true from a technical or scientific
perspective, while non-technically skilled users or decision
makers are typically affected by “mononumerosis,” an undue
focus on a single measured value (as defined in the 1990s by
Cindy Bickerstaff of the IETF IPPM metrics working group).

The concept of DNS health is multi-faceted and, as above
mentioned, can hardly be captured considering the measure-
ments on a single metric. However, non-technically skilled
users do not appreciate the details of a multitude of metrics
and prefer one or very few simple indicators. To overcome
this problem we propose to compute a limited set of indica-
tors that have three fundamental features:
• They provide aggregate technical level metrics.
• They provide a general understandable (by any user) system

state description.
• They give a measure of the security level intended not only

as prevention against unauthorized access but also for per-
formance, stability, and resiliency.
Let us now discuss how DNS health metrics can be aggre-

gated. Formally, a PoV is associated with:
• A set of M metrics {m1, …, mM}. Let Di be the domain of

the metric mi (i.e., the measured values vi1, vi2, …) of mi
belongs to Di.

• A set of M quality mappings qi : Di Æ [0,1], one for each
metric mi. The mapping qi transforms the measured value
vij into a dimentionless quality value qij = q(vij), where 0
indicates the lowest quality and 1 indicates the highest one.

• A set of aggregated indicators. Each indicator Ik is fully
defined by its vector of weights wk = (wk1 … wkM) such that
SM

i=1 wki = 1.
Different techniques can be used to aggregate metrics.

These techniques do not depend on the specific PoV and
should satisfy two properties. First, the aggregation process
should not depend on the metrics to be aggregated and the
aggregated index. Second, the timescale of the phenomena
observed should not influence the aggregation, that is, the
aggregation process should be capable of handling variable
timescales and sampling frequencies.

For example, given a metric mi and an observation time
period T, and a chosen sampling time interval, it is possible to

Figure 1. DNS reference architecture considered in the MeNSa project.
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identify Si sessions {sij} with j = 1…Si, and to compute Si val-
ues of the metric.

Having computed the vij values of mi, it is possible to evalu-
ate the quality values qij through the quality function qi. Then
the mean value ~qi and the standard deviation Dqi over the Si
sessions are computed as the quality value of the metric mi
and the corresponding uncertainty level, respectively. 

The aggregated indicators are computed as weighted aver-
ages using their vectors of weights. 

An estimation of the uncertainty can be expressed by the
squared weighted average, as is standard in error theory. Formal-
ly, the kth aggregator and the error estimations are computed as

Figure 3 shows an example of the aggregation process. In
the example six metrics are considered, which are IBC, ITV,
TT, CP DNSR and RRQ (see the next section for the descrip-
tions of their meanings). Metrics are measured and trans-
formed into quality values at step 1. At step 2 the average
value and the error for each metric are computed. Finally, at

step 3, the values representing each single metric are aggre-
gated using the weighted average. The choice of weight wik is
arbitrary and depends on the relevance of metric mi for the
health index Ik. An example is provided later.

A Case Study 
As an example to clarify the use of the proposed methodology
we consider the end-user PoV, which represents the perspec-
tive from which each user can evaluate the naming service.
From the end-user PoV, the components involved in the reso-
lution process are the end-user application, the stub resolver,
and the network, while the only operation of interest is the
DNS lookup process.

This case study and the set of experiments that follows are
designed with the following objectives in mind: to show exam-
ples of aggregated indicators, to show how a set of the metrics
can be computed and how these metrics can be aggregated,
and to explain how the values assumed by the aggregated
indexes should be interpreted.

The aggregate indicators we consider are the following:
• Total evaluation (TE) index. It gives a global assessment of

the PoV aggregating all the considered measurable metrics

I w q I w qK ik i
i

M

k ik i
i

M

= =
= =
∑ ∑

1

2 2

1

     Δ Δ

Table 1. Examples of DNS health and security metrics.

Category Measure Metric

Repository
Corruption

Data Staleness Percentage of differing SOA serial numbers across all auth. servers
numbers over a time period.

Zone drift/Zone trash Probability of incurring in zone drift and zone thrash status

NS Parent/Child Data Coherence
Percentage of differences between the responses to NS queries to
the parent zone with the responses to NS queries among all authori-
tative servers for the zone within one serial number

System Corruption

Cache Poisoning Percentage of differences between the contents of caches vs.
authoritative data

Zone Transfer failure Number of failed zone transfer operations

DNS spoofing Probability of being spoofed and probability of being spoofed over a
time period

Denial of Service

Variation of DNS Request per Second Variation of the requests number per second

Incoming bandwidth consumption Percentage of the available bandwidth

Incoming traffic variation Variation of incoming DNS traffic

Resiliency

Mean Time to Incident Discovery Average value over a long observation period

Operational Mean Time Between Failures Average value over a long observation period

Operational Availability Percentage of the mean time an ICT system is running at the normal
service level over the observation time period

Security

Attack Surface Percentage of nodes of a target system that is susceptibility to a cer-
tain type of attack.

Attack Deepness Percentage of impacted nodes of a system as consequence of an
attack

Attack Escalation Speed Attacks in a time unit variations

Annualized Loss Expectancy Dollars loss as consequence of incidents per years
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• Protocol issues (PI) index. It estimates possible DNS proto-
col problems (e.g., cache poisoning)

• Denial of service (DoS) index. It evaluates how improbable
a DoS is in a given scenario.

• Network (NET) index. It estimates the performance of the
network components.

• Stub resolver (SR) index. It evaluates the performance of
the stub resolver (i.e., the operating system libraries that
implement the DNS queries).
We chose these indices because:

• They are common in PoVs.
• They suit well the metrics we have chosen and those that

are used by the DNS community. Such health indices are
versatile, and indeed could be bound with different metrics
depending on the specific PoV and available data. This flex-
ibility also allows us to cope with evolving security threats.

• They give a measure of the security level intended not only
as prevention against unauthorized access, but also for per-
formance, stability, and resiliency.

Moreover, these indices are pragmatic (the DNS community
does not like theoretical solutions very much) and are simple
enough to be understood by non-technical people.

Measurements and Metrics
We set up a testbed where two client machines running Win-
dows OS and Firefox 8.0 query the DNS from two different
Internet service providers (ISPs). To be specific, a client was
connected to the Internet through the Italian ISP Fastweb
using as its access point the GCSEC laboratory (located in
South East Rome, Italy); and the other client was connected
to the Internet through the GARR network using as its access
point the University of Rome “Tor Vergata” (UTV). DNS
resolutions are demanded by Fastweb and UTV resolvers,
respectively.

During the tests we collected traffic from 12 web browsing
sessions each. Every session lasted from 10 min to a total of 2
h. Collected traffic is analyzed to get a measure of the metrics.

In the MeNSa project we identified a large set of metrics

useful to assess DNS health and
security. As explained in the project
deliverables [8], we started by con-
sidering all the most important
threat scenarios for the DNS. A met-
ric is interesting if it is capable to
track system changes and deviation
from normal behavior. In the follow-
ing experiments we select only the
metrics computable in the end-user
PoV that are able to represent the
system dynamic in a timespan of 2 h.
These metrics are:
• Incoming bandwidth consumption

(IBC), the ratio between the total
amount of incoming bits during a
session and the duration of the
session.

• Incoming traffic variation (ITV),
defined, for each session i, as the
variation of IBC measured in ses-
sion i in respect to the value of
IBC measured in section i – 1.

• Traffic tolerance (TT), measuring
the round-trip time (RTT) of an
IP packet flowing between the
end-user node and the ISP’s
recursive resolver.

• Stub resolver cache poisoning
(CP), measuring the percentage of poisoned entries of the
cache. Every entry of the cache is checked against a set of
known recursive resolvers.

• DNS requests per seconds (DNSR), giving the total number
of DNS queries in the session.

• Rate of repeated queries (RRQ) returns the number of
repeated DNS queries in a session. During normal behav-
ior, in a short time period, a name should be resolved only
once because of DNS caching. If there are many DNS
queries for the same name in the same session, this could
be a marker of misbehavior.
IBC and ITV are measured using NetAlyzer; TT is mea-

sured using ping. DNSR and RRQ are measured monitoring
the session with WireShark and analyzing the resulting PCAP
file. Finally, CP is measured by dumping the cache and pars-
ing its content vs. authoritative DNS servers. The comparison
is done immediately after the section to avoid resolver caches
expiration.

DNS Health Evaluation
Figure 3 shows an example of quality values computed for
each session and the results of the metric-based aggregation
explained earlier. The figure also shows the weight values.
The TE index gives an overall evaluation; thus, it must aggre-
gate all the available metrics with the same weight. The PI
index in our case only refers to the cache poisoning problems,
because in our test we decided to measure only this protocol
issue. Thus, the corresponding vector of weights consists only
of the cache poisoning metric. The DoS index aggregates all
the metrics but the cache poisoning one because it focuses on
network traffic. The NET index focuses only on network relat-
ed metrics, equally considered. The SR index focuses only on
stub resolver measures, giving more importance (ª 75 per-
cent) to DNSR and RRQ.

Using our testbed we set up two experiments: one repro-
duces normal working conditions and the other a cache inco-
herency scenario. The first experiment constists of two
different sets of measurements that can be compared: one

Figure 2. Concept of PoV. The PoV creates its own knowledge of the health state of the DNS
mixing local and remote information. Locally collected information is shared with other
PoVs.
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collected at GCSEC and another one at UTV (hereafter
referred to as the GCSEC laboratory and Uniroma2 tests).
Figure 4 shows the results of the first experiment. The TE
index values computed at Uniroma2 and GCSEC are 0.79
and 0.76, respectively, showing that the overall performance
is good enough in both cases. A further analysis of the other
indices may be useful to increase the performance. The PI
and DoS indexes give insights on the possible issues of the
system, while the NET and SR indexes focus on the perfor-
mance of the system components. The DoS index shows an
equally good result in both settings (about 0.8). Indeed,
there was no DoS issue, and no further investigation is need-
ed. On the other hand, in the GCSEC experiment the PI
index (about 0.67) is lower than the corresponding index in
the Uniroma2 experiment (about 0.85). Thus, it emerges that
the GCSEC access network should improve DNS security
(e.g., changing its Internet access provider or changing con-
tract or managing its own cache). The NET index shows that
the network component worked properly in both tests (about
0.86). Instead, the SR index also shows good results, but the
value 0.65 measured in the laboratory test suggests some
possible improvement in the performance of the stub
resolver used.

In the second experiment we simulated some cache poi-
soning in order to validate our methodology. We manually
corrupted 10 percent of the DNS cache entries in the
GCSEC laboratory. The TE decreases to 0.7. The NET
index is still evaluated around 0.8, but the SR assessment
goes down to 0.6. These results entail the presence of prob-
lems in the DNS libraries of the operating system as expect-
ed. Going further, through the measurement process we
discovered that we clearly suffer from some protocol issues
since PI = 0.38. The DoS indicator, however, remains
above 0.75. Figure 5 contains the results of this experiment,

where the normal behavior data were measured in the labo-
ratory.

The results can lead to practical actions. Comparing the SR
and PI indicators enables spotting the cache poisoning prob-
lem. Indeed, the result of the analysis should suggest refresh-
ing the DNS cache. Repeating the same evaluation afterward
would further validate this suggested action.

The results we obtained cannot be generalized and must be
validated with a larger set of experiments. Our goal was to
show that measurement is possible, and how metrics can be
used and aggregated to investigate DNS health.

Figure 3. An example of quality values and results of the metric-based aggregation. Steps 1–3 are executed in sequence. The weights that
define the aggregation (represented in yellow boxes) are tuned in the validation phase of the methodology.
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Figure 4. Comparison of the health and security level perceived
by end users using the DNS from two different ISP.
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Concluding Remarks
The Domain Name System constitutes the hidden backbone
of the Internet. Without its services almost all the applications
making use of the public network would not be able to oper-
ate in an efficient manner. The massive use of information
and communications technology systems in critical infrastruc-
tures puts the DNS under the lights as a new potential source
of disservices.

The DNS community in the last few years has started to
reflect on the need of methodologies for assessing the health of
the global DNS system. In this article, after describing at a high
level the MeNSa project, designed to fulfill this need, we pro-
vided the results of the first tests on field, showing how, from
the end-user PoV, metrics can be aggregated and used as a tool
to verify the level of service perceived and the presence or
absence of threats. The aggregation method proposed is gener-
al enough to be applied to any PoV. Of course, the implemen-
tation, that is, the choice of aggregated indices, of the set of
metrics and the definition of the quality mapping functions are
strictly related to the PoV and the goal of the analysis.
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Figure 5. Comparison of the health and security level perceived
by end users when a cache is poisoned. Poisoning has been
artificially introduced in our collected data set.
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n the last decade, researchers have envisioned an out-
break of wireless sensor networks (WSNs) and predicted
the widespread installation of sensor (e.g., in infrastruc-
tures, buildings, woods, rivers, or even the atmosphere).

This has triggered a lot of interest in many different WSN
topics, including identifying and addressing security issues,
such as data integrity, node capture, and secure routing. On
the contrary, privacy has not really been a concern in WSNs,
as sensors are usually owned, operated, and queried by the
same entity. (For instance, the National Department of Trans-
portation deploys sensors and collects traffic information
related to national highways.)

On the other hand, the proliferation of mobile phones,
along with their pervasive connectivity, has propelled the
amount of digital data produced and processed every day.
This has driven researchers and IT professionals to discuss
and develop a novel sensing paradigm, where sensors are not
deployed in specific locations, but are carried around by peo-
ple. Today, many different sensors are already deployed in
our mobile phones, and soon all our gadgets (e.g., even our
clothes or cars) will embed a multitude of sensors (GPS, digi-
tal imagers, accelerometers, etc.). As a result, data collected
by sensor-equipped devices becomes of extreme interest to
other users and applications. For instance, mobile phones may
report (in real time) temperature or noise level; similarly, cars
may inform on traffic conditions.

This paradigm is called participatory sensing (PS) — some-
times also referred to as opportunistic or urban sensing [3]. It
combines the ubiquity of personal devices with sensing capa-
bilities typical of WSNs. As the number of mobile phone sub-
scriptions exceeds 5 billion, PS becomes a cutting-edge and
effective distributed computing (as well as business) model.
We argue that PS appreciably expands the capabilities of
WSN applications by, for example, allowing effective monitor-

ing in scenarios where the setup of a WSN is either not eco-
nomical or infeasible.

However, its success is strongly related to the number of
users actually willing to commit personal device resources to
sensing applications, and thus to associated privacy concerns.
Observe that sensing devices are no longer “dull” gadgets
owned by the entity querying them. They are personal devices
that follow users at all times, and their reports often expose
personal and sensitive information. Consider, for instance, a
PS application like http://www.gasbuddy.com/ where gas prices
are monitored via user reports, and information announced by
participants inevitably exposes their current and past loca-
tions, and hence their movements. If users have no incentive
to contribute sensed data or feel that their privacy might be
violated, they will (most likely) refuse to participate. Thus, not
only traditional security but also privacy issues must be taken
into account. In this article, we focus on privacy protection in
PS. We define privacy in this new context, present a privacy-
enhanced PS infrastructure, and elaborate on a number of
desirable features that constitute challenging research prob-
lems. The proposed privacy-protecting layer can easily be
adopted by available PS applications to enforce privacy and
enhance user participation.

Participatory Sensing
What Is Participatory Sensing?
PS is an emerging paradigm that focuses on the seamless col-
lection of information from a large number of connected,
always on, always carried devices, such as mobile phones. PS
leverages the wide proliferation of commodity sensor-
equipped devices and the ubiquity of broadband network
infrastructure to provide sensing applications where deploy-
ment of a WSN infrastructure is not economical or infeasible.
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Claudio Soriente, ETH Zurich, Switzerland

Abstract
Participatory sensing is an emerging computing paradigm that enables the distribut-
ed collection of data by self-selected participants. It allows the increasing number
of mobile phone users to share local knowledge acquired by their sensor-equipped
devices (e.g., to monitor temperature, pollution level, or consumer pricing informa-
tion). While research initiatives and prototypes proliferate, their real-world impact
is often bounded to comprehensive user participation. If users have no incentive, or
feel that their privacy might be endangered, it is likely that they will not partici-
pate. In this article, we focus on privacy protection in participatory sensing and
introduce a suitable privacy-enhanced infrastructure. First, we provide a set of defi-
nitions of privacy requirements for both data producers (i.e., users providing
sensed information) and consumers (i.e., applications accessing the data). Then we
propose an efficient solution designed for mobile phone users, which incurs very
low overhead. Finally, we discuss a number of open problems and possible
research directions.

Participatory Privacy:
Enabling Privacy in Participatory Sensing
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PS provides fine-grained monitoring of environmental trends
without the need to set up a sensing infrastructure. Our mobile
phones are the sensing infrastructure, and the number and
variety of applications are potentially unlimited. Users can
monitor gas prices (http://www.gasbuddy.com/), traffic informa-
tion (http://www.waze.com/), and available parking spots
(http://spotswitch.com/), just to cite a few. We refer readers to
[4] for an updated list of papers and projects related to PS.

What Is Not Participatory Sensing?
PS is not a mere evolution of WSNs, where motes are replaced
by mobile phones. Sensors are now relatively powerful devices,
such as mobile phones, with much greater resources than WSN
motes. Their batteries can easily be recharged and production
cost constraints are not as tight. They are extremely mobile, as
they leverage the ambulation of their carriers. Moreover, in
traditional WSNs, the network operator is always assumed to
manage and own the sensors. On the contrary, this assumption
does not fit most PS scenarios, where mobile devices are
tasked to participate in gathering and sharing local knowledge.
Hence, a sensor (or its owner) might choose whether to partic-
ipate or not. As a result, in PS applications, different entities
coexist and might not trust each other.

Participatory Sensing Components
A typical PS infrastructure involves (at least) the following
parties: 
• Mobile nodes are the union of a carrier (i.e., a user) with a

sensor installed on a mobile phone or other portable wire-
less-enabled device. They provide reports and form the
basis of any PS application. 

• Queriers subscribe to information collected in a PS applica-
tion (e.g., “temperature in Irvine, CA”) and obtain corre-
sponding reports. 

• Network operators manage the network used to collect and
deliver sensor measurements (e.g., they maintain GSM
and/or third/fourth generation, 3G/4G, networks). 

• Service providers act as intermediaries between queriers
and mobile nodes, in order to deliver reports of interest to
queriers.
Queriers can subscribe to the appropriate service provider for

one or more types of measurements. For example, assume that
Alice subscribes to “available parking spots on W 16th Street,
New York,” or Bob is interested in the “temperature in Central
Park, New York.” In turn, mobile nodes share local knowledge
— either voluntarily or in return for some profit — with one or
more service providers, which make information available to
queriers. For example, assume Carol’s mobile phone sends
report “3 available parking spots on E 56th, New York,” while
John’s device sends “74°F in Central Park, New York.”

As mobile nodes and queriers have no direct communica-
tion or mutual knowledge, service providers route reports
matching specific subscriptions to their original queriers. In
fact, mobile nodes ignore which queriers (if any) are interest-
ed in their reports. For example, the service provider forwards
John’s temperature report to Bob; Carol’s parking report is
not sent to Alice as it refers to a different location.

Privacy Concerns 
PS provides an effective solution to a wide range of applica-
tions; however, it prompts several security and privacy con-
cerns that need to be carefully addressed.

On one hand, issues such as confidentiality or integrity can
be mitigated using state-of-the-art techniques. For instance,
all parties can be protected from external eavesdroppers using
Secure Socket Layer (SSL)/Transport Layer Security (TLS).

The latter provides a secure channel between any two parties,
so communications between mobile nodes and service
providers or between service providers and queriers are kept
confidential.

On the other hand, the need for privacy protection stems
from the potential leakage of personal information to internal
adversaries. Indeed, as the service provider collects all data
(i.e., reports and queries), it might learn a considerable
amount of sensitive information about both mobile nodes and
queriers, and violate the privacy of their movements, interests,
habits, and more. For instance, the service provider learns
that both Bob and John are located in Central Park, New
York. It also learns that Alice is driving on West 16th Street,
looking for parking. The continuous collection of information
over long periods allows the service provider to meticulously
profile users.

Furthermore, as data collected through PS applications
becomes available to external entities and organizations (i.e,
the queriers), query interests also become sensitive and need
to be hidden. For instance, service providers should not learn
which interests are “hot.”

Finally, there is a tension between privacy and accountabili-
ty as PS business models may require, at the very least, that
reports are available only to entitled (e.g., authorized or pay-
ing) members.

However, we claim there is one main reason to protect pri-
vacy. If users feel that their privacy is endangered, they will
deny sharing their reports. Specifically, it is required that the
service provider performs report/query matching but learns no
information about query interests. Also, data reports should
not reveal to the service provider, the network operator, or
unauthorized queriers any information about a mobile node’s
identity, its location, the type of measurement (e.g., tempera-
ture), or the quantitative information (e.g., 74°F).

A Novel Privacy-Enhanced Participatory
Sensing Infrastructure
We now present our innovative solution for a Privacy-
Enhanced Participatory Sensing Infrastructure (PEPSI). We
describe its architecture and privacy desiderata, and overview
our instantiation. Finally, we discuss efficiency costs intro-
duced by the privacy-protecting layer.

PEPSI Architecture
PEPSI protects privacy using efficient cryptographic tools. Simi-
lar to other cryptographic solutions, it introduces an additional
(offline) entity, the registration authority. It sets up system
parameters and manages mobile nodes or queriers registration.
However, the registration authority is not involved in real-time
operations (e.g., query/report matching); nor is it trusted to
intervene for protecting participants’ privacy.

Figure 1 illustrates the PEPSI architecture. The registration
authority can be instantiated by any entity in charge of man-
aging participants registration (e.g., a phone manufacturer). A
service provider offers PS applications (used, e.g., to report
and access pollution data) and acts as an intermediary between
queriers and mobile nodes. Finally, mobile nodes send mea-
surements acquired via their sensors using the network infras-
tructure, and queriers are users or organizations (e.g., bikers)
interested in obtaining reports (e.g., pollution levels).

PEPSI allows the service provider to perform report/query
matching while guaranteeing the privacy of both mobile nodes
and queriers. It aims at providing (provable) privacy by
design, and starts off with defining a clear set of privacy prop-
erties.
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Privacy Desiderata
The privacy desiderata of PS applications can be formalized as
follows: 
• Soundness: Upon subscribing to a query, queriers in posses-

sion of the appropriate authorization always obtain the
desired query results. 

• Node privacy: Neither the network operator, the service
provider, nor any unauthorized querier learn any informa-
tion about the type of measurement or the data reported by
a mobile node. Also, mobile nodes should not learn any
information about other nodes’ reports. Only queriers in
possession of the corresponding authorization obtain
reported measurements. 

• Query privacy: Neither the network operator, the service
provider, nor any mobile node or any other querier learn
any information about queriers’ subscriptions. 

• Report unlinkability: No entity can successfully link two or
more reports as originating from the same mobile node.
However, as we discuss below, we do not pursue report
unlinkability with respect to the network operator. 

• Location privacy: No entity can learn the current location of
a mobile node (again, excluding the network operator).
In realistic scenarios, it appears unlikely — if not impossi-

ble — to guarantee report unlinkability and location privacy
with respect to the network operator. In fact, PS strongly
relies on the increasing use of broadband 3G/4G connectivity.
In these networks, current technology does not allow provid-
ing user anonymity with respect to the network operator.
Mobile nodes are identified through their International
Mobile Subscriber Identity, and any technique for identifier
obfuscation would lead to service disruption (e.g., the device
would not receive incoming calls). Furthermore, the regular
usage of cellular networks (e.g., incoming/outgoing phone
calls), as well as heartbeat messages exchanged with the net-
work infrastructure, irremediably reveal a device’s location.
To provide report unlinkability/location privacy with respect
to other parties, we need to trust the network operator (who
routes mobile nodes’ reports to service providers) not to for-
ward any information identifying the mobile nodes (the identi-
fier, the cell from which the report was originated, etc.).

PEPSI Construction
One of the main goals of PEPSI is to hide reports and queries
from unintended parties. Thus, those cannot be transmitted in
the clear, but must be encrypted. In this section, we discuss
how to achieve, at the same time:
• Secure encryption of reports and queries
• Efficient and oblivious matching by the service provider
Due to space limitations and to ease presentation, we only
provide an overview of our construction (with no technical
details). We refer interested readers to [5] for a complete

description of our techniques, as well as formal cryptographic
proofs. 

A Naive Solution — Traditional confidentiality means are not
suited for PS applications. Recall that in our context, mobile
nodes and queriers have no mutual knowledge or common
history; that is, mobile nodes provide reports oblivious of
(any) potential receiver, while queriers subscribe to data
reports not knowing who (if anyone) will provide measure-
ments of interest. Hence, we cannot assume that each mobile
node shares a unique pairwise secret key with each querier or
that reports are encrypted under that key via a symmetric key
cipher (e.g., Advanced Encryption Standard, AES). Even if we
were to allow interactions between mobile nodes and queriers,
we would still need the former to encrypt reports under each
key shared with queriers. This would generate a number of
ciphertexts quadratic in the number of measurements. Alter-
natively, we could use a public key encryption scheme and
provide mobile nodes with the public keys of queriers. Still,
scalability would be an issue as each report would be encrypt-
ed under the public key of each querier. In general, because
of scalability and loose coupling between data producers and
consumers, mobile nodes cannot provide measurements
intended for a specific querier, and the latter cannot ask for
data from a given mobile node.

Our main building block is Identity-Based Encryption
(IBE) — a cryptographic primitive, based on bilinear map
pairings, that enables asymmetric encryption using any string
(“identity”) as a public key. In IBE, anyone can derive public
keys from some unique information about the recipient’s
identity. Private decryption keys are generated by a third
party, called the private key generator (PKG). Our intuition is
to use a tagging mechanism on top of IBE.

Report Encryption — We assume that each report or subscrip-
tion is identified by a set of labels, or keywords. These are
used as “identities” in an IBE scheme. For example, labels
“Temperature” and “Central Park, NY” can be used to
derive a unique public encryption key, associated to a secret
decryption key. Thus, mobile nodes can encrypt sensed data
using a report’s labels as the (public) encryption key. Queriers
should then obtain the private decryption keys corresponding
to the labels of interest. Those are obtained, upon query reg-
istration, from the registration authority, which, in practice,
acts like a PKG.

Efficient Matching using Cryptographic Tags — After enabling
encryption/decryption of reports, we need to allow the service
provider to efficiently match them against queries. In fact, the
application of IBE to PS settings is not trivial: with straight-
forward use of IBE, oblivious matching of queries and reports
would be impossible. In other words, the service provider
would forward all (encrypted) reports to all queriers; each of
them will only be able to decrypt reports of interests (i.e., the
ones for which they hold the decryption keys). However, given
the large amount of reports produced by mobile nodes, this
would incur a considerable overhead for the querier, which
must try to decrypt all reports using each of her decryption
keys. To address this problem, we propose an efficient tagging
mechanism: mobile nodes tag each report with a cryptograph-
ic token that identifies the nature of the report only to autho-
rized queriers, but does not leak any information about the
report itself. Tags are computed using the same labels used to
derive encryption keys. Similarly, queriers compute tags for
the labels defining their interests (using the corresponding
decryption keys) and provide them to the service provider at
query subscription.

Figure 1. Privacy-enhanced participatory sensing infrastructure.
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Our main contribution, in this
context, is to exploit the mathemati-
cal properties of bilinear mapping:
we ensure that whenever a report
matches a query, corresponding tags
also match. In other words, a tag
computed by John using the encryp-
tion key derived from label “temper-
ature in Central Park, New York,” is
equal to the tag computed by Bob
using the decryption key computed
over the same label. Specifically,
mobile nodes upload reports along
with the respective tags, while
queriers define their subscriptions
uploading the tags they compute at
the service provider. The latter can
find matches (i.e., a tag related to a
report equals the tag related to a
subscription) without learning any
information about underlying
queries/reports. 

PEPSI Operations
Figure 2 shows how PEPSI works. The upper part of the figure
depicts the offline operations where the registration authority is
involved to register both mobile nodes and queriers. 

Querier Registration — In the example, querier Q (the laptop on
the right side) picks “Temp” among the list of available queries
and obtains the corresponding decryption key (yellow key). 

Mobile Node Registration — Similarly, mobile node M (the
mobile phone on the left side) decides to report the tempera-
ture in its location and obtains the corresponding secret used
for tagging (grey key). 

The bottom part of Fig. 2 shows the online operations
where the service provider is involved.

Querier Subscript ion — Q subscribes to queries of type
“Temp” in “Irvine, CA” using these keywords and the decryp-
tion key acquired offline to compute a (green) tag; the algo-
rithm is referred to as ¨ TAG(). The tag leaks no information
about Q’s interest and is uploaded at the service provider. 

Data Report — Any time M wants to report on temperature, it
derives the public decryption key (red key) for reports of type
“Temp” (via the ¨ IBE() algorithm) and encrypts the measure-
ment; encrypted data is pictured as a vault. M also tags the
report using the secret key acquired offline and a list of keywords
characterizing the report; in the example, M uses keywords
“Temp” and “Irvine, CA.” Our tagging mechanism leverages the
properties of bilinear maps to make sure that if M and Q use
the same keywords, they will compute the same tag, despite each
of them using a different secret key (M is using the grey key
while Q is using the yellow one). As before, the tag and the
encrypted report leak no information about the nature of the
report or the nominal value of the measurement. Both the tag
and encrypted data are forwarded to the service provider. 

Report Delivery — The service provider only needs to match
tags sent by mobile nodes with the ones uploaded by queriers.
If the tags match, the corresponding encrypted report is for-
warded to the querier. In the example of Fig. 2 the green tag
matches the blue one, so the encrypted report (the vault) is
forwarded to Q. Finally, Q can decrypt the report using the
decryption key and recover the temperature measurement.

PEPSI Overhead

Resources in PS are not as constrained as in WSNs; nonethe-
less, overhead incurred at mobile nodes should still be mini-
mized. To foster the adoption of our solution in current PS
applications we provide an experimental evaluation of the cost
of cryptographic operations used to achieve intended privacy
features. We implemented protocol operations executed by
mobile nodes on a Nokia N900 (equipped with a 600 MHz
ARM processor and 256 Mbytes RAM). Computation over-
head, for every report, is due to the computation of the tag
and the encryption of the measurement. In our experiments,
we experience an average time (over 100 trials) of 93.47 ms to
perform these operations.

Communication overhead is merely due to the transmission
of the tag, which is the output of a hash function (e.g., SHA-
1); thus, it is relative small (160-bit). The encryption of the
measurement generates almost no overhead, since, using
state-of-the-art symmetric-key ciphers (e.g., AES), the cipher-
text’s length is almost the same as plaintext’s.

Tag computation by queriers is performed only once, dur-
ing query subscription. Upon reception of measurement of
interests, queriers perform symmetric-key decryption, which
incurs a negligible overhead.

Finally, note that the service provider incurs no communi-
cation or computational overhead; its task is limited to com-
paring output of hash functions (i.e., tags) and forwarding
reports. From a functional point of view, the work of the ser-
vice provider is no different from that in a non privacy-pre-
serving solution. Thus, privacy protection incurs no overhead
at the service provider and enjoys scalability to large-scale sce-
narios. We conclude that our architecture is practical enough,
today, to be deployed for real-world PS applications.

Related Work
Participatory Sensing Projects
In the last few years, PS initiatives have multiplied, ranging
from research prototypes to deployed systems. Due to space
limitations we briefly review some PS application that appar-
ently expose participant privacy (location, habits, etc.). Each
of them can easily be enhanced with our privacy-protecting
layer. Interested readers can find a larger list of PS applica-
tions at [4]. Quake-Catcher [1] aims at building the world’s
largest low-cost strong-motion seismic network by utilizing
accelerometers embedded in any Internet-connected device.

Figure 2. PEPSI operations.
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Kim et al. [10] use the power of PS for meaningful places
(e.g., home, office) discovery. PS has been shown to be an
effective means to monitor levels of air pollution [14], noise
pollution [13], and water quality [11]. PS to aid health care
providers in patient monitoring has been investigated in [12]. 

Privacy
Only a little attention has been paid to arising privacy issues
in PS [16]. The authors of [2] study privacy in participatory
sensing relying on weak assumptions: they attempted to pro-
tect anonymity of mobile nodes through the use of Mix Net-
works. (A Mix Network is a statistical-based anonymizing
infrastructure that provides k-anonymity; i.e., an adversary
cannot tell a user from a set of k.) However, Mix Networks
are unsuitable for many PS settings. They do not attain prov-
able privacy guarantees and assume the presence of a ubiqui-
tous WiFi infrastructure used by mobile nodes, whereas PS
applications do leverage the increasing use of broadband
3G/4G connectivity. In fact, a ubiquitous presence of open
WiFi networks is not realistic today or anticipated in the near
future. By contrast, our work aims at identifying a minimal set
of realistic assumptions, and defining system properties and
clear privacy guarantees to be achieved with provable security.

The work in [15] studies privacy-preserving data aggregation
(computation of sum, average, variance, etc.). Similarly, [7] pre-
sents a solution for community statistics on time-series data,
while protecting anonymity (using data perturbation in a closed
community with a known empirical data distribution). Finally,
[8] aims at guaranteeing integrity and authenticity of user-gener-
ated contents, by employing trusted platform modules (TPMs).

The main technical challenge in providing provable privacy in
participatory sensing infrastructure stems from the simultaneous
presence of several mutually untrusted (and potentially unknown)
entities, including data producers, data consumers, and service
providers. A similar scenario arises in the context of publish-sub-
scribe networks [6], which face similar privacy concerns. Howev-
er, state-of-the-art solutions (e.g., [9]) assume an a priori
knowledge (and key exchange) between publishers and sub-
scribers, while PS application requires loose coupling between
mobile nodes and queriers. This makes it impossible to apply
them to the PS scenario, where data producers and consumers
may not know each other. Our solution protects their privacy
while requiring no direct interaction between the two parties. 

Conclusion and Open Problems
Participatory sensing is a novel computing paradigm that
bears great potential. If users are incentivized to contribute
personal device resources, a number of novel applications and
business models will arise. In this article we discuss the prob-
lem of protecting privacy in participatory sensing. We claim
that user participation cannot be afforded without protecting
the privacy of both data consumers and data producers. We
also propose the architecture of a privacy-preserving partici-
patory sensing infrastructure and introduce an efficient cryp-
tographic solution that achieves privacy with provable security.
Our solution can be adopted by current participatory sensing
applications to enforce privacy and enhance user participa-
tion, with little overhead. 

This work represents an initial foray into robust privacy
guarantees in PS; thus, much remains to be done. Items for
future work include (but are not limited to): 
• Protecting query privacy with respect to the registration

authority. Recall, in fact, that querier Alice needs to obtain
the IBE decryption keys from the registration authority,
which would then learn Alice’s query interests. 

• Protecting node privacy with respect to the network opera-

tor. Current technology does not allow users’ locations and
identities to be hidden from the network operator. Hence,
it is an interesting challenge to guarantee node anonymity
in broadband networks. 

• Addressing collusion attacks, where multiple entities might
collaborate in order to violate the privacy of mobile nodes
or queriers. 

• Improving the syntax of supported query types. In fact,
PEPSI so far allows query/report matching based on the tags
provided by both mobile nodes and queriers. However, PS
applications might require more complex queries where
queriers are interested in an aggregate of the reports (e.g.,
average or sum), or even complex query predicates (e.g.,
comparisons). While simple aggregate function evaluation
over encrypted data is viable with available cryptographic
techniques (e.g., homomorphic encryption), enabling efficient
evaluation of complex predicates remains an open challenge. 
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n spite of the continuing evolution of Internet-based ser-
vices, up to the recent emergence of social networks, we
still see a gap between media-oriented and data-oriented
services, where media is most often embedded into a ser-

vice platform in a way seldom compatible with other environ-
ments. We study here a way to achieve true converged service
integration, which is close to the user and flexible, but with a
limited impact on the user’s computer platform. We further
show how virtualization on the client side provides an interest-
ing solution to these issues. Virtual clients, first as remote desk-
tops but later as access to remote applications, have proven to
be cost effective for corporate use (e.g., for employees in
offices). They have only recently emerged in the general public
as a trend toward the application as a service, running on a
remote server, accessed through the Internet through a web
browser. The browser essentially executes the user interface of
the application (graphical user interface — GUI), and the user
no longer has to worry about upgrades or software installation.

We present and study a virtual client architecture that inte-
grates the IP multimedia subsystem (IMS) [1], a standard
platform for media services, with web-based services. The vir-
tual client keeps its simplicity by offloading signaling and ses-
sion management tasks to a remote server we name a
surrogate. Note that the term surrogate is also used in RFC
3040 to address a different type of network node. The surro-
gate implements the IMS client and accomplishes communica-
tion with the IMS core on behalf of the virtual client. The
surrogate also deploys a web server to provide a web-based
GUI to the virtual client. To illustrate the proposed con-
verged access architecture, we implement a hybrid service of
IMS and web, Movie-on-Demand (MoD), that uses an open
source implementation of a full IMS environment, from client
to application server (AS).

The rest of the article is organized as follows. After pre-
senting a rationale for this work, we summarize early work on
IMS clients and converged access with our critical comments.
We present a virtual client-based convergence architecture;
we illustrate the use of the architecture through a use case
while we discuss the benefits of our model as well as a num-
ber of open issues. We conclude the article.

A Rationale for Convergence
The universal move to IP networks as a unique telecommuni-
cations infrastructure has created an opportunity to integrate
different services into more complex applications, such as uni-
versal messaging. Actually, we see that many “social” environ-
ments, even in professional settings, more and more often
integrate various forms of media communications with some
form of browsing or data exchange.

Such integration presents difficulties of various natures.
Among those, ease of deployment and management of such
network-based applications is of particular interest to us. As
basic telecommunications services are typically structured in a
client-server model, their integration can be done either at the
client or at the server. In the first case, having the user discov-
er and integrate these services as they emerge and evolve is a
major issue. In the second case, the challenge is to identify
forms of integration that will appeal to the largest number of
users and provide them with a suitable interface.

Each approach has advantages and drawbacks. Download-
ing and upgrading software on the client’s computer while
keeping it well integrated with independent evolutions of the
platform itself tends to be the most challenging task. This has
led to an evolution of client software with the emergence of
web browser-based interfaces (GUIs) to services, where most
functions are executed on the server. Furthermore, it is diffi-
cult to define a unique target client platform in terms of hard-
ware and software configurations and capabilities, so using the
browser as the GUI has led to a simplification of, not to men-
tion independence from, environments provided by specific
manufacturers or platforms.

At the same time, interactive control of applications can be
more difficult to achieve when the server is remote. Further-
more, interactive services tend to rely on the use of the Ses-
sion Initiation Protocol (SIP) [2], which is not integrated in
the web model, but rather interacts with an infrastructure
such as IMS.

The IMS architecture is sketched in Fig. 1. The reader may
recall that IMS is a SIP-based infrastructure created to allow
integration of all multimedia services in a single, unique
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framework also supporting, among other features, authentica-
tion and roaming. It supports user-to-user or user-to-network
services, with the support of ASes. Its core functional compo-
nents for call control include different specialized call session
control functions (CSCFs): the proxy CSCF (P-CSCF), the
interrogating CSCF (I-CSCF), and the serving CSCF (S-
CSCF). All can be considered extensions of SIP proxies. The
P-CSCF is the first proxy encountered by user requests. They
are forwarded to the signaling plane’s central switching node,
the S-CSCF, which can process requests based on the user
profile. When roaming, requests go through a P-CSCF in the
visiting network to the S-CSCF in the home network through
a special relay located at the edge of the home network, the I-
CSCF. The home subscriber server (HSS) is the master user
database, and supports the IMS network entities to handle
calls and service sessions. The reader should refer to [1] for
further details.

Convergence therefore goes beyond deciding where the
application code is executed but also, and more fundamental-
ly, how different yet complementary infrastructures, such as
IMS and the web, can be simultaneously accessed and com-

bined into new applications, in the most dynamic
and flexible way. We propose that, to support the
convergence of IMS and web models, we need a
middle way between client-based, typically media
applications, and server-based, rather data/messag-
ing-oriented applications.

Earlier Work
The need for convergence of web-based and SIP-
based services is a strong requirement because, in
essence, media communications do not exist in iso-

lation. A communication can indeed be associated with anoth-
er service (e.g., eCommerce), require browsing (content,
contact, etc.), or be embedded in a more generic application
(e.g., universal messaging). How to achieve such convergence
is complex because of the use of two protocols based on very
different premises: SIP usage is stateful, whereas the web,
based on the Hypertext Transfer Protocol (HTTP) [3], is state-
less.

The essence of this difference is beyond the scope of this
article. Suffice it to say that SIP clients need to perform com-
plex operations and processing, whereas HTTP clients per-
form only simple requests — but potentially rather complex
processing of the data received; SIP is peer-oriented, whereas
HTTP is client-server oriented. Integration of such different
models for convergence therefore presents many challenges.
Furthermore, the term convergence is multidimensional: it
could be converged access, converged service, or even con-
verged signaling of SIP and web domains. Different approach-
es have been tried.

Client Side
On the client side, applications embed communications with
both infrastructures and give a vision of uniformity to the
user. We have already discussed the limits of such a model:
applications are complex and inflexible, and are difficult to
install, update, and customize. Most media clients remain
application-based, as opposed to web-based, especially when
interactive communications are involved. As a witness to this
challenge, we can note that few general-purpose clients are
available for IMS.

To illustrate our point further, let us consider proposed
IMS client frameworks, which are the focus of many activities,
and their application. Eurescom has designed an open and
extensible IMS client framework in the P1656 project,1 and
there are other IMS client platforms, often based on the Java
Community Process JSR-281 (e.g. [4]). Such an IMS client
framework presents a modular, expandable, multilayered
architecture, which is shown in Fig. 2.

This layering of the IMS client framework (shown in Fig.
2) results in highly modular and extensible IMS client archi-
tectures. Using the proper application programming inter-
faces (APIs) (e.g., JSR-281 APIs), an application can be
assembled using the underlying IMS services, and the other-
wise usual one-to-one mapping between an application and
IMS service session can be overcome. The operators can
respond to market dynamics and quickly bring out new appli-
cations. Despite these advantages, the existing models still
have severe drawbacks, which are due to the implementation
of the entire client framework inside the user equipment
(UE). Decoupling the UE — the device used by the user —
from the real IMS client is an important feature of our
model.

1 http://www.eurescom.eu/public/projects/P1600-series/p1656/

Figure 2. Architecture for an IMS client.
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Hybrid Attempts at Convergence
Moving the point of convergence away from the client implies
that it will interface with a unique infrastructure. The alterna-
tive to SIP, on the web side, is to use web services, a technolo-
gy created to support transactional services over the web. The
Simple Object Access Protocol (SOAP) was developed by the
W3 consortium to support web services, and, as such, it has
acted as a focal point to study integration issues with SIP.

One approach proposes a SOAP´SIP gateway (GW) [5]
that receives SOAP messages (over HTTP) from the user
equipment (UE) and generates corresponding SIP messages
for UE that has not implemented a SIP clientand vice versa.
It allows SIP services to be invoked for UE that has not
implemented a SOAP client.

A converged service is a hybrid service, which is a mash-up
of IMS and web services. The WIMS 2.0 [6] project,2 named
from the integration of Web 2.0 and IMS, which is based on
SIP, offers hybrid SIP services by exposing the IMS capabili-
ties through open web APIs. One example of such a hybrid is
Movistar Contacta,3 a Facebook application that allows a
Facebook user to send SMS and invoke click-to-call with the
user’s Facebook friends.

Another way to achieve convergence is through a form of
combined signaling that implements both SOAP and SIP
clients at the UE and uses SIP and SOAP in parallel, where
SIP is used for signaling in the control plane and SOAP is
responsible for data transmission in the user plane [7]. A
unique web service ID is agreed on between the two user ter-
minals through the Service Description Protocol (SDP) during
session establishment.

Criticism
The existing convergence models illustrated above fail to treat
both SIP-based and web services as equals. In many cases, one
core protocol — either SIP or SOAP — is tunneled through
the other, and hence loses some of its functionality. Hence,
opportunities in the distribution of implementation and com-
puting loads between the user end (i.e., UE), intermediate
nodes, and the terminating network end are not exploited.
Designing a converged control plane for SIP and SOAP mes-
sages without resolving the issue of bulk media delivery (e.g.,
audio/ video streaming) under a SOAP foundation is only a
partial solution to the convergence problem. While vying to
create a converged access architecture, we must follow a bal-
anced way and preserve the features of each infrastructure.

To conclude, the challenge we address here is to find a way
to achieve service integration closer to the user, in a flexible
way but with a limited impact on the user platform, which
excludes the client-based solution, as discussed above. At the
same time we do not want to impose undue restrictions on the
features offered by either infrastructure.

A Convergence Architecture
SIP has not yet experienced the same popularity HTTP has,
and there is no equivalent of the browser to easily deploy SIP-
based services. Reliance on a stateful signaling protocol
appears to be a hindrance in that respect. While the protocol
itself is stable, its use is constantly expanding, which may

result in changes in fields in headers and their interpretation
as new uses emerge. All of this could require frequent updates
to clients, which is problematic, and quite certainly so for
small devices (e.g., phones and PDAs). Moving to an HTTP-
controlled virtual client appears to us to be a realistic solution
for these issues, with minimal cost.

Unlike earlier solutions presented in the literature, which
appear to have been based on the extension of an existing
software base, we propose here a “greenfield” approach, inde-
pendent of any specific technology. The virtual client-based
convergence architecture we propose is shown in Fig. 3. In
this architecture, most of the signaling load is transferred to a
server collocated with a P-CSCF, which we shall call a surro-
gate. The surrogate acts as a virtual server for the user to
access, organize, provision, and monitor her SIP-based ser-
vices.

Accessing Web-Based Services
Since the UE is assumed to be equipped with a standard web
browser, accessing web-based services that are not related to
any IMS service is straightforward. However, accessing media
content needs the support of corresponding audio/video
codecs and also the software to play back the media that
might even require proprietary software (e.g., flash player).
However, the ongoing specification of HTML5,4 the latest
standard revision of the lingua franca of the web, supports a
large number of new tags, including “audio” and “video” type
tags, which have increasingly become critical elements of web
content. Hence, audio and video contents could eventually be
delivered directly through the web browser (not all web
browsers support HTML5 at this moment) without any exter-
nal, proprietary player.

Accessing IMS Services
Accessing IMS services requires instantiating the IMS client
installed within the surrogate. The surrogate presents an IMS
client to the core, acting as a server side of the virtualized
client for the user. However, the surrogate is transparent for
the IMS operations in the network and has no impact on the
IMS core architecture. The surrogate implements a web server,
which receives the users’ input through the GUI running on
the web client inside the UE. In this model, any end-user
device (e.g., mobile device, laptop, PC, IP phone) with IP con-
nectivity could be used as UE. This is clearly an advantage
over the present IMS where an end-user device can be used as
UE only if the IMS client can be installed on it. A middle layer
is needed between the web server and the IMS client to estab-
lish communications between them. This layer transfers the
GUI’s input to the IMS client applications and IMS session
status (e.g., IMS registration success) to the web server. The
IMS client framework inside the surrogate has a different top
layer protocol stack from the generic client framework of Fig.
2. Since the user interface layer is an IMS application layer
already implemented in the UE (through the web-based GUI),
an IMS applications layer must be implemented to expose dif-
ferent IMS applications to the web server. As shown in Fig. 3,
the UE communicates with the surrogate using HTTP, while
the surrogate communicates with the IMS core using SIP mes-
sages. Accessing IMS services is also related to UE authentica-
tion by the IMS core and how media would be delivered to the
user’s platform.

Authentication — Each IMS subscription is associated with an
IP multimedia private identity (IMPI) and one or more IP
multimedia public identities (IMPUs). The identity is estab-
lished through an authentication process based on an applica-
tion, the IP multimedia SIM (ISIM) [8], which runs on the

2 http://www.wims20.org

3 http://www.facebook.com/MContacta

4 http://dev.w3.org/html5/spec/Overview.html
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universal integrated circuit card (UICC) smartcard present on
any terminal. This UICC smartcard securely stores the IMS
subscriber’s identity and credentials. In our proposed architec-
ture, however, users can switch terminals and connect to the
IMS core network from anywhere they want. If the user wish-
es to use any terminal device, it is not possible to deploy IMS
information on the user’s terminal device. An ISIM applica-
tion depends on the UICC smartcard for hosting the applica-
tion, which — by its very essence — could not be deployed
inside the surrogate. Hence, an IMS soft client that instanti-
ates a virtual ISIM application is required for our architec-
ture. The soft client the surrogate deploys needs to perform
many more tasks than a state-of-the-art IMS client (installed
in a PC or laptop) does. For example, multiple users from
heterogeneous devices and networks communicate with this
IMS client through the web server. The IMS client must
instantiate virtual ISIMs as required and maintain separate
states for each user.

Media Delivery — Although Fig. 3 shows straight-through
media delivery where media is directly delivered to the user’s
platform, media flow could be intercepted by the surrogate
for additional processing before delivering to the user’s plat-
form. Alternative media delivery methods present specific
benefits, and each service can choose the more suitable one,
transparent to the user and the IMS core, since the required
SIP processing is performed by the surrogate itself. If the UE
does not have the appropriate audio/video codecs to decode
the received media, the surrogate may intercept the media
and transcode the media to another format to be understand-
able by the user’s platform.

Building Web-IMS Hybrid Services
The proposed converged architecture could be used for deliv-
ering merged web-IMS hybrid services, such as the WIMS 2.0
Movistar Contacta service mentioned previously. In a hybrid
service, a user may request IMS services (e.g., clickto-call)

while accessing interactive content-rich web sites. We need a
convergence of web server and IMS client for building such
next-generation services. The surrogate provides exactly the
same platform. Next, we discuss how we have implemented a
tentative hybrid service, named Movie-on-Demand (MoD),
which is accessed by the end users through a web site and the
implicit establishment of an IMS session.

Proof-of-Concept: Movie-on-Demand (MOD)
The MoD service is assumed to be a third party service, which
is hosted by a service provider other than the IMS core net-
work provider. Using the MoD service, a successfully regis-
tered user (with proper subscription to the MoD service) will
be allowed to request a movie from a list of available movies.
The movie will be delivered to the UE through video stream-
ing in a video-on-demand fashion.

Implementation
Figure 4 shows the prototype implementation architecture for
the MoD service, which has been accomplished by following
the converged access architecture shown in Fig. 3. First, a spe-
cific domain, mist.org, has been created, and all communicat-
ing entities, including the virtual client, the surrogate, the IMS
core, the AS, and the media server (Darwin Streaming Server)
have been deployed in different machines inside this domain.
The surrogate hosts the IMS client, and the UE hosts the vir-
tual client. By virtual client we are referring to an end-user
machine with Internet connectivity, able to run a standard
browser and equipped with necessary hardware to receive
multimedia data. Therefore, we are using UE and virtual
client interchangeably in the rest of the article.

For communicating with the UE using HTTP, we have
installed an Apache web server in the surrogate. The web
server hosts a PHP programme which provides a GUI to the
user and establishes communications between the UE and the
IMS client. The middle layer that establishes communications

Figure 3. Virtual IMS client-based converged access architecture.
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between the Web server (PHP pro-
gram) and the IMS client is imple-
mented using classical network
socket APIs. We have implemented
a simple IMS client using the C
eXtended osip (eXosip) library.
Our IMS client performs IMS reg-
istration to the IMS core, generates
and forwards the SIP INVITE mes-
sage in response to the user request
for a specific movie. It receives a
URL for the media server and
returns it to the UE (through the
web interface) to open an RTSP
session.

We have used Open IMS Core,5
an open source IMS core imple-
mentation developed by the Fraun-
hofer Institute for Open
Communication Systems (FOKUS).
The Open IMS Core implements
all three CSCFs and a lightweight
HSS, which all together are the
core elements of IMS or next generation network (NGN)
architecture.

In the application plane, we have deployed the UCT
Advanced IPTV AS6 as the application server. This program
has been developed by the Communications Research Group
at the University of Cape Town as a standard implementation
of an IMS-based IPTV service. In the media plane, the Dar-
win Streaming Server (DSS),7 the open version of the Apple
QuickTime Streaming Server, has been installed as a media
server. The movie clips that our MoD service offers to a sub-
scribed user are being stored and streamed (on request) by
this streaming server.

Message Sequence
The MoD message sequence is shown in Fig. 5. In our imple-
mentation, we assume that all links are secured. Therefore, we
do not deploy any user authentication beyond IMS registra-
tion or access control. The only access control we perform is
to verify that only a registered user can request a movie clip.
A trusted link between two communicating entities (e.g. IMS
client and P-CSCF) could be established through Za (for
interdomain communication) or Zb (for intradomain commu-
nication) interface following the Network Domain Security
(NDS)/IP specification [9]. It is also assumed that the IMS
client is aware of the available resources (e.g., A/V codecs,
audio and graphics processing power) at the UE, and hence
no Session Description Protocol (SDP) [10] exchange is
required between the UE and the IMS client.

First, the user accesses the web site hosted by the surro-
gate’s web server. Next, the user sends a registration request
to the IMS client to trigger IMS registration. On successful
registration, the IMS client sends a Registration Success mes-
sage to the user. The UE (virtual client) only triggers the IMS
registration and never maintains any IMS registration related
information. This issue is further elaborated on in the follow-
ing section.

Next, the user selects the movie clip she wants to receive,

and a corresponding Movie Request is sent to the IMS client
through the web server. The IMS client sends an INVITE
message to the IMS core addressed to the URI of the movie
(e.g., sip:movie1@mod.
mist.org, where movie1 is the identity of the movie and
mod.mist.org is the domain name of the UCT-AS) and the
initial SDP offer.

The IMS core performs service control, that is, checks the
registration status of the IMS client and verifies if the client is
authorized to originate such an INVITE message. The HSS
database must be properly provisioned with initial filter criteria
so that the S-CSCF, upon successful service control, forwards
the INVITE message with mod.mist.org to the UCT-AS.

The UCT-AS requests of the DSS the URL of the movie
clip. Using the identity of the movie (i.e., movie1), the DSS
retrieves the URL (e.g., rtsp://dss.mist.org/movie1.
mp4) and returns it back to the UCT-AS. The communication
between the UCTAS and the DSS is not shown in Fig. 5 since
it has been implemented through proprietary methods. Next,
the URL is forwarded inside a 200 OK message by the UCT-
AS to the IMS core. Although it was not done in our imple-
mentation, the DSS may send a session-specific, randomly
generated, unique URL (which is not advertised to the out-
side world) for authenticating the user during the media ses-
sion (in step 23 of Fig. 5).

Upon successful authorization, the IMS core forwards the
200 OK response to the IMS client, which forwards the movie
URL to the UE (through the web interface program). Finally,
a media session is initiated by the VLC media player installed
in the UE with the DSS, and the requested movie clip is deliv-
ered through an RTSP session.

Finally, note that although the initial SDP offer is sent by
the IMS client to the AS, this SDP offer has no effect on our
implementation (and hence no end-to-end resource reserva-
tion is required) due to the use of RTSP for MoD streaming.
This is further discussed later.

Discussion
Benefits
Beyond IMS and Web Services — The end user benefits from
converged access of all popular services from a single client.
Our modular design makes provision for future extensions by
focusing the addition of new applications at the surrogate. For

Figure 4. Implementation architecture for Movie-on-Demand service.
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example, a peer-to-peer (P2P) client could be implemented
inside the surrogate, and the received data could be down-
loaded directly to the user’s device.
Lightweight UE — The UE is free from the burden of support-
ing IMS clients even though it enjoys all the benefits of IMS
services. This also applies to future extensions of our model to
other services, where most of the complexity (e.g., implement-
ing an IMS client) is transferred to the surrogate.

Network Access Mode Agnosticism — IMS relies on the ISIM
application for completing registration through IMS authenti-
cation and key agreement (AKA). The proposed solution
works without the ISIM and independent of the network
access method. The only network connectivity required is the
reliable transmission of HTTP messages between the UE and
the surrogate.

Multiplexing IMS Registrations — IMS supports multiple
IMPUs attached to a single IMPI. An IMPU is assigned by
the home network operator. IMS also supports an IMPU-spe-
cific service profile, which is a collection of service and user
related data. Moreover, a globally routable user agent URI
(GRUU) identity could be used to identify a unique combina-
tion of IMPU and UE instance that allows a SIP request to be
addressed to a specific combination of IMPU and UE. These
features will create an opportunity to share a single IMS regis-
tration among multiple users.

Limitations and Open Issues
IMS decouples the control plane from the media plane. Fol-
lowing that principle, our proposed model extends only the
control plane and thus should be applicable for any IMS com-
munication services including presence, voice, conferencing,

video streaming, mobile gaming, and so on. Although the IMS
client is now split over the UE and the surrogate, the latter is
expected to be located in close proximity to the user, most
likely within the domain of the operator that is providing
Internet connectivity to the user. Therefore, even for a highly
interactive and delay-constrained service (e.g., mobile gaming
through the IMS platform), the introduction of the surrogate
should not unduly increase the latency due to the control mes-
sages. The latency of media delivery will be unaffected, while
media is not manipulated by the surrogate. However, in case
of the interception of media delivery (e.g., if the media is
transcoded by the surrogate), a delay-constrained application
may suffer from decreased quality of experience (QoE).

The proposed architecture presented in Fig. 4 outlines a
high-level solution of the convergence problem. Several fur-
ther concerns should be addressed for the development of a
successful solution; we now discuss them.

Implementation of the Surrogate — The surrogate is the focal
point of computing and processing in our solution. The surro-
gate will have to maintain hundreds of sessions, connections,
and state information from different users. In grid computing,
load balancing is a common technique to improve performance
of remote servers, and such infrastructure would lend itself to
surrogate support. The surrogates could be implemented by
any party: the IMS core network provider, the Internet service
provider, the administrator of a corporate network, or even an
independent operator. With the advent of cloud computing,
the surrogate can be deployed inside the cloud infrastructure
[11]. The surrogate must implement the required services for
IMS signaling, including the IMS client, the GUI for the IMS
client, and the SDP negotiator. Additional services that inter-
cept the media might also need to be implemented. Following

Figure 5. Message sequence for Movie-on-Demand service.
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the software-as-a-service (SaaS) model, if multitenant services
are implemented, a single implementation could be reused for
different IMS communication services.
Authentication and Access Control — The HTTP communica-
tion between the UE and the web server must be secured
using the HTTPS (i.e., HTTP with Secure Socket Layer
[SSL]/Transport Layer Security [TLS]) protocol. While the
end user controls the IMS client through the web interface,
the end user identity authentication and access control must
be enforced by the web server before providing her access to
any secured web interface. Moreover, should the link between
the web server and the IMS client need to be secured (e.g.,
they are implemented in different domains), SSL/TLS should
be deployed.

End-to-End Media Negotiation and Resource Reservation —
Since the IMS client and the UE are separate entities, the
IMS client negotiates media on behalf of the UE. If RTP
media transport (instead of RTSP media) is needed, end-to-
end SDP offer/response-based media negotiation and resource
reservation are performed by the UE and the multimedia
resource function controller AS (MRFC-AS). The AS is
assumed to be collocated with the MRFC. Figure 6 shows a
similar partial message sequence for our MoD service. Note
that steps 1–7 would be same as in Fig. 5. The UE sends the
initial SDP offer, SDP1 (either embedded as an S/MIME
message or through TLS-protected HTTP [10]) to the web
server, which forwards SDP1 to the IMS client. SDP1 carries
the port number (which the UE has allocated) and other
required information to receive the RTP media. The MRFC
and the media resource function processor (MRFP) can com-
municate using Media Gateway Control Protocol (MEGACO)

or some other media control protocol [12]. The MRFP sends
its capabilities through an SDP response (SDP2), which is for-
warded to the UE. The UE and the MRFC exchange another
round of SDP offer/response if resource reservation is sup-
ported, and finally reserves necessary resources. On comple-
tion of the SDP offer/response exchange, the MRFP initiates
a media session with the UE, and the requested movie clip is
delivered through an RTP session.

Roaming — In the proposed model, support for roaming
depends on the implementation of surrogates. If we assume
that surrogates are distributed over different networks and
that a trust relationship exists among them, a user device
could, while roaming, communicate with the surrogate located
in the visited network, and this surrogate will in turn commu-
nicate with the P-CSCF of the visited network. The visited
network’s surrogate may then communicate with the home
network’s surrogate to pull any user information if required. If
no surrogate is available in the visited network, the user
device should communicate with the home network’s surro-
gate. However, since the home network’s surrogate returns
back to the visited network’s P-CSCF, this method would
introduce delays in the exchange of signaling messages. 

It is clear, however, that while keeping in the spirit of the
IMS architecture, these considerations take us further away
from a strict IMS model.

Conclusion
This model is a perfect match for the emerging generation of
portable devices, with readily available Internet connectivity
through multiple wireless network interfaces and more limited

Figure 6. Message sequence for Movie-on-Demand service with the AS acting as a media controller.
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compute and memory resources than traditional home/
portable computers. The use of standard interfaces to access
services, rather than having a multiplicity of different compo-
nents to manage, certainly matches the philosophy of use of
these devices.

It also exposes new trade-offs between the breakdown of
application processing, bandwidth consumption, and latency.
Adding a processing step can lead to increased latency,
which is detrimental for interactive (mostly voice) services.
On the other hand, streaming or other services that are
more delay-tolerant should not be inconvenienced. The
exploration of these trade-offs is the current focus of our
research.
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eterogeneity is seen as a prevailing feature in
future networks, bringing together the different
layers and elements of a communication envi-
ronment (e.g., network devices, protocols, appli-

cations, access and transport technologies, users, and the
environment). This diversity, despite being a challenge when
designing future network architectures, can also be seen as an
opportunity to differentiate services. This added value in
future communications is accomplished by employing context
awareness, enabling networks to evolve toward higher levels
of service personalization, taking advantage of any kind of
information that may affect the service perception.

This way, IPTV, Internet video, and other multiparty ser-
vices can be enriched by employing context, providing both
personalized and context-aware group-based communications.
In this approach, groups can be dynamically created according
to the selected context, and both network and services can be
adapted to these groups of users. 

Due to the volatile characteristics of users, applications,
and environment, context-aware architectures are inherently
dynamic, and their control and management needs to be per-
formed in an autonomous way. Some architectures in the lit-
erature already support this autonomic behavior [1], although
not addressing multiparty support. This article analyzes a hier-
archical architecture that employs the concept of abstract
multiparty trees (AMTs) to control multiparty content distri-
bution in an autonomous way, decentralizing the control and
management functions. The AMT principle consists of allow-
ing end-to-end multicast content transport over network seg-
ments with different transport technologies (i.e., unicast and
multicast), and also providing independence between source

and listener trees (through different AMTs), and seamless
resilience support. Central elements only need to control the
edges of the AMTs, and all the adaptations and reconfigura-
tions inside the AMTs are performed through these edge
nodes, the overlay nodes, which implement proxy functionali-
ties to mediate overlay connections and control the quality of
service (QoS) of the multiparty trees independent of the oth-
ers. The end-to-end path is therefore performed through sev-
eral independent multiparty trees. This approach increases the
flexibility of the distribution trees as well as hides the network
dynamics and heterogeneity of the networks.

This article assesses the efficiency of the autonomous hier-
archical control approach through the overlay concept, pre-
sented in [2], which shows how the intelligence introduced in
the network management framework is able to use the context
information available toward the provision of more personal-
ized services while handling network resources efficiently. The
evaluation study measures the reconfiguration savings by
employing abstract trees compared to a more traditional mul-
ticast approach. The results show that the AMT-based
approach significantly decreases the required network recon-
figurations due to context changes, highlighting the scalability
of the abstract trees for a large number of users.

The remainder of the article is organized as follows. We
provide an overview of the related work on multicast, applica-
tion layer multicast, and context-aware and autonomic archi-
tectures. We describe the abstract multiparty transport
architecture and control features. An analytical model of the
AMT behavior is detailed. We present a set of experiments
and results obtained through simulation, and conclude the
article.
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Abstract

The increasing interest in group-based multimedia services, followed by the larger
resource demands and the quest for seamless mobility support, have been pro-
pelling research on novel approaches capable of overcoming the challenges posed
by future networking environments. One of those challenges is heterogeneity,
which can also be leveraged in favor of more enriched services through context
awareness and thus enhance user service perception. In this article we describe a
context-driven framework for multiparty content delivery and discuss the rewards of
employing the abstract multiparty transport concept, which provides autonomic con-
trol of personalized group-based services to users through a hierarchical strategy.
Since scalability is the major concern when dealing with group-based services, we
evaluated the framework and its embedded concepts regarding this feature. Here-
in, we describe an analytical study focused on quantifying the necessary reconfigu-
rations in the network due to any type of context change. The outcomes of this
study show that through the concept of abstract multiparty trees, we obtain consid-
erable gains regarding link savings and consequent network control operations,
thus increasing the scalability of the autonomic control architecture.

On the Analysis of Hierarchical Autonomic
Control of Multiparty Services
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Related Work
The multicast transport concept is, theoretically, the most
suitable for content delivery to a large number of users
(group-based services). However, despite the advantages, IP
multicast has seen slow commercial adoption given several
deployment issues [3]. Its major drawback is the costly rout-
ing, involving much more information than unicast routing,
which impairs scalability. This drawback has been fuelling the
research for more scalable solutions, where strategies based
on incremental deployment have gained some prominence, as
is the case of application layer multicast (ALM) [4]. In ALM
systems, multicast is implemented at the application layer,
which does not require an upgrade of the network infrastruc-
ture. This way, ALM is a more scalable solution since routers
do not need to maintain per-group state. However, the con-
tent delivery trees created by ALM are non-optimal, which
leads to longer latencies and possible packet duplication on
the same link. 

Overlay multicast [5] is another incremental deployment
strategy, where multicast functionalities can also be supported
by constructing a backbone overlay of intermediate proxies,
which create multicast trees among themselves. End hosts
may communicate with these proxies via unicast or multicast.
In order to combine the best of both strategies (overlay and
native multicast), its main idea is to achieve a solution that
benefits from the incremental deployment of the overlay con-
cept and also the delivery efficiency of IP multicast. 

Regarding multicast efficiency, there are several studies in
the literature that provide a quantitative analysis of the net-
work load reduction achieved by this technology. The ground-
work on this topic was performed by Chuang and Sirbu [6],
calculating the number of links L in a multicast delivery tree
that connect the source to m distinct network locations. The
simulations performed for a wide panoply of networks (real
and generated) show that the efficiency gains can be reason-
ably described by L(m) µ m0.8. However, later studies show
that only for a small or moderate number of members is the
Chuang-Sirbu law a fair approximation.

Considering that nowadays an efficient content distribution
depends on several factors, such as the transport technology,
the information and control involved, and the possibility to
enrich user experience, we support the idea that context
awareness in multicast services is a key feature for next gener-
ation network (NGN) architectures. Given the importance
and novelty of the concept, there has been considerable
research effort on the development of context-aware mecha-
nisms [7]. In order to enable networks with this consciousness,
three main mechanisms are required: gathering, modeling,
and reasoning. Considering the complexity added by these
mechanisms, recent works are more focused on distributed
solutions employing nature-inspired schemes to improve con-
text dissemination and availability in dynamic scenarios [8].
Moreover, since the collected information is usually in a raw
state, ontology-based solutions have gained prominence in
context modeling, since the formatted information can then
easily be used as input of the more evolved reasoning mecha-
nisms. Regarding this topic, there have been great advances
given the development of increasingly complex algorithms
able to compute context-based decisions even with uncertain
information [9]. 

Context-aware reasoning can be part of a broader concept,
autonomic network management, which is commonly seen as
the best approach to tackle the increasing complexity of pre-
sent and future network management architectures. This man-
agement strategy is based on endowing the network elements
with self-properties (configuring, healing, optimizing, and pro-

tecting), enabling a cooperative management strategy that is
capable of autonomously reacting to context changes. A thor-
ough study about autonomic network architectures is present-
ed in [1]. These architectures, however, do not support
multicast services. In [2, 10], we presented the concept of
abstract multiparty trees for multicast-based services to devel-
op a hierarchical autonomic control architecture, where the
distributed control nodes are chosen based on context infor-
mation to optimize the user’s quality of experience. This
architecture is described in the following section.

Multiparty Architecture Overview
The aim of the multiparty architecture is to enable context-
aware content delivery in heterogeneous networking environ-
ments, mainly concerning group-based services. Given the
dynamics imposed by architectures sensitive to context
changes and events (users’ mobility, services requirements), it
is required to develop control and management frameworks
that can cope with this added complexity. The focus of this
article relies on the assessment of the scalability and flexibility
of the framework, considering a wide set of group members in
a constantly changing environment.

The control and management framework, called the multi-
party transport framework, is part of a more general architec-
ture that includes two more frameworks: multiparty session
management, and context detection and distribution [11]. The
context framework acquires the context related to network
elements and surroundings through distributed sensors that
feed a central repository named the context broker (CB). The
gathered information can then be retrieved to the other
frameworks that use it in management and control proce-
dures. Multiparty session management is responsible for cre-
ating a session’s context, dynamically building groups
according to members’ context, codecs used, and QoS require-
ments.

The integration of these three frameworks enables more
personalized end-to-end communication through a novel mul-
tiparty transport approach that uses context toward better
content delivery. In order to efficiently enforce in the network
the decisions triggered by context or group member events,
the multiparty transport framework employs a hierarchical
control strategy, which makes use of an overlay network so
that decisions can be scaled. In the following sections we
describe the multiparty transport framework, and its concepts
and mechanisms.

Multiparty Transport Framework
As previously stated, the multiparty transport framework aims
to enable effective content delivery in heterogeneous network-
ing, and also enhance the service provided by taking advan-
tage of the context diversity of such environments. By
including more information in the control processes, complex-
ity increases, and consequently scalability issues cannot be
neglected. The main goal of such a framework is to evolve the
control mechanisms to react in a scalable way to any context
change without impairing the service quality. For this purpose,
a hierarchical autonomic control model was adopted, consid-
ering the scalability concerns that usually come along with
context-sensitive architectures. The strategy employed consists
of two levels of intelligence (Fig. 1): the higher level is cen-
tralized on an entity (which can be replicated for fault toler-
ance), named network use management (NUM), and the
lower level is distributed throughout an overlay network. 

The NUM enforces the selected content distribution tree in
the substrate network, which is made by the second level of
control that consists of a network of overlay nodes (ONs) that
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we call an abstract multiparty tree (AMT). The AMT princi-
ple enables end-to-end multicast content transport over net-
work segments with different transport technologies (i.e.,
unicast and multicast), and provides independence between
source and listener trees, which directly improves seamless
resilience support. Each AMT controls the content distribu-
tion of a specific session, providing a generic and scalable
transport solution for group communications. Local network
segments, delimited by two ONs, define a sub-AMT (Fig. 1),
which can be mapped in several physical links and nodes.
Each ON performs resource and QoS control in a distributed
manner through the IP Transport (IPT) components present
in each network router. These abstract trees operate on top of
the IP layer, allowing network dynamics and reconfigurations
of the multiparty delivery tree to be hidden. 

The NUM resorts to the knowledge gathered and main-
tained at the CB to perform context-aided decisions. Two net-
work selection algorithms were defined, for access and core
networks, that may be influenced by network resources, envi-
ronment, user preferences, or terminal capabilities. These
intelligent network decision procedures aim at enhancing the
quality of the service perceived by each user while efficiently
managing the available network resources. The access selec-
tion algorithm is performed first, attempting to offer the best
combination between users and the most suitable access net-
works in a heterogeneous system (implicitly defining the edge
ON). The optimization of this compromise is achieved by
being aware of users’ requirements and access technologies’
characteristics [10]. The core network selection determines
the feasible paths for the content delivery tree in the core net-
work, through several sub-AMTs (and ONs) up to the access
point (edge ON) chosen by the access selection algorithm.
This selection considers the requirements of each service and
the available resources in the network [2]. At the NUM, the
network selection is always focused on group-based applica-
tions. Since it is almost impossible to meet all users’ prefer-
ences simultaneously, users are grouped according to their
context (location, capabilities, etc.), and then the selection
procedures are applied. This feature enhances scalability,
since only some sub-groups can be adapted, avoiding affecting
all users of an ongoing session. 

Abstract Multiparty Transport
The concept of AMT essentially relies on a set of ONs,
throughout the network, that are endowed with more
resources, intelligence, and functionalities in order to better
control content distribution. These nodes are used to build for
each flow of a certain multiparty session a control overlay net-

work, which we denote the AMT.
Thus, it is assumed that a unique
session may have different associat-
ed flows (e.g., video, audio, and
data). Each of these flows has a spe-
cific set of constraints and require-
ments that can be addressed
specifically by each AMT, since they
are independent of each other (dis-
joint control overlay network and
delivery tree). 

The AMTs operate on top of the
IP network layer to support general
transport control of the physical net-
work delivery tree. Furthermore, a
higher level of granularity is defined
by dividing the end-to-end AMT in
several sub-AMTS, bounded by the
ONs. Each sub-AMT can be seen as

a logical link between two ONs. The abstraction level provid-
ed by the overlay network and the division of the trees enables
end-to-end multicast content transport over heterogeneous
network segments in terms of IP multicast capability or
IPv4/v6 support (each sub-AMT is associated with a unique
multicast address). This abstraction level also hides network
dynamics (the reconfigurations inside each sub-AMT can be
performed locally to the sub-AMT), and provides indepen-
dence between source and clients (several sub-AMTs are sup-
ported independently). Applying this overlay paradigm at the
transport layer, it is possible to provide a scalable transport
service for group communications.

All core nodes composing a sub-AMT must implement the
same transport technology. In the scope of a sub-AMT:
• An ingress ON is viewed as a session source.
• An egress ON is viewded as a leaf node.
• Core nodes simply perform IP forwarding operations,

Abstract Multiparty Trees Control
The process of AMT selection is made by the NUM, which
coordinates the edges of each sub-AMT for mediating overlay
connections; in this sense, ONs may control network resources
and the QoS of each sub-AMT independent of each other. A
description of the NUM’s features and selection procedures is
given in Fig. 2. In general, there are two main events that may
trigger the NUM’s control procedure: the arrival of a new
client interested in a non-initiated multiparty session, or an
already established and ongoing session. 

Whenever it is necessary to establish a new multiparty ses-
sion (MS), the NUM obtains from the CB the session related
context, which includes the session’s source and the associated
set of flows. Following the AMT approach, a corresponding
control overlay network, the AMT, is defined for each flow,
shaped according to the individual context information of the
flow (intended clients, delay, and bandwidth constraints). Once
again, it is assumed that this knowledge is available at the CB.

Hence, in order to build the AMT, the two network selec-
tion algorithms are deployed. Focusing on the control scheme
described in Fig. 2, the access selection for each client of a
certain flow is performed first, according to the algorithm
detailed in [10]. The access selection scheme receives the set
of access points within the client’s range and returns the
access that best meets the user preferences and network capa-
bilities.

Subsequently, and assuming that each access point is only
connected to a unique egress ON of the core network, it must
be assessed if the corresponding egress ON is already part of
the AMT that is being built. If this is the case, there is no

Figure 1. Hierarchical control architecture.
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need for further operations, and the client may start
receiving the content as soon as the egress ON repli-
cates the content toward the selected access point. If
this is not the case, the core network selection
scheme is triggered to add the selected egress ON to
the AMT. To accomplish this, Dijkstra’s algorithm is
executed taking into consideration that only the
physical links with enough resources (those that meet
session requirements in terms of bandwidth and/or
delay) can be used to connect the new egress ON to
the current AMT. 

In order to enhance the scalability and flexibility
of our AMT concept, every new egress ON added to
an already established AMT should be connected to
the closest ON within the AMT (including the con-
tent source itself). Following this principle, it is possi-
ble to aggregate as much as possible the content
distribution tree, taking advantage of multicast prin-
ciples and consequently avoiding packet duplication.
Moreover, all ONs within the new branch toward the
egress ON will become part of the corresponding
AMT, defining at least a new sub-AMT. This way,
possible context changes that affect at least this new
sub-AMT will be handled within its scope, and will
not affect the remaining AMT. 

We believe that by enabling this content distribu-
tion tree modularity through the control overlay net-
work concept, it is possible to reach a new level of
flexibility. This way, the AMT strategy endows multiparty con-
tent distribution with the ability to transparently react to any
networking event that may occur, such as client arrival, depar-
ture, handover, or even source mobility. A thorough analysis
of these advantages is detailed in the following section. 

Beyond establishing a new multiparty session, the NUM
functionalities can also be triggered when it is required to
update an ongoing session due to one of two events (Fig. 2): a
new client arrives or changes its access point. Both events
have in common the fact that a new access point is used, and
the corresponding egress ON needs to be added to the match-
ing AMT. Thus, if the selected egress ON does not yet belong
to the corresponding AMT, a similar overlay network exten-
sion process to the one detailed above is performed, connect-
ing the egress ON to the closest ON within the AMT.
However, in case of client handover, it is necessary to update
not only the new ONs that are found in the new AMT branch,
but also to remove the ones of the previous branch if the
egress ON to which it was connected has associated any other
client interested in the same flow.

Moreover, a core network event may also imply network
rearrangements due to link and node failures or service degra-
dation. In this case, and given the hierarchical intelligence
strategy, the ONs that delimit the impaired sub-AMT attempt
to redefine it in order to overcome the failure, performing a
local reconfiguration. If the ONs attempt fails, the NUM
defines a new AMT from the source toward all the egress
ONs with associated clients.

Note that the output of the NUM procedures is always an
AMT per each flow of an MS, or a redefinition of one AMT.
Although the NUM is a central element, the defined AMT is
enforced in a distributed manner on the network, taking
advantage of the control overlay network.

Scalability Analysis
Scalability and flexibility are major guidelines in the develop-
ment of an architecture control scheme. Since the architecture
is focused on the development of a context-sensitive frame-

work, it is critical to evaluate the ability to perform network
adaptations and reconfigurations in a large-scale networking
environment. In this section, we describe an analysis to quan-
tify how well the AMT concept scales according to the num-
ber of clients and network size.

For simplicity reasons, we analyze the case of an MS that
has associated only one flow. In this case, adopting the AMT
strategy, a unique control overlay network is built per flow,
which does not provide loss of generality in the analysis given
the independence between coexisting AMTs. Thereby, the
first client of the MS will trigger the creation of an AMT,
which means that it will be connected to the content’s source
through the shortest path according to the process described
in Fig. 2. 

Nevertheless, the expansion of the AMT when other clients
join the MS has a different behavior since, through the AMT
concept, novel clients are first connected to the closest ON
within the respective AMT. Thus, given that each client may
only connect to a certain access point and, subsequently, to a
specific egress ON (uOe), the probability of a client connecting
to an egress ON is independent and uniform:

(1)

where VOe is the set of available egress ONs. Thus, the proba-
bility of a new client connecting to an egress ON uOe that is
not already part of the control overlay network Of, is given by 

(2)

where i is the number of clients of the MS.
Consequently, for further clients, the probability of an

AMT requiring an extension is given by Eq. 2, following the
scheme described in Fig. 2. Otherwise, with a probability 1 –—PuOe

—, the corresponding AMT does not need to be expanded,
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Figure 2. AMT control scheme.
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and this probability becomes higher along with the number of
clients.

The estimation of the resources needed to establish this
extension is of crucial importance, since it measures how well
the concept of AMTs scale. Thus, considering the multiparty
content delivery tree, Eq. 3 translates the content delivery tree
growth (links used) into a function of the number of clients
and network size:1

(3)

Through this expression, it is possible to determine the
number of additional links used by the AMT to reach the lat-
est client.

In the analysis, the probability density function (PDF) of
the number of links in the tree that are reused when adding a
new client is also obtained. Let Xrl denote the random vari-
able of reused number of edges by new clients; the PDF of
reusing k links is2

(4)

For more information on the analysis process, please refer
to [12], which provides a detailed description of the methodol-
ogy adopted to obtain the scaling behavior of the AMT con-
trol approach.

Evaluation
For comparison purposes, the Protocol-Independent Multi-
cast Source Specific Multicast (PIM-SSM) was chosen, since
it can be considered a particular case (unique source) of
PIM sparse mode (PIM-SM), the most employed multicast
protocol at present (e.g., IPTV and triple play solutions). To
build its multicast distribution tree, PIM-SSM uses the uni-
cast routing tables to forward Join messages until it finds the
respective source tree. Thus, considering that clients are on
the same group sparsely located in the network, it is likely
that each one has an associated tree whose set of nodes and
links is disjoint from another receiver’s source tree. In this
case, a tree rearrangement triggered by any kind of event
would require a complete setup of the path between the

client and the source, being unaware of tree branches that
could be reused. 

An implementation of the behavior of both approaches was
performed, focusing the analysis on the reconfigurations and
link savings when dealing with clients’ joins or leaves, allowing
us to understand the ability of the approach to deal in a scal-
able way with constant changing environments. In order to
resemble real core networks with router-level topologies, dif-
ferent network topologies were generated using the Waxman
random network generator. Following this model, the nodes
of the network are uniformly distributed in the plane, and
edges are added according to probabilities that depend on the
distances between the nodes.

The methodology followed in the implementation con-
sists of performing a set of instructions for each node that
is consecutively added to the tree, keeping track of the
changes observed regarding the number of links modified
(added and eliminated). This way, it is possible to compare
the behavior of each approach in a large network environ-
ment and with many possible l isteners.  The following
results were determined repeating 50 times the experience
for each user, obtaining confidence level intervals of 95
percent. 

Model vs. Simulation
Figure 3 shows a comparison between the expected number of
links obtained through the analytical approach (Eq. 2) for a
certain scenario (N = 200 nodes and r = 20 clients) and the
results obtained by the simulation of the same scenario. Con-
sidering the results depicted on the figure, it is shown that the
analytical model fairly represents the behavior of the expan-
sion of a multiparty delivery tree following the AMT concepts
and control procedures. This fact can be attested by the
majority of simulation samples whose confidence intervals
include the theoretical/expected value, obtaining a more
notable resemblance for a higher number of users.  

Comparison of AMTs vs PIM-SSM
This study assesses the level of traffic aggregation provided by
the AMT strategy compared to PIM-SSM. Considering the
implementation of PIM-SSM, Dijkstra’s algorithm is used to
compute the path from the content source to the listeners,
since this protocol uses the unicast routing table of the routers
to build its distribution tree. The AMT approach, as explained
in the previous section, builds its distribution tree based on
the ONs available in the network; in the simulation frame-
work they are randomly mapped in certain nodes according to
a given density. Dijkstra is also used to connect the ONs that
build the abstract tree. 
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The results depicted in Fig. 4 show the advantages of the
AMT strategy over PIM-SSM, which is even more notorious
for a higher number of clients. This fact highlights the scala-
bility of the abstract trees for a higher number of users.
Although the difference between the numbers of changed
links is not very high, this is related to the relatively small
number of hops of each path from the source to the listener.
The superposition of the confidence intervals of each curve
occurs due to the randomness of each network topology creat-
ed and the random distribution of ONs throughout the net-
work nodes. 

Impact of Network Size
Figure 5 shows the link saving gains with the network topol-
ogy dimension. This gain is determined by the ratio between
the links used by both approaches (AMT and PIM-SSM) in
their distribution tree to reach every client. As expected, as
the network topology gets larger, the gains obtained by the
AMT approach are higher, since the paths are longer and
the routing possibilities increase. However, for higher num-
bers of users, one may observe that the gains remain con-
stant, which is due to the ever decreasing probability of a
new client connects to an Egress ON that is not already part
of an AMT.

Impact of ON Density
The results obtained for the impact of ON density (Fig. 6)
show that the increase in the number of nodes with overlay
control functionalities in the network increases the link sav-
ings, due to the increase on the number of sub-AMTs,
enhancing network segmentation and increasing the set of
branching points closer to new destinations. It is also
notably similar behavior to that of the curves, which stabi-
lize nearby 30 users. Compared to the results of the previ-
ous section,  notice that this  set  of  results  concerns a
network topology with 250 nodes; thus, the gains obtained
would fit between the curves for 200 and 300 (being not
directly comparable). Also regarding Fig. 6, there is a sig-
nificant difference of gains between ON densities of 20 and
80 percent in the network (roughly 10 percent), which high-
lights the benefits of the AMT control strategy. Although
not shown here, the number of reconfigured links increases
with the percentage of ON nodes in the network, since an
increase in the number of ON nodes increases the number
of sub-AMTs, and consequently increases the need for their
reconfiguration.

Overall, these results show that scalable architectures can
be envisaged, and hierarchical control approaches may be the
path for context-aware multicast autonomic control.

Conclusion
This article presents and studies the behavior of a hierarchical
autonomic architecture sensitive to context that employs the
concept of abstract multiparty trees to control content distri-
bution in a more intelligent and scalable fashion. A brief
description of the main architecture was given, followed by an
explanation about the principles of AMTs and how they can
benefit content delivery architectures. 

To address the scalability of the hierarchical approach,
an analysis was performed with respect to the probability
of extension of the AMTs and the number of links that
can be reused so that control messages and operations
could be spared. The evaluation results showed that the
hierarchical control performed through AMTs obtains
considerable gains regarding link savings and consequent
network control operations, thus increasing the scalability
of the autonomic control architecture. We can then con-
clude that the distribution of control operations through
some nodes in the network can significantly improve the
scalability of autonomic context-aware architectures, and
that a decentralized approach is the path for autonomic
networking.
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he use of optical networks for supporting bandwidth-
hungry services is an attractive proposition to ensure
wide-area reach and huge amount of inexpensive
bandwidth. Two services which will be prevalent in

future telecom backbone networks are packet/IP services and
circuit/wavelength services [1]. Packet services, including tradi-
tional data services such as VPN, teleconference, and data
backups, are well established in carrier networks. Wavelength
services including bandwidth-intensive applications, such as
terascale scientific experiments, characterized by strict QoS
requirements, require circuit-switched technologies to deliver
guaranteed bandwidth, and are managed directly at the opti-
cal layer. Wavelength services currently contribute to a small
fraction of carrier traffic today, but are expected to grow as
applications such as e-science and cloud services emerge
[2–4]. Thus, important and timely research is needed to
enable telecom service providers to design cost-effective
hybrid circuit/packet networks by jointly supporting packet
and wavelength services on the same network infrastructure.

Hybrid circuit/packet networks consist of circuit networks

coexisting with packet networks; usually the packet network is
overlaid on top of the circuit network, such as an IP-over-
wavelength-division multiplexing (WDM) network. However,
in some cases such as the U.S. Department of Energy’s
(DoE’s) Energy Sciences Network (ESnet) [5], the circuit and
packet networks are deployed side by side (e.g., they have
common end-node sites and equipment), but they are logically
separate and may have physically disjoint links. In both net-
work partitions, the packet and wavelength services are sup-
ported by leasing capacity over wavelengths. 

In ESnet, the bandwidth partitioning between the two net-
works is relatively static. However, it would be very desirable
to have dynamic partitioning of the bandwidth between the
circuit and packet sections so that the bandwidth can easily be
migrated from the packet section to the circuit section, and
vice versa [6, 7]. For example, traffic variations over a day can
be exploited by accommodating large data transfers for tera -
scale science applications during the night over the circuit sec-
tion, leaving its exploitable capacity for packet traffic during
peak hours of the day. 

Also, protection of the carried traffic can benefit vastly by
using a dynamic network resource partitioning scheme among
the circuit and packet services; for example, wavelength cir-
cuits are often protected by dedicated backup circuits [8],
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Abstract
Hybrid circuit/packet networks where circuit and packet networks coexist are
becoming attractive to support future Internet applications. They support both pack-
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used to protect wavelength services in the event of a failure and route packet traf-
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for our approaches that can be operational in ESnet are presented.
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which are generally idle and unutilized unless there is a failure
in the network. Especially with the upcoming deployment of
100G transmission systems, huge amounts of backup resources
will be underutilized. The network capacity could be better
utilized if idle backup circuits of wavelength traffic could be
loaned to packet services. Similarly, the packet network capac-
ity could be loaned to circuit traffic under extreme circum-
stances (multiple and/or concurrent failures) to ensure
rerouting for a high-priority subset of the circuit traffic. We
need novel design approaches that allow the idle wavelength
backup capacity to be loaned to packet services, and vice
versa, without sacrificing the survivability of both services [8]. 

In this study, we describe two complementary approaches to
enable dynamic partitioning of capacity between a packet net-
work and a circuit network (or, equivalently, between the cir-
cuit and packet sections of a network, as in the ESnet), which
we classify as vertical stacking and horizontal partitioning and
present as a tutorial article. We describe the characteristics of
ESnet, which provides a relevant case study of a network that
jointly carries circuit and packet services. We focus on the
packet-circuit capacity integration using vertical stacking, and
mechanisms for capacity migration from wavelength services to
packet services in packet-over-circuit networks are disclosed.
We introduce horizontal partitioning, and describe how to
migrate capacity from the packet section to the circuit section.
We outline state-of-the-art control mechanisms that allow some
degree of capacity partitioning. We then conclude the study.

Case Study of a Hybrid Network: ESnet
With increasing demands for packet and wavelength ser-
vices, hybrid networks supporting both services are becom-
ing important.  We present the U.S. DoE ESnet as an
example hybrid network supporting mixed packet and wave-
length services. ESnet is a high-speed hybrid circuit/packet
network serving thousands of U.S. DoE scientists at over 40
institutions as well as connecting to more than 100 other
networks. ESnet provides high-bandwidth reliable connec-
tions that link researchers at national laboratories, universi-
ties, and other research institutions, enabling them to
collaborate on some of the world’s most important scientific
research challenges, including energy, climate science, and
the origin of the universe.

In ESnet [5], the circuit network and packet network are
deployed side by side (e.g., they have common end-node sites
and equipment), but they are logically separate and may have
physically disjoint links. Figure 1a visualizes the long-distance
topology of ESnet, showing the partition between the IP
(packet) section of the network and the circuit network in
ESnet, known as the science data network (SDN). While SDN
provides dynamic and scheduled circuit services, the ESnet IP
core network (Fig. 1c) transports IP packets. ESnet’s SDN is
based on traffic-engineered circuits that can be likened to a
comparable dynamic wavelength circuit network in terms of
flow handling end to end. 

Figure 1. Energy Sciences Network (ESnet) topologies: a) ESnet; b) ESnet science data network (SDN) topology; c) ESnet packet net-
work (IP) topology.
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The SDN topology shown in Fig. 1b comprises SDN nodes
and the logical links between those SDN nodes. The SDN
nodes comprise optical cross-connects (OXCs) and routers.
Note that these logical SDN links are mapped over a physical
network of optical fibers by leasing capacity from the Level 3
network [10]. Bandwidth partitioning between the circuit and
packet sections is relatively fixed in ESnet.

The rest of the study describes two possible approaches for
dynamic capacity partitioning in ESnet (and more generally in
any packet/circuit core network), including some state-of-the-
art solutions on ESnet and some promising research on
dynamic capacity partitioning. We hope our article serves as a
tutorial on dynamic capacity migration techniques with ESnet
as an example and inspires readers to pursue these techniques
further.

Vertical Stacking: Packet-over-Circuit
Network
In a packet-over-circuit network, a packet network is over-
laid on top of a circuit network (e.g., an IP-over-WDM net-
work), where an IP topology consists of IP routers
interconnected by optical WDM circuits (lightpaths), while
the physical topology consists of OXCs or reconfigurable
optical add-drop multiplexers connected by physical fiber
links. The lightpaths that support IP traffic (IP lightpaths)
have to be mapped over the physical topology. Also, circuits
for wavelength (WL) services (WL lightpaths) may need to
be provisioned at the physical layer, and if some degree of
protection is required, these circuits are generally protected
by a dedicated backup circuit. Evidently, network capacity
can be better utilized if idle backup circuits of wavelength
traffic can be loaned to IP services [6]. We refer to this
approach for dynamic capacity partitioning between circuit
and packet services by reusing the WL backup capacity as
dynamic partitioning by vertical stacking.

Sharing Backup Capacity between IP and
Wavelength Services
The idle WL backup circuits can be used to support IP
demands, and the backup capacity can be dynamically parti-
tioned between IP and WL services depending on the demand
requests. In case of a failure (e.g., a fiber cut), IP demands
over the backup circuit can be preempted and (possibly)
rerouted, while the backup capacity can be restored for serv-
ing the primary WL traffic. 

Note that in order to successfully reroute the IP traffic
over alternate paths, the IP topology must remain con-
nected even after a failure on the physical topology has
affected one or more of the IP l ightpaths [9].  How to
design a survivable IP-over-lightpath topology is a classi-
cal multilayer design problem. Multiple IP lightpaths can
be routed over a single fiber in the physical topology.
Hence, failure of a single physical link can result in multi-
ple failures in the IP layer and disconnect the IP topology
[9]. To ensure connectivity of the IP topology under all
single-link-failure cases, we ensure that, for all proper
cuts of the IP topology, the number of lightpaths in the
cut-set on any physical link is less than the size of the cut-
set [9]. Additional IP links may need to augment the IP
topology to  a lso ensure guaranteed capaci ty  for  ful l
restoration of IP requests on top of ensuring connectivity
of IP topology.

For dynamic partitioning of backup circuit capacity, we
add another item of design complexity. The backup circuits
are also among the set of candidate l ightpaths for IP
demands. In fact, only those backup circuits that do not dis-
connect the IP topology in case of a failure can be loaned
by the WL services to IP services. Hereafter, we assume
that WL circuits are already assigned, and IP lightpaths are
provisioned on top of them. Integrated approaches for joint-
ly provisioning both IP and WL services will lead to greater
cost savings. 

Figure 2. Illustrative examples of backup capacity sharing: a) sample IP topology; b) sample physical topology; c) capacity sharing (CS):
non-survivable routing of IP demands using WL backup capacity; d) capacity sharing with survivability (CSS): survivable routing of IP
demands using WL backup capacity; e) capacity sharing with survivability and capacity assurance (CSSCA) for IP topology: augmented
IP topology.
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Approaches Enabling Backup Capacity Sharing

We explain a few approaches using some illustrations [6]. Fig-
ure 2a shows a sample IP topology to be supported over the
physical topology. In Fig. 2b, a sample six-node physical topol-
ogy with three WLs per link is shown. The primary WL cir-
cuits are denoted by P (solid lines) and the backup circuits by
B (dashed lines). Note that, in Fig. 2b, two primary WL cir-
cuits, P1 and P2, have already been provisioned. The backup
capacities for these WL paths are provisioned via routes B1
and B2, respectively. We observe that we can either use exist-
ing backup WL paths in the physical topology or establish new
IP lightpaths while provisioning the IP demands, (1–5) and
(1–2), in Fig. 2a. 

We describe four different solutions: no capacity sharing
(NCS), capacity sharing (CS, Fig. 2c), capacity sharing with
survivability (CSS, Fig. 2d), and capacity sharing with surviv-
ability and capacity assurance (CSSCA, Fig. 2e). In the NCS
approach, we do not allow sharing of backup capacity between
IP and WL services, and establish new lightpaths for each and
every IP layer demand. In the second and third approaches,
there is sharing of wavelength backup capacity between IP
and WL services, but, while in the CSS approach the surviv-
ability of the IP topology is strictly enforced, the survivability
is sacrificed in the CS approach in order to maximize the
sharing of backup capacity. As an example, in the CS approach
(Fig. 2c), both backup WL circuits, B1 and B2, are used for
supporting IP requests. If the physical link (1–5) fails, both
the backup circuit B1 and primary circuit P2 fail. When the
primary circuit P2 fails, its backup circuit B2 becomes unavail-
able, and the IP traffic over this backup circuit B2 gets pre-
empted. Thus, both the backup circuits B1 and B2 become
unavailable for supporting IP traffic during failure of the
physical link (1–5), and hence the IP topology gets disconnect-
ed. Thus, the solution in Fig. 2c does not provide a survivable
mapping of IP connections, while the solution of the CSS
approach (Fig. 2d), which uses only one backup WL circuit
B2, is survivable. We need to consider failures of backup cir-
cuits not only due to failures of the links over which they are
passing but also due to failures of their primaries. For CSSCA
in Fig. 2e, survivability of IP topology is enhanced compared
to CSS by also ensuring sufficient capacity for rerouting pre-
empted IP requests during physical link failures on top of IP
topology connectivity as in CSS while maximizing sharing of
WL backup circuits. The IP topology is augmented with addi-
tional IP links to generate sufficient capacity. CSSCA can be
input with selected IP requests for capacity assurance. Howev-
er, connectivity for the entire IP topology is ensured. Consider
that IP requests (1–2), (3–4), and (4–5) in Fig. 2a need capaci-
ty assurance, so the IP topology is augmented with additional
IP links, as shown in Fig. 2e. The routing of the augmented IP

topology over physical topology should be carefully chosen. A
careful choice of backup circuits is crucial to ensure the surviv-
ability of IP topology. In [6], design techniques for this problem
have been investigated.

Illustrative Numerical Examples
Simulation experiments using the 14-node NSFnet physical
topology equipped with 30 WL channels per fiber link to illus-
trate cost savings in backup capacity sharing between IP and
WL services are presented. As IP topologies1 to be mapped
over the NSF physical topology, we consider the 8-node wheel
networks shown in Fig. 3 characterized by an increasing con-
nectivity index. Each edge in the IP topology is a demand
request of unit WL capacity, and the IP topologies in Fig. 3
denote the traffic matrix in our experiments. Results in [6] are
preliminarily discussed and significantly expanded here. The
background WL service requests are assumed to be 50 per-
cent of the IP requests.2

Table 1a shows the cost benefits in supporting IP traffic
due to WL backup circuit sharing. Large savings in wave-
length channels are achieved by the CS and CSS approaches
compared to the NCS approach. New lightpaths are estab-
lished in NCS for every IP request, and it is most expensive as
there is no reuse of backup WL capacity. CS and CSS reuse
backup capacity and are capacity efficient. CSS incurs only
small additional expenditure compared to CS with guarantee
on survivability of the IP topology under all single link fail-
ures. The percentage of cost savings using CSS over NCS in
our experiments is in the range of 37–45 percent. Table 1b
shows that CSS has 30 percent cost savings over NCS on the
total WL channels due to WL backup sharing between IP and
WL services. CSSCA has 17–35 percent less expenditure than
NCSSCA, and the cost savings are again due to WL backup
capacity sharing. CSSCA has 40 percent additional expendi-
ture compared to CS, which is due to additional lightpaths in
the augmented IP topology. SP-NCSSCA in Table 1b denotes
shared path protection for WL services and capacity assurance
for IP topology with no backup capacity sharing. We notice
that CSSCA has 12–18 percent less expenditure compared to
SP-NCSSCA. Thus, cost benefits due to WL backup capacity
sharing are greater than shared protection. As the proportion

1 There are four different IP topologies with increasing connectivity from 3
to 7 (k-connectivity means that each node in the IP topology is connected
to k other nodes).

2 0 percent WL service requests imply that no WL circuits have been pre-
provisioned, and there is no chance of sharing capacity between IP and
WL services, while 50 percent WL service requests imply that 50 percent of
the source-destination couples requiring IP traffic also require WL traffic. 

Figure 3. Eight-node wheel networks of increasing connectivity.
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of WL services increases, the savings due to WL backup shar-
ing are expected to be greater.

In Fig. 4a, we explore degradation in IP services (i.e., a hit
in bandwidth) during failures. Those requests that have strict
QoS requirements can be assured full restorable capacity, but
the rest can be exposed to reduced bandwidth under failures
to minimize cost. CSSCA — 0.3 indicates that 30 percent of
IP requests are ensured full bandwidth for restoration, but
only connectivity of IP topology is ensured for the rest. Note
that by accepting degradation, a huge amount of cost savings
can be achieved. CSSCA — 0.6 can ensure guaranteed restora-
tion for 60 percent of IP requests with only 40–60 percent of
capacity resources. As connectivity of IP topology improves,
the savings are greater. 

Figure 4b presents the savings in operational expenditure
(OPEX) in our scheme considering energy consumption of
transponders and regeneration, which are assumed to be 34.5
W and 50 W per WL, respectively. Note that CSS achieves up
to 20 percent energy savings over NCS, which is significant.
Thus, WL backup sharing not only gives significant capital
expenditure (CAPEX) savings but also considerable OPEX
savings. CSSCA has larger energy consumption over NCS due
to the additional augmented IP links. 

Horizontal Partitioning: Packet Section 
Side by Side with Circuit Section
Here we discuss the opportunity of when the capacity in the
circuit section is exhausted, the excess capacity from the pack-
et section can be borrowed to support WL services [7] and
vice versa. We need to ensure the survivability and QoS
requirements for both IP and WL services, while migrating
the capacity. Unlike the previous case of vertical stacking, now
the IP and WL sections are deployed side by side (not one on
top of the other), so dynamic capacity partitioning applies
horizontally instead of vertically. In ESnet, the packet and cir-
cuit sections use separate and distinct physical resources (WLs

on fiber). Horizontal partitioning enables this fixed capacity
barrier between circuit and packet sections of the network to
be overcome through dynamic capacity migration.

A Case Study for Horizontal Partitioning in ESnet
Below, we describe a specific case of horizontal bandwidth
migration from the packet section to the circuit section. The
scenario arises when we try to provision dedicated protection
to all SDN reservations in ESnet. In this case study, we use a
snapshot of the ESnet topology and traffic from April 2010,
focusing mainly on the circuit section (SDN). More up-to-date
traffic distributions and logical topology connectivity of ESnet
are available at weathermap.es.net. Based on the traffic pro-
files in April 2010, we noticed 15 active circuit services in
SDN. The SDN topology comprised 16 SDN nodes in April
2010 with the logical links as shown in Fig. 1b. The SDN links
are bidirectional and of 10 Gb/s capacity leased over WLs
from the Level 3 network [10]. There are 35 such bidirectional
links in the SDN network, and multiple links exist between
certain pairs of nodes. The 15 active reservation requests are
shown in Fig. 1d and are of 1 Gb/s, 2.5 Gb/s, and 3 Gb/s
capacity. There are 10 1G reservation requests, one 2.5G
reservation request, and four 3G reservation requests. The
total capacity lit up in SDN from the Level 3 fiber network is
700 Gb/s. ESnet [5] has established primary circuits for rout-
ing these 15 reservations, and the capacity used is only 85
Gb/s out of 700 Gb/s total. The rest of the capacity (615 Gb/s)
in the SDN network is idle.

In our solution, we wanted to protect these 15 SDN reser-
vations by providing dedicated protection (since the network
has a lot of excess capacity: 615 Gb/s); design techniques are
discussed in [7]. We can protect 13 out of the 15 active SDN
reservations with dedicated backup circuits, using only 218.5
Gb/s of the 700 Gb/s SDN capacity. Note that there is only
one logical SDN link connecting the SDSC node to the rest of
the SDN network (Fig. 1b), and two out of the 15 active reser-
vations are to SDSC. Thus, we cannot provision backup cir-
cuits for the reservation requests to SDSC with the existing
SDN capacity. However, by borrowing capacity from just two
IP links, LASV-SDSC and SUNN-LASV, from the packet
network (Fig. 1c), we can ensure 2-connectivity at SDSC and
offer protection for all 15 active SDN reservation requests.
The available capacity on the IP links LASV-SDSC and
SUNN-LASV was 622.5 Gb/s as of April 2010, and the
demand requests to SDSC are of total 4 Gb/s capacity. Thus,
we were able to partially protect the two reservation requests
to SDSC using our approach. However, capacity on these IP
links can be upgraded to offer full protection. 

Enabling Technologies and Control
Mechanisms
In order to exploit the advantages of dynamic partitioning of
capacity between IP and WL services, new control mecha-
nisms are needed to support the migration of IP traffic over
WL circuits and of WL traffic over the IP networks. 

In its present mode of operation, ESnet provides some
capability to partition network capacity between the two class-
es of services (IP and WL) [5]. In ESnet, the IP and SDN net-
works are managed logically as a single network (i.e., virtually
partitioned as two different use networks) using routing pro-
tocol metrics and different classes of service. In ESnet, both
the IP and SDN networks are defined to be in the same Open
Shortest Path First with Traffic Engineering (OSPF-TE) area,
with Resource Reservation Protocol with TE (RSVP-TE) and
multiprotocol label switching with TE (MPLS-TE) enabled on

Table 1. Performance comparison of CSS, NCS, CSSCA, NCSS-
CA, and SP-NCSSCA approaches.

(a): Total number of wavelengths needed for supporting
only IP traffic vs. connectivity of the IP topology.

3 4 5 7

NCS 24 31 45 58

CS 12 16 20 27

CSS 15 19 25 32

(b): Total number of wavelengths needed for supporting
both IP and WL traffic vs. connectivity of the IP topology.

3 4 5 7

CSS 41 54 79 104

NCS 46 66 100 137

CSSCA 68 78 125 154

NCSSCA 80 106 155 201

SP-NCSSCA 78 95 154 187
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all interfaces. This enables packet (IP) and circuit (SDN) traf-
fic to utilize either the IP or SDN networks in a fixed manner.

To ensure that the IP network is preferred over the SDN
network for IP traffic, the OSPF metrics for each link are gen-
erally configured using the following rule set:
• 10 Gb/s IP circuits are set to 100 ¥ round-trip time (RTT).
• 10 Gb/s SDN circuits are set to 10 ¥ the IP link metric (if

both IP and SDN links are attached to the same adjacent
nodes) or 1000 ¥ RTT if there is no parallel IP link. 

• 2 Gb/s IP circuits (e.g., aggregated Ethernets) are set to
2500 ¥ RTT.

• 1 Gb/s IP circuits are set to 5000 ¥ RTT. 
• Commodity exchange point circuits are set to 30,000 ¥

RTT. 
• Low-speed (i.e., < 1 Gb/s) links are set to 60,000 ¥ RTT,

and low-speed backup links are set to 65,000 ¥ RTT. 
Using these rules, IP traffic will always prefer the IP net-

work, unless it is bipartitioned, in which case IP packets can
traverse the SDN network where necessary. To manage circuit
traffic on SDN, MPLS label switched paths (LSPs) with
explicit route objects (EROs) are used to define the strict
hop-by-hop SDN links of the circuit path. With IP packet and
circuit traffic capable of utilizing either IP or SDN links, dif-
ferent classes of service (i.e., QoS) are used to isolate and
ensure some level of bandwidth guarantees in a failure sce-
nario. To this end, ESnet supports four different classes of
service:
• Network control: Used specifically for network management

and not available to the user
• Expedited forwarding: Used exclusively for in-profile circuit

traffic
• Best effort: Used for IP packet traffic
• Scavenger: Used for low-priority scavenger tagged IP packet

traffic and out-of-profile (i.e., over-subscribed) circuit traffic
The different classes of service are enforced by different

queue sizes in the network, which are configured identically to
the transmit rates as shown in Table 2 [5]. Based on the QoS
setting, a failure in the IP section will displace up to 20 per-
cent of traffic on an SDN link where necessary. Conversely,
up to 20 percent of circuit traffic can be provisioned and guar-
anteed on any IP link, if necessary. A much more flexible par-
titioning of the capacity among the two network sections is
desirable to enable load balancing and more efficient protec-
tion, and promptly respond to sudden changes in traffic

demands. Research as well as experimentation is needed to
understand these problems.

Conclusion
In this study, we discuss two approaches to dynamically
partition capacity between the circuit and packet sections
of a hybrid network, known as vertical stacking and hori-
zontal partitioning. Vertical stacking — as in a packet-over-
circuit  network — enables backup circuits  (e.g. ,
wavelengths) to support packet (such as IP) traffic while
ensuring survivability of both packet and circuit services. In
horizontal partitioning, we have shown that in hybrid net-
works of the ESnet type, capacity over links in the packet
section can be borrowed to support or protect circuit traf-
fic. In this manner, bandwidth can be flexibly migrated
between the packet and circuit sections to achieve signifi-
cant cost savings. Finally, we discuss some state-of-the-art
control mechanisms (e.g., in ESnet) that enable a limited
degree of capacity partitioning between packet (IP) and cir-
cuit (wavelength) services. However, control mechanisms
that enable a high degree of capacity partitioning as dis-
cussed need to be developed. 
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ower-laws are observed in many naturally occurring
phenomena (e.g., earthquakes, precipitation, topog-
raphy), as well as in many human-related behaviors
(e.g., citations, urban population, wealth). Power-

laws have been observed in many aspects of information sys-
tems, including software systems and computer networks.
Early examples include memory referencing behavior in virtu-
al memory systems, database queries, and file usage patterns
in file systems. More recently, several characteristics of the
Internet and the web have also been claimed to exhibit power-
law characteristics such as the number of visitors to a web site
[1], the number of hyperlinks to a web page [1], the sizes of
web objects [2], the number of links to routers on the Internet
[3], and the number of friends of users on online social net-
works [4].

Power-law properties typically appear in high variance dis-
tributions wherein observations span many orders of magni-
tude, particularly if there is a pronounced skew of the
distribution. Compared to exponential distribution, which has
been widely used in mathematically modeling telecommunica-
tion systems, power-law distributions decay more slowly. The
presence of power-laws indicate that arbitrarily large values
can occur with a non-negligible probability, and therefore,
rather than ignoring these extreme values as “outliers,” it is
useful to study their statistical prevalence if sufficiently many
such samples are present in a large dataset.

The apparent abundance of power-law distributions in com-
puting (and other) literature has drawn significant interest in
understanding the origin and implications of these power-law
properties. For example, it has led to improved web caching

policies, better traffic routing and load balancing techniques,
smarter search schemes, and sophisticated network topology
generators. The ubiquity of power-laws has also sparked inter-
est in developing models that generate power-law distribution,
often with the goal of gaining insights on the processes behind
the occurrence of power-laws. The presence of power-laws
and the accuracy of these models have been debated [5]. This
debate has been fueled by the discovery of measurement arti-
facts and the difficulty of deploying proper sampling tech-
niques in large-scale systems. Due to the presence of many
other highly skewed distributions, another active discussion
topic is how to best identify the presence of power-laws from
measurement data [2].

In this article, we review power-law relationships reported
in the Internet measurement literature. We define power-law
relationships in general, discuss approaches to identifying the
presence of power-laws, and discuss two commonly used
power-laws, the Pareto and Zipf distributions. We provide
examples of Internet measurements that suggest power-law
behavior and discuss several examples from the literature
highlighting how researchers have leveraged power-laws in an
effective way to improve the design and performance of Inter-
net-based systems and applications.

Power-Law Relationships
A power function is a scale-invariant function, f(x), of the
form f(x) = ax–h, where a and h are positive constants, and h
is called the scaling exponent. Taking logarithms on both sides
of the power function produces log(f(x)) = –hlog(x)+log(a).
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Abstract
Power-laws are ubiquitous in the Internet and its applications. This tutorial presents
a review of power-laws with emphasis on observations from Internet measurements.
First, we introduce power-laws and describe two commonly observed power-law
distributions, the Pareto and Zipf distributions. Two frequently occurring terms asso-
ciated with these distributions, specifically heavy tails and long tails, are also dis-
cussed. Second, the preferential attachment model, which is a widely used model
for generating power-law graph structures, is reviewed. Subsequently, we present
several examples of Internet workload properties that exhibit power-law behavior.
Finally, we explore several implications of power-laws in computer networks. Using
examples from past and present, we review how researchers have studied and
exploited power-law properties. We observe that despite the challenges posed,
power-laws have been effectively leveraged by researchers to improve the design
and performance of Internet-based systems.

A Tale of the Tails:
Power-Laws in Internet Measurements
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This expression exhibits a linear relationship with slope –h
and y-intercept log(a). When plotted on a log-log scale, the
function appears as a straight line. This observance is often
considered the distinctive feature of a power-law relationship.

In the computing literature a dataset is often said to follow
a power-law if for large values the distribution follows the
power function. More formally, a distribution is considered
power-law if [2]

f(x) ~ x–h (1)

where ~ is used to indicate asymptotic proportionality; that is,

for some constant c > 0, when x Æ ∞ . In other words, the
power-law distribution exhibits the power function for large
values of x, typically referred to as the tail of the distribution.

Pareto Distribution
One commonly observed power-law distribution in Internet
traffic measurements is the Pareto distribution. A random
variable X is said to follow a Pareto distribution if the comple-
mentary cumulative distribution function (CCDF) indicating
the probability of occurrence of an event being greater than x
is inversely proportional to a power of x; that is, P[X > x] µ
x–k, where k is called the shape parameter. A property of
power functions is that the integral of a power function is also
a power function. Due to this property, it is easy to show that
the Pareto distribution (which itself has a power-law shape)
and the power-law distribution are related by k = h – 1.

Figure 1 illustrates the Pareto, exponential, and lognormal
distributions. Figure 1a shows the probability distribution
function. Figure 1b shows the CCDF on doubly logarithmic
scales. We used the following shape parameters: 1.67 for
Pareto, 0.96 for exponential, and 0.98 for lognormal. We note
that the tail of the Pareto distribution gradually tapers off
when compared to the exponential distribution. Note that in
Fig. 1b, the lognormal distribution appears to exhibit a linear
relationship. In fact, there has been some debate on how to
best determine whether a dataset follows lognormal, power-
law, or other related distributions [1, 2]. In many cases, it is
indeed difficult to ascertain whether or not a distribution is
power-law unless we observe a straight line across several

orders of magnitude on a log-log scale. These debates have
also resulted in development of more sophisticated methods
for identification of power-laws [1].

Zipf Distribution
Another classical example of a power-law is the Zipf distribu-
tion, which was first used for modeling word frequencies in
written texts, but has since been used to model the skewed
popularities for library books, movies rentals, and web objects.
The Zipf distribution is a discrete distribution, defined in the
rank-frequency domain by Zipf’s law, which states that when
items are ranked (R) in descending order of their populari-
ties, the frequency (F) of the item is inversely proportional to
the rank of the item: 

F µ R–q (2)

The Zipf distribution exhibits a straight line with slope –q
on a log-log rank-frequency plot. The value of q ª 1 for a pure
Zipf distribution, but other values are possible while still
exhibiting a straight-line behavior. Degenerate forms of the
Zipf distribution, in which the behavior is piecewise linear, or
only linear for a portion of the plot, are also often seen in
Internet measurements. For example, the popularity of files in
a peer-to-peer file sharing system have been found to be Zipf-
like with deviation from the expected straight line for the
most popular files arguably because of users’ “fetch-at-most-
once’’ approach to file sharing [6].

The Zipf distribution may be considered to be a discrete
interpretation of the Pareto distribution. It can be represented
by transforming the axes of the Pareto distribution. Thus, the
Zipf distribution can be written as a Pareto distribution as fol-
lows: R µ F(–1/q). To summarize, the Pareto, power-law, and
Zipf parameters are related as

(3)

The Zipf distribution has a strong skew of references to a
small but highly popular set of items. For example, it is not
uncommon for a small subset of the items (e.g., 10–20 per-
cent) to account for most of the referencing activity (e.g.,
80–90 percent). The exact trade-off depends on the shape
parameter. In general, in many empirical studies similar skews
have been observed, as shown for example in Fig. 2 for hosts
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Figure 1. Comparison of the Pareto vs. lognormal and exponential distributions. In this example, the Pareto, exponential, and lognormal
distributions have shape parameters of 1.67, 0.96, and 0.98, respectively. Note the scale of the axes in the plot; Figure 1a uses log-scale
on the x axis, while Fig. 1b uses log-scales on both the x and y axes.
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making requests to a web server. This phenomenon is often
referred to as Pareto’s Law, the Pareto Principle, or the 80/20
rule in the literature.

Heavy-Tailed Distributions
Typical empirical distributions from Internet measurements
can be divided into two parts: the body (small to medium-
sized values that are responsible for much of the distribution)
and the tail (large-sized values that are responsible for the
rest). A probability distribution is said to have a heavy tail if
the tail is not exponentially bounded. As illustrated in Fig. 1b,
the Pareto distribution is a heavy-tailed probability distribu-
tion. A tail can be Pareto distributed (and heavy-tailed) even
if the body of a distribution does not follow the power-law
distribution. Such distributions are analyzed by looking at the
tail of the distribution. Heavy tails are a subject of interest
because they highlight the presence of large-sized values.
Change in occurrence of these (less frequent) large-sized val-
ues affects the distribution more than change in the (abun-
dant) small-sized values. This has an impact on modeling of
the empirical distribution.

The Long Tail
The long tail is a manifestation of power-law relationships.
A long tail exemplifies the statistical property that there are
many more low-frequency events compared to a Gaussian
(normal) distribution. For example, it has been argued that
keywords used for searches often have a long tail. This
means that if we order the keywords, from most popular to
least popular, based on how many times a keyword was
used, we would find that there are only a few keywords that
are often used and that there is a very long list of infre-
quently used keywords. Since the list of keywords is very
large, these infrequently occurring keywords could together
account for a large fraction of keyword searches seen by a
search engine. This term came into popular parlance from
an article written by Chris Anderson in Wired magazine
(October 2004) where he argued that online businesses such
as Amazon, eBay, and Netflix have successfully leveraged
the long tail. Anderson argued that these online businesses
carry a wide variety of products, each of which may appeal
to only a few customers. This is in contrast to standard
retailers, which mostly offer popular items because they are
restricted by the size of their store inventory. Figure 3

shows an illustration of the long tail phenomenon; the niche
products sold would be in the green region or the long tail
of the sales popularity distribution. As more sales are
derived from the tail region, the body of the distribution
becomes smaller. We note that the large number of items
and their low individual popularity pose some technical
challenges as discussed later in this article.

Keeping Track of the Tails
The observant reader may have noticed that the long and
heavy tails associated with the power-law distribution, as
described above, refer to two different ends of the distribu-
tion. This is often forgotten and simply discussed as the tail.
While both the Pareto and Zipf distributions are power-law,
we note that the way these distributions are plotted (and
defined) often focuses on two different parts of the distribu-
tions. In particular, the tail of the Pareto probability distribu-
tion refers to the rare (but probable) occurrences of events
with high values, whereas the tail of the Zipf distribution
refers to the many occurrences of events with small values.
This subtle but important difference is illustrated in Fig. 4.
Here, we note that the body of one distribution makes up for
the tail of the other distribution, and vice versa. What further
confuses this discussion is that a subclass of heavy-tailed prob-
ability distributions, defined in the probability domain, is
sometimes referred to as long-tailed. This is in sharp contrast
to the long tails referred to in the popular literature, which
typically refers to the rank-frequency domain.

Power-Law Examples
We review some power-law examples from Internet measure-
ments. One widely reported example of power-laws is web
objects access frequencies [7]. Another widely reported exam-
ple is the web-object size distribution, which has been shown
to follow the Pareto distribution [2]. There has also been
some debate as to whether web-object sizes are power-law or
follow other related distributions [2].

More recently, studies of YouTube video popularity (e.g.,
[8]) have found that video popularity, both at an edge net-
work and as observed by the YouTube servers, appears to fol-
low Zipf-like distributions. There are, however, noticeable
differences at the tail of the distribution. Power-law character-
istics have also been identified for other user-generated video
sharing services, with the number of short-term video views
exhibiting power-law characteristics, while long-term video

Figure 2. The Pareto principle: The illustration shows the distri-
bution of requests to the WWW 2007 conference Web server
over a one-year period. We observe that the top 10 percent of
the hosts account for 80 percent of the total web requests. It
exemplifies the Pareto principle, where most of the web requests
are made by a few hosts.
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views are better modeled using a power-law distribution with
an exponential cutoff.

Other works have analyzed Internet TV workloads and
found that the popularity of TV channels can be approximat-
ed using a Zipf-like distribution [9]. This observation high-
lights user proclivity toward watching the same channel. The
channel popularity distribution followed the Pareto principle,
with the top 10 percent of channels accounting for nearly 80
percent of viewers. While the audience demographics changed,
the Pareto principle was found to be consistently true through
different times of the day.

Various Internet-related power-law structures have also
been identified. One such example is the number of (online)
friends per user in online social networks, which has been
shown to follow power-law distributions [4]. Another interest-
ing observation for these networks is that there typically is a
highly connected (core) group of users. This significantly
reduces the number of friend-of-friends needed to connect to
arbitrary people. Similar observations have been made for
real-world networks (e.g., the web and offline social net-
works). For these networks, the highly connected core allows
for efficient dissemination of information and data.

A Generative Model for Power-Laws
Despite being widely observed, the origin of power-laws is an
open problem and an active discussion topic. Generative mod-
els have been developed in order to understand the underly-
ing processes that cause the observed power-laws to occur.
The preferential attachment (or “rich-get-richer”) model [10] is
one particularly popular generative model, although other
models have also been developed [2]. The preferential attach-
ment model has received much attention in the context of
graph structures in which the vertices have a power-law
degree distribution.

As an example, consider web pages and the hyperlinks
among them. The web pages may be viewed as vertices of a
graph and the hyperlinks as directed edges between the ver-
tices. A simple preferential attachment model is as follows.
Suppose that we begin with a single page with a hyperlink to
itself. At each time step, a new page is created, and this page
is assumed to create a new hyperlink. The new link is formed
to one of the existing pages, chosen uniformly at random with
probability p < 1 and chosen proportionally to the number of

incoming links with probability 1 – p. Iterating this process for
many vertex additions generates a power-law graph.

Figure 5 shows a comparative illustration of a power-law
and a random graph, each consisting of 150 vertices. The
power-law graph was created using the preferential attach-
ment model, where each vertex creates one outbound edge at
a time. The random network is based on the Erdos-Renyi
model where the probability that any two vertices are connect-
ed have an equal probability p. The figure illustrates how the
high-degree vertices in the power-law graph can be critical for
good connectivity and may make the network sensitive to
attacks (e.g., targeted node elimination). Similar to the power-
law structures discussed here, and as observed in various
social and physical networks, preferential attachment and
rich-get-richer behavior have been considered as a potential
explanation for content popularity and web server workloads,
among many other things.

Some Implications of Power-Laws
Web Caching
Effective web caching relies on the presence of a non-uniform
popularity distribution of web objects and their sizes. Web
accesses have been shown to follow Zipf’s law [7]. This prop-
erty has proved important in the design of web cache architec-
tures, since it allows designers to calculate approximate cache
sizes to achieve desired hit rates. The appropriate cache size
along with the appropriate replacement policy could achieve
high cache hit rates.

Zipf’s law can be useful for predicting the probability of
access of an object. Researchers have found that deploying
caching hierarchies may be undesirable as they suffer from
diminishing returns on hit rates. This is because the objects
most worth caching are cached multiple times at levels closest
to the users. Furthermore, deeper caching hierarchies may
increase document access latencies. Content delivery networks
(CDNs) can take advantage of more proactive delivery
schemes.

Search Schemes
Power-law node connectivity distribution has helped improve
search in the web. As described in the previous section, the
web can be considered a directed graph of web pages and
hyperlinks. Measurements of the structure of the web graph

Figure 4. Tracking the tails: The illustration shows the distribution of visitors arriving at YouTube from referring web sites. Figure 4a
shows that the number of visitors to YouTube is directly proportional to the ordered rank of the referring web site. Figure 4b shows that
there are a few sites that provide a bulk of the referrals to YouTube. The data was collected from Compete.com, which omitted values
for referrals that resulted in less than 3000 visitors arriving at YouTube.
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have identified the presence of key nodes. On any given topic,
some web pages may have a high out-degree and others may
have high in-degree [11]. Web pages that work as information
aggregators typically have high out-degree and are referred to
as hubs, whereas web pages with high in-degree are typically
referred to as authorities. The idea of hubs and authorities
was used for ranking web pages in one of the early search
mechanisms [11]. Similar approaches have also been exploited
for searching in online social networks and peer-to-peer (P2P)
systems.

The Long Tail and Business Practices
Online businesses have taken advantage of mildly popular
items to increase sale volumes. Both Amazon and Netflix have
developed smarter recommendation schemes that expose
users to items of personal interest based on purchasing history
of the user and other users with similar interest. This allows
them to potentially recommend niche content to a customer.
This is in contrast to search engines that use popularity mea-
sures to rank web pages, and users formulate their decisions
based on the top-ranked pages.

The Long Tail and System Design
The long tails observed in power-law can impact system effi-
ciency. For example, a new object storage system has been
designed to optimize Facebook’s Photos application with the
aim of serving the long tail (requests for less popular photos)
[12]. These optimizations are important, as requests from the
long tail accounted for a significant amount of their traffic,
and the low individual request rates and high miss rates
caused most of these requests to be served from the main
photo storage server rather than by Facebook’s content deliv-
ery network (CDN).

The long tail also poses challenges in the context of P2P
file sharing systems such as BitTorrent. In particular, mildly
popular files may not have sufficient popularity to have an
active torrent. One approach to improve the resulting file
availability problem is to group multiple files into bundles
such that the bundles become sustainable torrents [13]. There
are both static and dynamic bundling approaches, including
adaptive bundling policies, that take the current file populari-
ties into consideration.

Measurement Issues
Large-scale graphs such as the Internet topology or online
social networks present many measurement challenges. Some

of these challenges have helped fuel the debate about the
authenticity of the power-law nature of Internet graphs. For
example, the scale of these networks often limits the fraction
of the network that can be captured. It has been suggested
that the bias in the partial crawling of online social graphs,
which results in only a subset of the graph being captured, can
underestimate the power-law scaling exponent [4]. To allevi-
ate this problem, recently a multidimensional random walk
algorithm [14] was proposed, which captured dynamic real
world networks better and reduced scaling exponent estima-
tion errors.

Other researchers have suggested that incomplete measure-
ment data (e.g., using traceroute) result in missing large num-
bers of Internet topology connections, causing it to exhibit
power-law behavior. The debate regarding whether the power-
law degree distribution is an integral property of the Internet
topology or an artifact of biased sampling has attracted signif-
icant attention [3, 5, 15]. Such deliberations point toward the
challenges in measurement and accentuates the need for
appropriate sampling techniques.

The hazards of improper sampling have also been investi-
gated and discussed in the contexts of access patterns and
other workloads that have been argued to possess power-law
characteristics. Ideally, content popularity measurements
should be based on probability sampling methods with known
biases, such that the underlying distribution can be recreated
based on the samples. Unfortunately, probability sampling is
often difficult to apply to large-scale dynamic systems. The
impact of sampling methods is embodied by the differences in
the content popularity distribution observed when applying
different definitions of popularity, sampling methods, or the
length of the measurement interval.

Conclusions
Power-laws are apparent in several aspects of Internet mea-
surements. Power-laws pose some challenges; however, they
have been efficaciously leveraged by researchers in design
and optimization of Internet-based systems. We describe a
simple generative power-law model, although several other
models exist in the literature that can lead to power-law
behavior. We touch upon the ongoing debate regarding the
authenticity of the power-law nature of some Internet
attributes. Nevertheless, these deliberations point to the sig-
nificance of power-laws in computer networks, which cannot
be ignored.

Figure 5. Comparison of power-law and random graphs: Each graph consists of 150 vertices. A vertex is represented by a red dot and the
edge is shown using a solid grey line. The graphs were simulated using the NetworkX package in Python, and visualized using
Graphviz.
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