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Foreword

Vinton G. Cerf

The Internet has been around in concept since 1973 and in operation since 1983. Its usage exploded
when the World Wide Web application became broadly available with the arrival of the commercial
Netscape Navigator browser and server applications around 1994. Since that time, an avalanche of
content and new applications have poured into the Internet, which has grown to include nearly
2 billion people and possibly that many servers, laptops, desktops, and mobile units. But the system
is about to experience yet another explosive period of growth as smart devices become a part of the
Internet environment. The trend has already become visible as sensor networks connect to the Internet
along with some fraction of the 4 billion mobiles thought to be in use around the world. To these
devices appliances of all kinds (home, office, portable, fixed and mobile sensors, etc.) will be added.

What will this “Internet of Things” be like? For one thing, many of these “Internet-enabled”
devices will be using the relatively new IPv6 protocol for access. IPv6 was standardized by the
Internet Engineering Task Force around 1996, but implementation has been sparse. It is expected
to accelerate, partly to accommodate the huge number of potential devices that will be connected to
the Internet and also to cope with the anticipated exhaustion of the original IPv4 address space. The
latter provided for approximately 4.3 billion unique terminations. A combination of relatively sparse
assignment practices and reuse of “private address space” through Network Address Translation
(NAT) boxes has allowed operation of the limited IPv4 address space through the present, but it is
expected that the last of the IPv4 addresses will be allocated by the Internet Corporation for Assigned
Names and Numbers by mid-2011, and the Regional Internet Registries that assign address space to
Internet Service Providers will exhaust their supplies not long thereafter. There are 340 trillion trillion
trillion IPv6 addresses, and it is hoped that this will suffice for the foreseeable future.

Many of the “things” on the Internet will be appliances that can accept control inputs remotely
or can report status information remotely. Sensor systems are good examples. I have a monitoring
system in my home that tracks temperature, humidity, and light levels in every room in the house
every 5 minutes. This information is captured and stored in a local database at home but is accessible
remotely from anywhere on the Internet. One can easily envision security systems and a wide range
of appliances that might be able to report their status and accept control information. The Smart Grid
project in the United States is prototypical of the ideas behind the Internet of Things. For example,
devices can not only report their energy usage but also be provided by users, or others on their behalf,
with profiles to moderate energy usage during times of peak loads in exchange for reduced charges.

How often have you gone off on a trip, only to wonder whether a particular appliance was on or
off, a light switch was set on or off, or some other home or office device was properly configured for
your absence? The Smart Grid may provide a means to answer such questions remotely and securely
and even allow remote interaction.

Standards to permit the interoperation of smart, Internet-enabled devices will also be essential.
Such standards will also promote competitive provision of devices and services associated with them.
Such potentially large-scale systems will make demands on designers to cope with billions of devices
interacting in various subsets with each other. Emergent properties may well appear unexpectedly.
Security and strong authentication of identity and authority will play key roles in making such sys-
tems safe to use.
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Our ability to model, understand, and successfully operate such large-scale infrastructure will be
challenged, and within that challenge there may dwell many Ph.D. dissertations as well as new and
unexpected businesses. The law and policy will not escape the impact of this gigantic network with its
billions of components. The potential for mischief, interference, and even significant infrastructure fail-
ures (deliberate or accidental) will be made even more complex by the global scope of the Internet and
its connections. New frameworks for dealing with liability, risk, vulnerability, and criminal activity
will be needed along with multilateral agreements to secure the benefits and protect users from harm.

The authors of this book offer a rich and thoughtful exploration of this new Internet canvas on
which the twenty-first century will unfold. Predictions will be hard; we are all just going to have to
live through it to find out what happens!

Vinton G. Cerf
Woodhurst
January 2010



Preface

The digital revolution of the 21st century will be much, much larger than previous digital revolutions.
During the 20th century, the world underwent two major digital revolutions: computers were devel-
oped and found their way into offices and homes, and the Internet interconnected the computers and
fundamentally changed the way we interact with the digital world.

We now stand before the digital revolution of the 21st century: smart objects — the Internet of
Things — that interconnect the digital world with the physical world. Industry predicts the number
of smart objects to be counted in billions within the next ten years. Over the course of the forthcom-
ing decade, we will see this fundamentally change the way we interact with both the digital and the
physical world.

A smart object is a small micro-electronic device that consists of a communication device, typically
a low-power radio, a small microprocessor, and a sensor or actuator. The sensors give the smart objects
the ability to sense the physical world, for example by measuring its temperature. Actuators make it pos-
sible for the smart objects to change the physical world, for example by controlling an engine.

We already see a number of emerging applications of smart objects. The power grid is about to be
equipped with sophisticated smart objects networks to help better manage the grid, handle renewable
sources of energy, and recharge electric cars. Office buildings can become more energy-efficient with
temperature sensors that monitor the actual temperature in the building so that controllable radia-
tors and air conditioners can better control the temperature. Cities will support intelligent transport
systems, environmental monitoring, energy management, and even social networking using smart
objects. Freighter containers can measure the climate inside the containers to make sure that food-
stuffs are kept in a good environment.

But we are only beginning to scratch the surface of what smart objects can do; the emerging appli-
cations we see today are just the start. The true innovative power of smart objects comes from their
interconnection. When innovators can begin to easily and rapidly build applications and systems that
connect the physical and the digital world, a new level of serendipity begins.

The network architecture for the smart objects must be extremely open to future innovation.
We cannot possibly know what the future holds for smart objects, as the field is still in its infancy.
Innovation must be allowed to occur both in how we use smart objects and in the way the smart object
technology itself is designed. The overall architecture is the fundament and must be extremely flex-
ible to support new applications in the future, just like the Internet did over that past three decades.

So far, however, smart objects have largely been isolated islands whose interconnection has been
made difficult because of a number of proprietary solutions, usually optimized for one specific appli-
cation, that have not been possible to integrate.

OBJECTIVES

In this book, we explain why the Internet Protocol, IP, is the protocol of choice for smart object net-
works, providing an open and standard based technology for the endless number of applications to
come. IP has already successfully showed that it can interconnect billions of digital systems on the
global Internet and in private IP networks. Once smart objects can be easily interconnected, a whole
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new class of smart object systems can begin to evolve. Developers can build systems that integrate
information physical-world phenomena with digital information from on-line sources. Businesses can
make use of physical information both to make their own business more efficient but also to explore
completely new business opportunities.

The interconnection of smart objects is not without significant technical challenges. First, the
sheer number of potential devices that can be connected provides challenges for communication
mechanisms, routing protocols, and communication architecture. Deployments of hundreds or thou-
sands of smart objects are not uncommon. Second, the requirement for low-power operation affects
every layer of the system, from hardware through software and to the data management architectures.
To meet lifetime requirements, smart objects must be able to operate with power consumptions of
less than one milliwatt. Third, the requirements for a small physical size, low power consumption,
and low cost mean that each device must make very efficient use of their limited resources. Smart
objects may have only a few kilobytes of memory. Still, [P-based smart object networks are being
designed and deployed. This book tells you how this is achieved. But this is just the beginning of an
exciting journey: the future of interconnected smart objects has just begun.

STRUCTURE OF THE BOOK

We spent a good amount of time thinking of the most appropriate structure for this book, in order to
make it a reference for engineers and researchers but also provide materials valuable for non-expert
in the field. We decided to organize the book around three main parts: the book starts with one part
devoted to discussing the architectural foundation of the IP smart object networks, before the second
part takes a deep dive into protocols and algorithms, and the third part concludes the book with a
detailed review of seven important use cases and applications for IP-based smart objects.

Part I demonstrates why the IP architecture is well suited to smart object networks by contrast
with non-IP based sensor network or other proprietary systems interconnect to IP networks (e.g. the
public Internet of private IP networks) by means of hard to manage and expensive multi-protocol
translation gateways that scale poorly. We start Part I with a description of smart objects. After a
review of the architectural principles of IP, we explain why IP and in particular IPv6, that uses the
same architecture as IPv4, is particularly well suited for smart objet networks. Several key network-
ing features are reviewed from an architectural angle such as routing, transport, service discovery,
security, and web services. Part I concludes with a discussion on potential connectivity models of IP
smart objects to (private and public) IP networks.

The second part is a deep technology dive into the technologies. Part II starts with a detailed dis-
cussion on smart objects (hardware architecture, lightweight operating systems) and several of the low
power link layers technologies used in these networks. Then follows a chapter devoted to standard-
ization, a must for any technology to be widely adopted: this chapter discusses in details the standard-
ization process of the standardization body in charge of IP protocols: the IETF (Internet Engineering
Task Force). Then follows two chapters explaining in details two key areas of IP smart object net-
works: the 6LoOWPAN adaptation layer specified to carry IPv6 packet over the IEEE 802.15.4 link
layer and the newly defined routing protocol (called RPL) used in IP smart object network. This sec-
ond part concludes with an overview of the IPSO (IP for Smart Object alliance) followed by a discus-
sion on two non-IP technologies.
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IP smart object networks will unavoidably change and improve our day to day quality of life, in
a number of ways: these networks will radically increase the efficiency of power grids allowing for
new sources of energy generation and energy savings, they will help better manage buildings and
homes, make our cities smarter and these are only a few examples. Thus, instead of providing a few
examples here and there, we decided to devote en entire part of this book to the applications of IP
smart object networks: “What will IP smart object network be used for?” in a very near future. Each
chapter in Part III of the book describes the use of smart object networks as opposed to the technol-
ogy itself and follows a similar structure: for each use case, we start with a detailed description of the
various applications (for example, how to enable new services in a smart city such urban environ-
mental monitoring, social networking and intelligent transport systems) followed by a discussion on
the technical challenges. Part III discusses in details seven major applications: smart grid, industrial
automation, smart cities and urban networks, home automation, building automation, structural health
monitoring, and container tracking.
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CHAPTER

What Are Smart Objects?

This book is about smart objects, networks of smart objects, and how these networks can be intercon-
nected using the Internet Protocol (IP). In this chapter, we define smart objects, give an overview of
the history of smart object technology, and discuss the present challenges.

Smart object technology has many names. In this book, we use the term smart objects, but the
technology and its applications have names such as the Internet of Things, the web of objects, the
web of things, and cooperating objects. Even though there are slight differences in the connotations
and definitions of those names, they represent the same fundamental type of technology.

One definition of smart objects is a purely technical definition — a smart object is an item
equipped with a form of sensor or actuator, a tiny microprocessor, a communication device, and a
power source. The sensor or actuator gives the smart object the ability to interact with the physi-
cal world. The microprocessor enables the smart object to transform the data captured from the sen-
sors, albeit at a limited speed and at limited complexity. The communication device enables the smart
object to communicate its sensor readings to the outside world and receive input from other smart
objects. The power source provides the electrical energy for the smart object to do its work.

For smart objects, size matters. They are significantly smaller than both laptops and cell phones.
For smart objects to be embedded in everyday objects, their physical size cannot exceed a few cubic
centimeters.

Although this technical definition of a smart object is important — we review it at length in
Part IT — it does not help us understand the behavior, interaction, and other implications of smart
objects. Thus we must define smart objects based on their behavior.

We already know that smart objects are able to interact with the physical world by performing
limited forms of computation as well as communicate with the outside world and with other smart
objects. But what do smart objects, given their technical abilities, actually do?

The answer to this question is not as easy as it seems. First, the behavior of a smart object depends
heavily on where and how it is used. A smart object deployed in a freighter container to monitor its
temperature behaves differently than a smart object that monitors parking spaces. Second, and more
important, we cannot know at this point how future smart objects will be used. Even though we can
accurately predict future smart object uses based on how smart objects are used today, we cannot
know exactly what the future usage patterns will be. This is an important point, because it tells design-
ers of smart object systems that they must future-proof their systems, protocols, and architectures.

Despite not knowing the exact behavior of a smart object, there are two behavioral properties
common to any smart object: interaction with the physical world and communication.

Interconnecting Smart Objects with IP. DOI: 10.1016/B978-0-12-375165-2.00001-6 3
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Smart objects interact with the physical world by obtaining information from the physical world
with their sensors and by affecting the physical world with their actuators. Smart objects use their
sensors to sense physical properties ranging from simple and easy-to-measure properties such as light,
temperature, and air humidity, to more complex properties such as air pollution, the presence of a car,
or when an industrial machine is about to break down. Smart objects affect the physical world using
different forms of actuators. This may be as simple as switching on a small LED or as complex as
switching on the heat in a particular part of a building.

Smart objects communicate. Even though a single smart object can be very useful, by turning
on the light in a doorway when the door opens, for example, the real power of smart objects comes
from their ability to communicate. The smart object that would previously switch on the door light is
now able to communicate that the door was opened to every other nearby smart object. These smart
objects may turn on other lights in the house, turn up the heat, and so forth. Likewise, smart objects
in an industrial plant that sense the vibration of machinery may communicate their vibration reading
both to each other and to the plant’s operator. Communication is essential to the behavior of smart
objects, thus we frequently use the term smart object networks throughout this book.

In Part III of this book, we further explore the question of how smart objects behave through
detailed case studies of deployed smart object networks. These case studies provide important insights
into how smart objects are used now and how they are intended to be used in the near future to sup-
port the myriad of applications impacting our day-to-day lives, but they do not allow us to look into
the future. We have to use the available tools — knowledge of history, understanding and experience,
and sound engineering practices — to build this technology for the future.

1.1 WHERE DO SMART OBJECTS COME FROM?

Smart objects come from a number of different technology areas and scientific disciplines with each
area making its own imprint on the technology.

To understand the origins of smart objects, we must look at the conceptual developments as well
as the technological progress that makes smart objects possible. The concepts and the technology
have coexisted for a long time and the developments in their respective areas are intertwined, but they
have largely progressed and matured independently of each other.

Computing and telephony are two disparate strands of development that have led to the develop-
ment of smart objects. Both computing and telephony play a large part in the formulation of smart
objects, but the two technologies have different cultural and technical histories.

The roots of computing can be traced back to the academic environments that spun out of the
aftermath of World War II. Computer scientists such as John von Neumann, who were employed by
the US military during WW 1II, continued their work in the US academic system, often funded by the
US military. It was this environment that developed the first computers, the first operating systems,
and subsequently the Internet. This culture was often characterized by witty engineering, the devel-
opment of evolvable systems, and the desire to make the most out of available tools. Frequently, the
systems developed in this environment were never intended to have a world-wide distribution, but
because they were built to evolve and built on solid engineering principles, they often succeeded in
reaching monumental importance. Examples of this include the UNIX family of operating systems
whose heirs support most of the Internet today, and indeed, the global Internet itself.
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The roots of telephony are older than those of computing, and have taken a slightly different path.
The first patent on telephony was filed by Alexander Graham Bell in 1876 (even though others had
built telephones prior to Bell). In its humble beginnings, telephony was available only to a lucky few.
Installation of a telephone in one’s house required a significant investment in infrastructure. Not only
were wires needed within the house, but they also had to be drawn all the way from a central switch-
board to the house. Furthermore, to connect these wires together across larger distances, the switch-
boards had to be connected using wires drawn across long distances and each switchboard could even
be operated by a different company. All in all, large investments were needed up front, before the
system would be able to work, and once the system was installed, it was of utmost importance that it
worked. This led to a culture where systems were rigorously specified before they were ever imple-
mented. Without rigorous specification, it would be extremely difficult, if not impossible, to connect
disparate operators and their various equipment. To make things even more difficult, the telephony
companies have always been monitored by legislators and governments, requiring even more rigor-
ous attention to detail.

Smart objects represent the middle ground between computing and telephony, borrowing from
both. From its computing heritage, smart objects have assumed the culture of engineering evolvable
systems. This is important because at this point, it is impossible to fully specify the expected behav-
ior of future smart object systems, even if we have a good idea of where smart objects are heading
today. From its telephony heritage, smart objects have applied the principles from connecting dispa-
rate systems that may be managed by different companies and organizations. Smart objects are not
manufactured by a single organization, but by multitudes of different people and parties. Smart object
technology must be both evolvable and standardized.

In the remainder of this chapter, we discuss areas leading up to today’s smart objects as shown
in Figure 1.1: embedded systems, ubiquitous and pervasive computing, mobile telephony, telem-
etry, wireless sensor networks, mobile computing, and computer networking. Some of these areas
come from the computing heritage and some from the telephony heritage. Some have sprung out of
academic research communities, some from an industrial background. What they have in common,

Wireless sensor
networks
Embedded
systems

Mobile Ubiquitous
telephony computing
Computer Mobile
networking computing
FIGURE 1.1

Smart objects are the intersection of embedded systems, ubiquitous computing, mobile telephony, telemetry,
wireless sensor networks, mobile computing, and computer networking.

Smart Objects and the
Internet of Things
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however, is that they either deal with computationally assisted connectivity among physical items,
wireless communication, or with interaction between the virtual and the physical world.

1.1.1 Embedded Systems

An embedded system is a computer embedded in something other than a computer. Under this defini-
tion, any system that has a microprocessor is an embedded system with the exception of PCs, laptops,
and other equipment readily identified as a computer. Thus this definition of an embedded system
would include smart objects. Figure 1.2 illustrates different types of embedded systems.
Traditionally, at least until the late 1990s, embedded systems were thought to be synonymous
with real-time control systems. Real-time control systems are computer-based systems used to con-
trol physical processes such as the pressure of a nozzle, the rudder of a ship, or the temperature of a
radiator. In these control systems, an embedded computer typically is used to control the signals to
an actuator that controls the phenomenon to be controlled. For a control system to work, it is impera-
tive that the embedded computer produces signals to control the actuator with precise timing. Precise
timing is required because the controller interacts with the physical world. A ship’s rudder without
precise timing would not be able to reliably steer a ship. This type of precise timing requirement is
embodied in the concept of real-time. A real-time system is a system that always responds to external
input, or a timer, in a pre-specified amount of time. The software for these devices needs to be strict

FIGURE 1.2

Embedded systems are microprocessor-equipped systems and devices that interact with the physical world.
Examples include traffic lights, a ship’s rudder controllers, and washing machine controllers.
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about its timing, and operating systems that provide this strict timing are called Real-Time Operating
Systems (RTOS).

Although the traditional definition of an embedded system focuses on its real-time aspects, not all
embedded systems have real-time requirements. With the widespread adoption of microcontrollers in
everyday items such as TV remote controls, wireless car keys, and toys, a new class of embedded sys-
tems has emerged. These systems do not have the same strict real-time requirements as the traditional
embedded control systems, but are built using the same type of hardware. Many of these systems use
RTOS similar to the real-time systems because this is the kind of software technology widely avail-
able for the class of hardware used.

Embedded and real-time systems share many properties with smart objects. The hardware used in
embedded systems is typically similar to or the same as that used for smart objects. Embedded sys-
tems typically have similar constraints in terms of computational power and memory. Often the same
types of microcontrollers used in embedded systems are used in smart objects. Thus much of the soft-
ware used for embedded systems can be used for smart objects and vice versa.

The primary difference between a traditional embedded system and a smart object is that communi-
cation is typically not considered a central function for embedded systems, whereas communication is a
defining characteristic for smart objects. Although there are many examples of communicating embed-
ded systems, such as car engines with embedded microprocessors that can communicate their status
information to a computer connected to the engine at service time, these systems are not defined by
their ability to communicate. A car engine that cannot communicate can still operate as a car engine. In
contrast, a smart object such as a wireless temperature sensor deprived of its communication abilities
would no longer be able to fulfill its purpose.

1.1.2 Ubiquitous and Pervasive Computing

Ubiquitous computing, also called pervasive computing, is a field of study based on the concept of
what happens when computers move away from the desktop and become immersed in the surround-
ing environment as illustrated in Figure 1.3. Ubiquitous computing, as a research discipline, origi-
nated in the mid-1980s. The term was coined by Mark Weiser, a professor at MIT, in 1988. Weiser
published two short notes titled “Ubiquitous computing #1”* and “Ubiquitous computing #2.” In these
texts, he laid out a future where computing, as we know it, was no longer done by desktop computers.
Instead, he believed computing would move into our daily environment, living in “the woodwork of
everywhere” as exemplified in Figure 1.3.

Mark Weiser criticized the trend of making computers exciting objects in their own right. He took
a different perspective: instead of making computers the central object, they would become invisible.
Weiser further argued that as technology became successful, it became invisible.

One example of how successful technology becomes invisible is the motor. At the start of the
twentieth century, the US-based Sears mail-order catalog sold a “home motor.” The home motor,
which was fairly substantial, was designed to be placed at a central location in people’s homes. The
purpose of the home motor was to run various types of external equipment. Together with the motor,
customers could purchase connectors that would let the motor run sewing machines, meat grinders,
and hair dryers.

Today, motors have become the type of successful technology that has become invisible. Motors
are found in various types of equipment and machines such as toothbrushes, hair dryers, car windows,
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FIGURE 1.3
Ubiquitous computing is a vision for the future of computers where computing moves into everyday objects.

and automatic locks. Yet very few of us ever consider that a motor drives these everyday items. Of
course, if we stop and think about it, we can imagine that there are small motors inside these systems,
but we never see the motor as a defining feature. Motors have become invisible.

Ubiquitous computing has become an established academic research field with several major
annual conferences and a number of scientific journals. Hundreds of doctoral theses have been writ-
ten about this topic over the last two decades.

As an academic discipline, ubiquitous computing places a strong focus on building real systems
that embody its ideas. There is a long string of important prototype systems that come from the ubiq-
uitous computing community. These prototypes have been instrumental in pursuing the field of ubiqg-
uitous computing as well as demonstrating the feasibility of an ever-connected world.

One early example of a ubiquitous prototype system is the Active Badges system developed at
the AT&T laboratory in Cambridge, UK, in the late 1980s and early 1990s [253]. The Active Badges
system was composed of badges worn by people in an office and a set of readers dispersed throughout
the office environment. The badges uniquely identified each wearer and the readers enabled the sys-
tem to keep track of the location of all badge wearers. This location would be recorded and displayed
on an application running on the participant’s desktop PC. With the system each participant knew
where everyone was and where to contact them.

The ubiquitous community has moved toward interacting with ubiquitous systems immersed in an
ambient environment. In 1996 the ambientROOM project at MIT was developed [133] as an example
of enriching an environment with ubiquitous computing. The ambientROOM was fully equipped with
interaction devices. The walls were used to display an abstract pattern of light that changed based on
outside input. Ambient sound was played that indicated activity on the local network.
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Wearable computing is a field that has grown out of the ubiquitous computing community. With
wearable computing, the computing infrastructure moves onto the body of its users [165] or into their
clothing [89]. Wearable computers make ubiquitous computing truly person-centric.

Smart objects owe much of their history to ubiquitous computing. Many of the early developments
and vision in ubiquitous computing directly apply to smart objects. Whereas ubiquitous computing is
interested in the interaction between ubiquitous computing systems and humans, the area of smart
objects takes a more technical approach. Much of the technology developed for smart objects has a
direct applicability to ubiquitous computing. Similarly, much of the designs that have been developed
within the ubiquitous computing community can be applied to smart objects as well.

1.1.3 Mobile Telephony

Mobile telephony grew out of the telephony industry with the promise of ubiquitous access to tele-
phony. Today, mobile telephony not only provides telephony everywhere, but also Internet access.
Even though the first steps toward mobile telephony were taken in the mid-twentieth century, it was
not until the 1980s that the first commercial mobile telephony operators started gaining momentum.
In the late 1990s, nearly 20% of the population in the developed world had a mobile telephone. In
2008, there were more than 4 billion mobile telephony subscribers.

Mobile telephony is often called cellular telephony, and mobile phones are called cell phones,
because of the structure of the wireless networks in which mobile phones operate. The network is
divided into cells where each phone is connected to exactly one cell at any given time. A cell covers
a physical area whose size is determined by the network operator. Since each cell typically handles a
limited number of simultaneous phone calls, network operators plan their networks so that cells are
smaller and more numerous in areas where operators expect more people to make phone calls. Each
cell is operated by a cell tower on which a wireless transceiver base station is mounted. The base
station maintains a wireless connection to all active phones in its cell. When the user and the phone
move to another cell, the base stations perform an exchange called a handover.

Mobile telephony has given rise to long-range wireless networking technology such as Global
System for Mobile communications (GSM), General Packet Radio Service (GPRS), Enhanced Data
Rates for GSM Evolution (EDGE), and Universal Mobile Telecommunications System (UMTS) as
well as short-range wireless communication technology such as Bluetooth (IEEE 802.15.1). Long-
range communication is used to transmit voice and Internet data from the mobile phone to the nearest
base station. Short-range wireless communication is used for communication between the phone and
wireless accessories such as wireless headsets.

Mobile telephony has revolutionized the way we think of personal connectivity. Telephony used to
be restricted to a few physical locations: we had a phone at the desk in our office and a few phones at
strategic locations in our homes, such as the kitchen or next to the TV. As telephony became mobile, we
stopped thinking about telephony as location-bound, but as a ubiquitous always-on service, available
everywhere.

Mobile telephony not only revolutionized person-to-person access, but changed the way we view
network access. In the late 1990s, the Internet was confined to PCs. Establishing an Internet connec-
tion required an expressed action: switch on the modem, open the modem dialing program on the PC,
and click the “Connect” button. After half a minute of noise from the modem, the Internet connection
was established. The interaction was anything but seamless.
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With modern smartphones, Internet access is no longer confined to PCs; it is truly ubiquitous.
With a few quick button presses, e-mail, instant messaging, and the World Wide Web are immedi-
ately available. Instant Internet access is equally available in foreign countries, even if it sometimes
costs a small fortune.

The way mobile telephony changed the general view on connectivity is an important factor for the
continued development of smart objects. As we are now accustomed to think of connectivity as ubiq-
uitous, we are equally accustomed to think of access to smart objects as ubiquitous. This view was
not as widespread in the early 2000s.

1.1.4 Telemetry and Machine-to-machine Communication

The word telemetry is a portmanteau of the Greek words tele (remote) and metron (to measure).
Telemetry is, as the name implies, about performing remote measurements. Machine-to-machine
communication is a generalization of telemetry that implies autonomic communication between non-
human operated machines and is central to the concept of telemetry. Telemetry is used to transmit
information about current temperature, humidity, and wind from distant weather stations (Figure 1.4).
Telemetry is used to transmit fuel consumption data from trucks so that the owner can optimize the
truck’s routes to save on fuel costs, and as a consequence reduce pollution.

The concept of machine-to-machine communication and telemetry is also used in shorter dis-
tances. Today’s pacemakers (devices that are implanted in the hearts of people who have had a heart
attack) frequently include a device called a “telemetry coil.” This allows a doctor to monitor the pace-
maker’s activity without surgery. Instead, the doctor uses a device that creates a low-power elec-
tromagnetic field near the patient. The telemetry coil reacts to the electrical field by modulating it
creating a low-power communication mechanism with which information can be transferred from the
patient’s heart to the doctor.

FIGURE 1.4

Telemetry allows reading measurements from remote systems such as weather stations. Data are typically
transported using mobile telephony systems.
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Telemetry and machine-to-machine communication are similar to smart objects because they are
both used to perform large-scale measurements. With telemetry, these measurements can be performed
from a remote site without direct physical access. Remote access using telemetry is most often per-
formed with existing mobile telephony networks such as GSM or 3G (UMTS), or via dedicated net-
works such as the Inmarsat satellite network. Smart objects are not only used for measurements and
sensing, but also affect their environment by using actuators. Nevertheless, much of the remote access
technology developed for telemetry systems can be used with and applied to smart object systems.

1.1.5 Wireless Sensor and Ubiquitous Sensor Networks

Wireless sensor networks have evolved from the idea that small wireless sensors can be used to col-
lect information from the physical environment in a large number of situations ranging from wild fire
tracking and animal observation to agriculture management and industrial monitoring. Each sensor
wirelessly transmits information toward a base station. Sensors help each other to relay the informa-
tion to the base station, as illustrated in Figure 1.5. The research field of wireless sensor networks has
been very active since the early 2000s with several annual conferences, many journals, and a large
number of annual workshops. Wireless sensor networks are sometimes called ubiquitous sensor net-
works to highlight the ubiquity of the sensors.

Early work in wireless sensor networks envisioned sensor networks to be composed of so-called
smart dust [142]. Smart dust would be composed of large numbers of tiny electronic systems with
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Wireless sensor networks provide large-scale measurements of physical properties using large amounts of
sensors that transport their data wirelessly to a base station.
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sensing, computation, and communication abilities. It would be spread over an area where a phe-
nomenon, such as humidity or temperature, was to be measured. Because the dust specks would
be so small, they could be dispersed using mechanisms such as air flow. The applications of smart
dust would initially be used by the military to track the location of enemies, to signal an alarm when
intruders were found, or to detect the presence of a vehicle.

The concept of smart dust was, however, too restrictive for most uses. The limited physical size
of the dust specks severely limited possible communication mechanisms and the computational capa-
bility of the nodes. Instead, many research groups started building hardware prototypes with a larger
physical size that were easier to use for experimentation [200].

The research community around wireless sensor networks has developed many important mech-
anisms, algorithms, and abstractions. Wireless sensor networks are intended to have a long life-
time. Since wireless sensors typically use batteries, having a long lifetime translates into reducing
the power consumption of the individual nodes. Thus, several power-saving mechanisms have been
designed, deployed, studied, and evaluated both in simulators and in actual deployments. Many of
these have a direct applicability to smart objects.

Wireless sensor networks have further spurred work in standardization for industrial auto-
mation and monitoring. Many of the recent standards in wireless industrial networking, such as
WirelessHART and ISA100a, have their roots in the wireless sensor networking community.

The concept of wireless sensor networks is similar to that of smart objects, and much of the develop-
ment in smart objects has occurred in the community around wireless sensor networks. Wireless sensor
networks are composed of small nodes, equipped with a wireless communication device, that autono-
mously configure themselves into networks through which sensor readings can be transported. Smart
object networks are less focused on pure data gathering, but are intended for a large number of other
tasks including actuation and control. Furthermore, wireless sensor networks are primarily intended to
be operated over a wireless radio communications device. In contrast, the concept of smart objects is not
tied to any particular communication mechanism, but can run over wired as well as wireless networks.

1.1.6 Mobile Computing

Mobile computing is the field of wireless communication and carry-around computers, such as laptop
computers. In some ways the mobile computing field spun out of work initialized within the ubiqui-
tous computing area. Likewise, the early focus on wireless networking led to wireless communication
mechanism research. Work on these mechanisms began in the mid-1980s and led up to the standards
around wireless local area networks (WiFi) that started forming in the late 1990s.

The field of mobile computing has benefited greatly from the technical advances in computing
technology such as low-power PC processors, small-size digital memory technology, and inexpensive
display systems. The combination of those technologies has created the field of laptop computing,
which has led to the creation of the new class of inexpensive laptops called netbooks. Netbooks are
designed with wireless communication in mind.

Mobile computing has further permeated wireless network access. Today, so-called WiFi hot
spots at public places such as coffee houses, libraries, and airports are common. Users may connect to
the Internet through this wireless network either gratis or for a fee.

In academia, the field of mobile computing also carried over into the research field of Mobile
Ad hoc NETworks (MANETSs). MANET research focuses on networking mechanisms for wireless
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computers where no network infrastructure exists. In such situations, routing protocols and other net-
work mechanisms must quickly establish an ad hoc network. The network formation is made in a
distributed manner where each node that participates in the network must take part in the network’s
mechanisms such as routing and access control. The MANET community has developed several
important routing protocols for these networks such as the standardized AODV and DSR protocols.

Just as with mobile telephony, the use of mobile computing has permeated the understanding that
network access is ubiquitous. As WiFi access has become widespread, we now take connectivity for
granted anywhere, instantly.

1.1.7 Computer Networking

Computer networking is about connecting computers to allow them to communicate with each other.
Computers are connected using networks as shown in Figure 1.6. These networks were initially
wired, but with the advent of mobile computing, wireless networks are available.

The field of computer networking is significantly older than that of mobile computing. Computer
networking began in the early 1960s when the breakthrough concepts of packet-switched network-
ing were first described by Leonard Kleinrock at UCLA [151]. Earlier telephony networks were
circuit-switched, and each connection (phone call) created a circuit through the network where all
data were transported. With packet-switched networking, no circuits were constructed through the
network. Instead, each message was transported as a packet through the network where each node
would switch the packet depending on its destination address.

After Kleinrock’s breakthrough, ARPANET was created as the first large-scale computer net-
work built on the concepts of a packet-switched network. During the late 1970s and early 1980s,

FIGURE 1.6

Computer networking allows computers and systems to communicate with each other. It forms the basis of
today’s Internet.
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ARPANET was gradually replaced with the early versions of the Internet. ARPANET started to use
the IP protocol suite in 1983 before becoming the Internet.

The ARPANET and the Internet were built on a powerful concept called the end-to-end principle
of system design, named by an influential paper by Jerome H. Saltzer, David P. Reed, and David D.
Clark [218]. The end-to-end principle states that functionality in a system should be placed as long
as possible toward the end points. For the Internet, this meant that the end systems, the computers
that connected to the Internet, should perform most of the work in the communication over the net-
work with the network acting relatively dumb. Thus the network would only provide a mechanism for
sending packets to and from the end points. This principle has arguably been one of the most impor-
tant aspects of the design of the Internet system, because it allowed the system to gracefully support
an ever-growing flora of applications from simple e-mail and file transport of the 1980s through the
Web revolution of the 1990s transmission to high-speed, real-time video, and audio transmissions of
the 2000s. The end-to-end principle allowed the network to evolve separately from these applications,
thus making it possible to support an ever-growing number of users and uses, without requiring com-
plex re-engineering of the entire network and its protocols.

The connection between computer networking and smart objects is evident: communication is one
of the defining characteristics of smart objects. In this book, we argue that many of the concepts, pro-
tocols, and mechanisms that have been developed in the computer networking community are suit-
able for smart object networks.

1.2 CHALLENGES FOR SMART OBJECTS

As with any novel technology, there are technical and non-technical challenges in the development
of smart objects. Some of these challenges are novel to the area of smart objects, but many are shared
with existing systems and other developments, such as those outlined in the previous section.

The technical challenges for smart objects include the node-level internals of each smart object,
such as power consumption and physical size, as well as the network-level mechanisms and structures
formed by the smart objects. To make matters more complex, the two aspects often affect each other.
For example, the power consumption of a smart object is affected by the communication patterns
of the network in which the smart object participates. Likewise, the design of the network protocols
for smart objects must take power consumption into account, when, for example, deciding when and
where to send data.

There are also a number of non-technical challenges that need to be tackled before the widespread
adoption of smart objects occurs. These non-technical challenges may even prove to be more challeng-
ing than the technical ones. Whereas the technical challenges revolve around how to design protocols
and mechanisms for smart objects, the non-technical challenges are about spreading both the technol-
ogy and the awareness the technology. Without general awareness of the technology, even the most
beautifully engineered and technically perfect solutions will fail to achieve any large-scale impact.

The Internet Protocol for Smart Objects (IPSO) Alliance was set up for the purpose of spread-
ing the awareness of the technology around smart objects. It was founded around the idea that smart
objects need evolvable technology and that the technology around the IP, as well as the mechanisms
and culture in which the technology is developed, would provide just that technology. We return to
the IPSO Alliance in Chapter 18.
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1.2.1 Node-level Challenges

The node-level challenges of smart objects primarily have to do with power consumption, physi-
cal size, and cost. Power consumption is a critical factor with smart objects because they are often
either battery-powered or use an external low-power energy source such as physical vibrations or
low-power electromagnetic fields. Physical size is important because the size and form factor deter-
mines the potential applications for a given smart object system — smart objects must be small. Cost
is important with smart objects because of large-scale deployments. With deployments of many thou-
sands of smart objects, cost savings of a few dollars quickly add up to significant amounts of money.

The severe power consumption constraints have design implications for the hardware, software,
the network protocols, and even the network architecture. For the hardware designer, it is imperative
to choose low-power hardware components and arrange them to minimize current leakage and to pro-
vide a power-efficient sleep mode. The software designer must be able to use the hardware to make
the most out of the limited resources. The software must switch off unused components and put the
hardware into sleep mode as often as possible. To aid the software developer, smart objects run oper-
ating systems that provide mechanisms for low-power operation.

Power efficiency significantly affects network architectures and protocol designs as well. Because
communication consumes power, it is important to steer the communication patterns so they efficiently
use available resources. To help the network protocols to do this, the hardware and software keep track
of the spent energy and provide this information to the network layer. Additionally, to save power, the
system designer must put the device into sleep mode as much as possible. Sleep modes affect the com-
munication latency of the system, often in ways that are difficult to predict beforehand.

Physical size and cost have profound implications for both the hardware and software designer. For
the hardware designer, the implications are that the hardware must be small, the number of components
must be low, and each component must be small and inexpensive. The implications for the software
designer are less obvious but equally profound. With low cost, low physical size, and low power con-
sumption, the microprocessors on which the software runs become smaller as their computational speed
and memory size are reduced.

The software designer for a smart object system often has only a few thousand bytes of memory to
work with compared to the millions or billions of bytes of memory that software designers for general
purpose computing systems have at their disposal. Thus the software for smart objects must not only
be power-efficient but must be able to run within a severely resource-scarce environment.

The resource constraints that so deeply affect the node level also have implications at the network
level. With the limitations on the amount of memory in each smart object, the network protocols must
be designed so they limit the amount of information each node keeps about the network and about other
nodes in the network. Like the power constraints, the memory constraints have a two-way effect: the net-
work architecture is affected by the node-level effects and the network-level effects affect the node level.

We return to the node-level challenges of smart objects in detail in Part II.

1.2.2 Network-level Challenges

The node-level challenges of smart objects deal with the small scale of available resources, whereas
the network-level challenges deal with the large scale of the smart object networks. As we see in Part
IIT of this book, even if there are numerous examples of small-scale smart object networks, many net-
works can potentially be very large—on the order of thousands of nodes.
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Smart object networks are potentially very large scale both in terms of the number of nodes
involved in a system and in the number of data items generated by each node. As we see in the case
studies in Part III, many of the situations in which smart objects are used call for a large set of indi-
vidual data collection points. Individual networks consisting of thousands of nodes are common.

In each of these smart object networks, each node will generate several millions of data items
over its lifetime. Consider a smart object network that samples the temperature inside a building.
Temperature is generally a slow-moving phenomenon, so the nodes do not need to sample very often.
Still, people in the building may forget to close a window or leave the outer door halfway open,
and the system should be prepared to detect this within a reasonable time frame. Considering these
requirements, the building manager instructs the system to sample the temperature twice every min-
ute. With a sampling rate of two readings per minute, 2880 readings are taken each day, or 737,280
readings per year. Because the system is designed to work for ten years, there will be over seven mil-
lion readings, from each node, during the lifetime of the system. This example is taken from a situa-
tion with a relatively slow sampling rate, but it makes it clear that smart object networks work at large
scales in terms of both network and data size.

The challenges of network and data size are in some ways disparate but in other ways entwined.

The network size impacts the protocol design used for message routing in smart object networks.
Routing is the process by which the network determines what paths messages should take through
the network. Routing can be made either centrally, where a central server computes a route map for
the entire network, or distributed, where each node makes individual decisions on where to send
each message.

The design of the routing protocols is important because it affects both network performance in
terms of the amount of data the network can sustain, the speed of which these data can be success-
fully transported through the network, and, in most cases, the achievable lifetime of the network as
a whole. For most smart object systems, the act of communication requires energy, and nodes that
communicate often drain their energy faster than those that are silent. Thus the routing protocol must
make well-informed choices when planning how messages are transported through the network.

For a node to make a well-informed routing choice, it typically requires information about both
the network as a whole and about the node’s nearest neighbors. This information requires memory,
but as we have already discussed, each node has a limited amount of memory. So the routing protocol
must carefully choose what information to keep about the network and the neighbors and what infor-
mation to disregard.

To make matters worse, smart object networks often run over unreliable communication media.
Such communication media include low-power wireless communication standards as well as Power-
line communication, where the communication takes place over the electrical grid. In these commu-
nication media, it is uncertain if a message sent by one node is received by the node for which it was
intended. The message may be disrupted or may be entirely blocked on its way, perhaps because a
large body of metal just happened to be placed between the wireless sender and the wireless receiver.
Even if the message was not entirely blocked, its bits may have been altered in transit so that the
receiver cannot make any sense of it.

The unreliable nature of smart object networks is often referred to as being “lossy.” Lossyness is
best thought of as an inherent property of smart object networks. Even if smart objects use communi-
cation technologies that are less lossy than others, by preparing for the worst a system can be created
that is stable both for lossy and non-lossy networks.



1.2 Challenges For Smart Objects 17

The lossy nature of smart object networks is an additional challenge for routing protocols.
Protocols must take the lossyness into account when deciding where to route messages and if mes-
sages should be re-sent. Messages should be routed so that the risk of them getting lost is lessened.
But if a message has been routed over a path that happens to become lossy, the message may need to
be re-sent a few times, in case it did not make it through on the first try.

Lossyness is an illusive property, particularly in wireless networks. Lossyness is affected by envi-
ronmental factors such as temperature and humidity of the air as well as the physical surroundings
of the smart object networks. For example, if a microwave oven is switched on, the electromagnetic
field it creates can interfere with wireless transmissions on the 2.4 GHz band. Likewise, a WiFi com-
puter network may interfere with a smart object network so that the smart object network sees more
lossy behavior at daytime, when people are using the WiFi network, than during nighttime. Routing
protocols for smart object networks must be prepared for this illusiveness.

The large-scale nature of smart object networks complicates addressing the nodes. In a large-scale
network, each individual node must be addressable so that messages can be sent to it. The address
must be long enough for each node to have an individual address, even in a large network. And even
if the network is small, it may interact with external smart object networks. In this case, the addresses
of the nodes in the two networks must be unique. As the number of smart object networks that poten-
tially can interact with each other grows, we must be prepared for the scale to grow exponentially.
Thus the addressing scheme chosen for smart object networks must uniquely identify several millions
or even billions of individual nodes.

Given the large scale of smart object networks, network management becomes a daunting chal-
lenge. With smart object networks comprised of potentially thousands of nodes, traditional net-
work management practices are not immediately applicable. Traditional management requires
manual fine-tuning of the network infrastructure by a systems administrator. With smart objects
forming ad hoc, the network must be prepared to manage itself, without any human network opera-
tor in the loop. Furthermore, in traditional computer-based networks, each computer connected to
the network requires manual or semi-manual configuration. The person at the computer may need
to, for example, enter a password to access the network. For smart object networks, it is not fea-
sible for a person to manually enter a password into each smart object every time it needs to access
its network.

The scale of the smart object networks not only pertains to the number of devices and the amount
of data, but also to the amount of different environments and types of systems in which smart objects
are used. For smart objects, no single communication technology suffices for all potential needs. For
example, a smart object network operating in a highly controlled industrial environment has different
requirements and cost structures than a smart object network operating in an office or home environ-
ment. Thus smart object networks must be prepared to run over a set of different underlying commu-
nication technologies, both wireless and wired.

Finally, a smart object network must provide mechanisms for external access to itself. There are
situations where a smart object network is useful in isolation, but more often data produced by the smart
object network need to be extracted so they can be processed or stored elsewhere. Also, the smart object
network may need to be reconfigured or altered during operation. In either case, the smart object net-
work must be able to be accessed externally.

As with the node-level challenges, we return to the network-level challenges later in this book,
both in this part and, in more detail, in Part II.
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1.2.3 Standardization

Standardization is a critical success factor for smart objects. Smart object systems are characterized
not only by large numbers of devices and applications, but by a significant amount of different par-
ties, manufacturers, and companies interested in contributing to the technology. Different technology
manufacturers have different specializations. An equipment manufacturer that specializes in high-
precision humidity sensors may not be interested in IT systems. Yet, these two must work together in
a building automation system where the humidity sensors produce valuable input to the control of the
environment in the building. The environment control system is controlled by an advanced IT system
that receives its input from the humidity sensors.

Without standardization, equipment manufacturers and system integrators would need to build
new systems from the ground up on every installed system. Alternatively, manufacturers and integra-
tors would use a proprietary technology from a single vendor. Such proprietary technology might
provide benefits in the short term, but it effectively creates vendor lock-in where both manufacturers
and integrators have difficulties evolving their systems beyond the proprietary technology provided
by the vendor. Furthermore, since the technology is proprietary, the vendor controls the future of the
technology and manufacturers and integrators cannot control where their systems are going.

With standardized technology, the technology is independent of its vendors, producers, and users.
Any vendor may choose to provide systems based on the technology, and equipment manufacturers
and system integrators may choose to base their systems on technology from any vendor.

Standardized technology has a major advantage in terms of acceptance. When the technology is
standardized, vendors, manufacturers, and system integrators can easily adopt the technology without
risks of vendor lock-in. This level of acceptance is critical to the success of smart objects as a tech-
nology because of the large number of different devices, the large number of applications, and the
multitude of existing and potential vendors.

Before continuing we must note that when we discuss standards, we are explicitly referring to
the open standards produced through established practices of international standardization organiza-
tions. Even though it is possible to define a specification that has properties similar to a standard, such
specifications typically have not been thoroughly vetted. Open standards reviewed by established
organizations are also assessed in terms of intellectual property claims. Existing standardization orga-
nizations have policies stating that any intellectual property claims, such as patents, for technology
that is standardized through them have to be openly published and sometimes freely licensed to any-
one who wishes to adopt the standard. This is intended to provide a form of protection against so-
called submarine patents, where a patent holder keeps a patent a secret, only to later come forth, as
the technology has been widely adopted, to lay claim to the technology.

Standardization of smart object technology is a challenge not only in terms of technology but
also in terms of organizations. Smart objects comprise many different levels of technology from low-
power communication technologies, through networking and routing, and to application-level access
and IT system integration. Each of these levels has their own technical challenges, but more impor-
tant, standardization in each level is managed by different bodies.

For smart objects, as with any emerging technology, several standards and non-standard specifi-
cations have been produced. These range from specific specifications for particular low-power radio
protocols to full protocol families. Although these specifications provide a technically viable solution
to specific applications, their status as non-standard or proprietary is problematic for many vendors
and manufacturers.
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1.2.4 Interoperability

Interoperability is the ability of equipment and systems from different vendors to operate together.
Interoperability is a must as smart objects emerge as a large-scale technology. Interoperability is
essential both between smart objects from different manufacturers and between smart objects and
existing infrastructures.

For smart objects, interoperability is as multifaceted as standardization. Smart objects must inter-
operate from the physical layer up to the application or integration layer. Physical layer interoper-
ability occurs when equipment from different vendors physically communicates with each other. At
the physical level, smart objects must agree on matters such as the physical frequencies at which
communication takes place, what type of modulation the physical signals should carry, and the
rate at which information is transferred. At the network level, nodes must agree on the format of
the information that is sent and received over the physical channel and how nodes are addressed,
as well as how messages should be transported through a network of smart objects. At the applica-
tion or integration level, smart objects must share a common view on how data should be entered
or extracted from a smart object network, as well as how the smart objects should be reached from
outside systems.

The challenges of interoperability are in the technical definition of smart objects as well as the
standardization and implementation and testing processes. To achieve interoperability, it is imperative
that the technical architecture of smart objects is defined to ease interoperability. If the architecture
either disallows interoperability or makes interoperability cumbersome, it is very difficult to achieve
interoperability later. Likewise, the standardization process must make interoperability a primary con-
cern. To do this, smart object standards cannot be tied to any particular hardware or communication
technology. After standardization is complete, a testing or certification procedure helps to achieve and
ensure interoperability between different devices and vendors.

As with standardization, interoperability poses several challenges for smart objects. First, the tech-
nical architecture for smart objects is still an open issue. In this book, we choose one such architec-
ture for smart objects: the IP architecture. Second, although some of the standards for smart objects
are still under development, those standards that already exist can be reused. We return to this ongo-
ing standardization process in Part II. Third, interoperability test suites and conformance tests are still
an open issue. Ideally, such interoperability test suites should test many levels of interoperability such
as physical, networking, and application levels. There is an ongoing effort to develop such test suites
for smart objects by the IPSO Alliance. The IPSO Alliance is further discussed in Chapter 18.

1.3 CONCLUSIONS

Smart objects can be defined in several dimensions: through the technology on which each smart
object is based, on their operation, or though their intended use. Each smart object consists of a
microprocessor, a communication device, a sensor or actuator, and a power source. The microproces-
sor provides the smart object with the necessary computational power to make it smart. The com-
munication device allows the smart object to communicate with other smart objects as well as other
systems. The sensors or actuators connect the smart object with the physical world, allowing it to
measure or affect the physical phenomena. A power source is needed to run the electronics in the
smart object. These include batteries or renewable energy such as solar cells or piezoelectric devices
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that produce energy from vibrations or movement. In either case, the power source is severely limited
in terms of the amount of energy it can produce.

Smart objects are defined by their communication, their interaction with the physical world, their
relatively small physical size, and their low cost. They communicate with other smart object as well
as the surrounding systems through their communication device. Interaction with the physical world,
such as sensing or actuation, is made through the sensors or actuators built into the smart objects.
Physical size is important because smart objects are typically integrated in other items or deployed in
places where a large physical size would be obtrusive. Low cost is important because smart objects
are manufactured and deployed in large numbers. A cost reduction of a few dollars translates into a
large saving of the system as a whole.

Smart objects have emerged from many different directions, yet they have roots both in the com-
puting and telecommunications industries. The history of smart objects can be traced to ubiquitous
and pervasive computing, mobile telephony and telemetry, mobile computing and computer network-
ing, and embedded systems and wireless sensor networks.

Although smart objects, as a technology, are quickly emerging, it is not without challenges. These
challenges are at both the node and the network levels. At the node level, the restrictions in terms of
physical size, cost, and power consumption are challenges that have to be considered when under-
standing and designing smart object systems. At the network level, the scale of nodes in smart object
networks and the power consumption and memory constraints of the nodes must be examined.

The challenges in the base smart object technology are reflected in the challenges of standardiza-
tion and interoperability. Standardization is essential to the success of future smart object systems,
as the technology will be produced by many different parties. Likewise, interoperability is essential
between smart object devices and between smart objects and the surrounding IT ecosystem.

It is important that mechanisms and standards for smart objects evolve, as we have only seen a
few glimpses of what this technology is able to do.

We believe the future for smart objects in terms of technology, standardization, and interoperabil-
ity is the Internet Protocol, IP. When we first introduced the idea of using IP for smart objects several
years ago [64,67], we were met by a healthy skepticism. Today, after a significant amount of work
by many different groups of people [1,66,68,73,125,161,176,180,207,221,257,260], these ideas have
become widespread in the industry as well as in the research community. The aim of this book is to
present the architecture, the technology, and the applications of IP for smart objects.

In Chapters 2 and 3, we present arguments for why IP is the right choice for smart objects, fol-
lowed by a discussion of the details of the protocols in the IP protocol suite, and how they map onto
smart objects. In Part II, we review in detail both the smart object technology and how IP runs on top
of this technology, showing the benefits of the IP architecture for smart objects. In Part III, we discuss
case studies that show how IP has successfully been used in smart objects in the past and how IP is
being used in the smart object systems of the future.
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|P Protocol Architecture

2.1 INTRODUCTION

If there was an award for technical design excellence, it should certainly be given to Vint Cerf and
Robert Kahn, the original designers of TCP/IP. The TCP/IP architecture, designed about 30 years
ago, is now used on billions of devices around the world ranging from portable devices and laptop
to super computers. The IP protocol suite has been enhanced to support multicast, Quality of Service
(QoS), traffic engineering, and real-time services with the architecture fully preserved. This chapter
discusses the original design goals and why this architecture must be preserved.

2.2 FROM NCP TO TCP/IP

Who has not heard of the ARPANET that gave birth to the Internet Protocol? ARPANET was a project
funded by the Advanced Research Project Agency (ARPA). One of the first protocols developed was the
1822 protocol, which was quickly replaced by the Network Control Protocol (NCP). This protocol was
developed in 1970 with the objective of interconnecting computers with Interface Message Processor
(IMP) between various sites over a backbone network provided by BBN. During this time IMPs were
interconnecting leased lines of a few K/bits per second (Kbps). Today, these IMPs are routers called
smart objects and are deployed using a variety of link types on a much larger scale.

By the end of 1971, 15 sites were interconnected using the NCP protocol, forming the first nucleus
of the Internet. Robert Kahn and Vint Cerf later designed TCP to replace NCP (at that time TCP/IP
was called TCP since both protocols were not yet decoupled). ARPANET was the first operational
network using the concept of packet switching, which was at that time a revolutionary approach for
inter-host communication.

The next generation of protocol, IPv4 (Version 4 of TCP), was designed in 1981 and the Internet
migrated to it. That protocol was only running on a few systems at that time. It is now running on
hundreds of millions of hosts. This is the result of technical excellence.

The National Science Foundation (NSF) played a major role in the development of the Internet
and the National Science Foundation Network (NSFNET), which was operational in 1986 using the
TCP/IP protocol suite compatible with the ARPANET protocol. NSFNET started with the intercon-
nection of regional and academic networks, the starting point of today’s worldwide Internet. Note that
major protocols such as BGP [212] were designed during that period. The development of the Internet
research was transferred in the late 1980s from DARPA to NSFNET. The NSENET network was then
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expanded to interconnect all of the regional academic networks in the United States. It is only during
the mid-1990s that the NSFNET regional networks further extended to commercial networks, which
have driven the exponential growth of the Internet until now.

Then followed the emergence of the new revision of IP (IPv6). IPv6 has not changed the TCP/IP
architecture originally specified for IPv4, it is just a revision of IP that brings a series of new features
and enhancements in addition to a significantly larger address space.

2.3 FUNDAMENTAL TCP/IP ARCHITECTURAL DESIGN PRINCIPLES
These were the original TCP/IP goals:

* Internet communication must continue despite loss of networks or gateways (“in presence of link
or node failures” in today’s terms).
* The Internet must support multiple types of communication services.
* Internet architecture must:
* Accommodate a variety of networks (“networks” means link and physical layers)
*  Permit distributed management of its resources
* Be cost-effective
*  Permit host attachment with little effort
» Resources used in the Internet architecture must be accountable.

The original objective of the TCP/IP protocol was to design a single protocol, but it quickly became
evident that such an objective was unrealistic. Indeed, the second goal of the Internet architecture was to
support a variety of services, characterized by different requirements such as delay, bandwidth, and jit-
ter, just to name a few. Some services such as file transfers were very tolerant of delays but required high
bandwidth in contrast to packetized voice traffic requiring short delays and jitter but low bandwidth.

It was evident very early that TCP could not easily accommodate such a wide scope of require-
ments. In particular, real-time applications such as digitized voice would typically not require high
reliability but would be very intolerant of network delays and jitter. The most predominant compo-
nent of network jitter was the set of mechanisms used to provide high reliability due to the retrans-
mission of lost packets. It is preferable to drop a packet than to use a reliable transport protocol that
would increase reliability using retransmission of lost packets.

This gave birth to the fundamental concept of “layering.” The IP layer provides a best-effort service
on top of which the transport layer would be chosen according to the applications requirements. So it
was decided to decouple IP and TCP and design a new transport protocol (UDP) with IP supporting both
UDP and TCP. It was not easy to support this architecture independently due to the nature of the media
used. For example, by running UDP/IP over X25, service would still be reliable (thus potentially involv-
ing network delays due to retransmission because X25 was not designed to support a variety of services).
This observation is still valid for existing link layer protocols, and is even more problematic when redun-
dant services are offered at multiple layers (see multilayer routing architecture discussed in Chapter 5).

Another important goal was the ability to operate over a wide variety of links and physical layers
(ARPANET, X25, satellite links, packet radio networks, serial links, etc.). This was achieved by mak-
ing a very minimal assumption about lower layers and the function they provide.
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Here is a very interesting note from Dave Clark in 1988:

Since Internet does not insist that lost packets be recovered at the network level, it may be nec-
essary to retransmit a lost packet from one end of the Internet to the other. This means that the
retransmitted packet may cross several intervening nets a second time, whereas recovery at the
network level would not generate this repeat traffic. This is an example of the trade-off resulting
from the decision, discussed above, of providing services from the end-points. The network inter-
face code is much simpler, but the overall efficiency is potentially less.

For further discussion see [39].

Thus the objectives of the Internet were to build a highly flexible, reliable network capable of sup-
porting a variety of services while using a variety of links and physical layers.

Such flexibility was provided by the adoption of a layered architecture. The TCP/IP architecture
exceeded these expectations: the current Internet and private IP networks use a plethora of physical
and link layers (e.g., SONET/SDH, Optical, ATM, Ethernet, Wireless links such as IEEE 802.11,
Powerline communication, Frame Relay, etc.). The number of applications requiring a wide set of
services using either TCP or UDP is quite impressive including e-mail or file transfers to real-time
applications such as voice, video, and other industrial time-critical applications.

The reliability of IP networks has reached an extremely impressive level due to a number of pro-
tection/restoration techniques such as IP Fast Reroute, MPLS Traffic Engineering Fast Reroute, Fast
Convergence of BGP, In-service software upgrade, and so on. Today’s IP networks provide a level of
reliability equivalent to highly redundant networks such as SONET/SDH with restoration times in the
order of a few dozen milliseconds and no packet loss in various failure cases.

Furthermore, the range of supported devices supporting the TCP/IP protocol suite is also
extremely impressive from an 8-bit microcontroller to powerful servers hosted in data centers.

Last but not least, TCP/IP has proven to be extremely scalable. The growth of the Internet regard-
ing traffic and number of interconnected devices has been remarkably growing from 9 computers
in the original ARPANET in 1970 (note that the ARPANET migrated to TCP/IP in 1983) to several
billion computers today (see Figure 2.1).

Note that some of the lower ranked objectives were harder to reach. For example, resource man-
agement and accounting were initially difficult goals due to one of the most brilliant inventions —
the store-and-forward paradigm (in contrast to telephone circuit switching). But new mechanisms
such as Simple Network Management Protocol (SNMP; [107]) and Netflow [38] dramatically help
accounting. Network resources management was handled by the IP-based signaling mechanism sup-
porting call admission control (CAC) using RSVP [21] for IP and RSVP-TE [14]. RSVP was mostly
deployed at the edge of the network for CAC due to the limited scalability of the protocol considering
the millions of flows handled by core routers in the Internet. RSVP was also widely used to signal
MPLS Traffic Engineering Label Switch Paths (TE LSPs) carrying large chunks of traffic between
pairs of routers.

One of the drawbacks of such a flexible architecture is that it requires network engineering to
understand the set of supported services since an IP network can be deployed in many ways with dif-
ferent sets of services; a variety of protocols may be used at different layers. Thus the network design
requires a good understanding of each layer’s respective capabilities to make the appropriate protocol
choice.
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Level of penetration of the Internet regarding user number.

As previously discussed, the concept of layers is one of the core design foundations that leads to

an extremely flexible architecture. The concept of layering was then extended to the current four lay-
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of the TCP/IP protocol and the seven-layer OSI ([OSI]) model as shown in Figure 2.2.
[19] is one of the Internet Engineering Task Force (IETF) specifications that introduced the notion
ayers in TCP/IP protocol architecture based on a four-layer model:

Link layer: Usually refers to the physical and data link layers (the use of the PHY/MAC acronym
is fairly common). At a high level the link layer is responsible for forwarding the IP packet on a
link between two devices. This involves several functions such as media access control (MAC),
error detection and (sometimes) retransmission, and flow control. Link layer protocol information
is added in the form of a frame that carries the IP packet. Some links provide a very limited set
of functions whereas others implement fairly sophisticated services that often include a link layer
“routing” function (see Chapter 5 for more details). Note that the link layer may offer point-
to-point or point-to-multipoint service.

Internet layer (IP): Responsible for providing an unreliable service for sending a packet between
a source and a destination across the network, where host and routers are uniquely identified by
their IP (IPv4 or IPv6) address, using a hierarchical addressing scheme. The IPv6 addressing
architecture is discussed in detail in Chapter 15. Routing is one of the main tasks accomplished by
the IP layers and is extensively discussed in Chapter 5 and in Chapter 17 in the context of smart
object networks. Protocols such as ICMP, see [203] and [42]) and IGMP [29] for multicast traffic
are both considered part of the IP layer.

Transport layer: Responsible for end-to-end communication between two devices where states
are maintained (as opposed to within the network). A transport protocol such as TCP (detailed in
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Chapter 6) provides a reliable transport mechanism with error detection and retransmission, flow
control using dynamic windowing techniques, security mechanisms, and so forth. In contrast the
UDP [202] transport protocol is stateless and mostly used for application addressing and optional
error detection (done by an optional checksum in IPv4; note that the UDP checksum is mandatory in
IPv6). Other transport protocols have been developed such as the message stream transport protocol
SCTP (Stream Control Transmission Protocol, see [229]) offering additional capabilities such as the
bundling of multiple user messages in a single SCTP packet, the support of multi-homing, and so
forth. Real-time Transport Protocol (RTP, see [220]) is another transport protocol designed for real-
time applications such as streaming audio traffic and video.

* Application layer: Refers to higher level protocol(s) that supports the applications. The list of
application layer protocols is fairly long, but few well known include File Transfer Protocol (FTP,
see [205]), Trivial File Transfer Protocol (TFTP, see [224]), SNMP (see [108] to [206]), Hypertext
Transport Protocol (HTTP, see [149]), and Telnet.

One of the key reasons for the impressive success of TCP/IP is its open, non-proprietary nature:

Dr. Cerf said part of the reason their protocols took hold quickly and widely was that he and
Dr. Kahn made no intellectual property claims to their invention. They made no money from it,
though it did help their careers. “It was an open standard that we would allow anyone to have
access to without any constraints,” he said.

Dr. Cerf said he was “pretty amazed” by what the Internet had become. He was quick to add,
“I suppose anyone who worked on the railroad, or power generation and distribution, would have
similar feelings about how amazing it is after you create infrastructure.”

Dr. Cerf is also quite realistic about the recognition his contribution deserves. Creating a tool is
one thing, he said, but credit for what people do with it is something no inventor can claim.

2.4 THE DELICATE SUBJECT OF CROSS-LAYER OPTIMIZATION

As discussed in previous sections, strict layer isolation brings a myriad of advantages such as flexibil-
ity because of the lack of interdependency between layers.
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On the other hand, functions performed at a lower layer may be ignored by a higher layer
and vice versa, thus leading to potential redundancy (error recovery or congestion management are
typical examples). Cross-layering (also called horizontal separation) may be more cost-effective and
reliable [28], a risky proposition when considering the trade-off between optimization and lack of
flexibility. Indeed, it is fairly well known that a lack of flexibility usually leads to frequent network
protocol architecture redesign, which is a very costly operation.

Increased layering may lead to costly operation where each layer performs duplicate functions
(network recovery, QoS, routing, etc.). A good example is the IP over ATM over SONET/SH archi-
tecture. Such a network design was extremely inefficient and quickly replaced by “IP over glass” (IP
over optical link), but this was a network design choice, not a purposely designed protocol architec-
ture. These technologies were designed in parallel, and the objective was not to specify a link layer
for IP networks. The same reasoning applies to SONET/SDH. When it clearly appeared that these
technologies would not replace TCP/IP, network architects looked at how they could be used in con-
junction with each other, which led to costly, inefficient network architecture.

It is sometimes mentioned that the “everything over IP” (EOIP) model is not the most OPEX and
CAPEX efficient [28]:

An example of where EOIP would not be the most OPEX and CAPEX efficient transport would be
in those cases where a service or protocol needed SONET — like restoration times (e.g., 50ms). It
is not hard to imagine that it would cost more to build and operate an IP network with this kind of
restoration and convergence property (if that were even possible) than it would to build the SONET
network in the first place.

This was proven to be an incorrect statement. IP networks do provide SONET/SDH restoration
time for a very reasonable cost with OPEX and CAPEX (please refer to [246] for a reference on this
subject matter).

Still, it might be tempting to introduce some form of cross-layer optimizations. A notorious
example of cross-layer optimization in smart object networks is known as “content routing.” This
consists of routing the traffic in the network according to the content of the packet at an application
layer as opposed to using the IP destination. For some traffic it might be interesting to direct the
traffic to its destination, not according to the shortest (constrained) path calculated by the routing
protocol but, for example, to a traffic aggregator performing data aggregation and/or data fusion. In
this case the objective is to limit the amount of traffic in the network, which is always desirable in
constrained networks. This is a typical example where similar results can be achieved while using
a layered architecture. IP packets could be marked by the upper layer to reflect the nature of their
content and the routing protocol can be designed to route packets to their destinations along a path
traversing traffic aggregators: this is precisely what the routing protocol for smart object networks
(Chapter 16) does.

There are other circumstances where complete separation between layers is not always achiev-
able. One example is security requiring deep packet inspection techniques: upon receiving a packet,
routers/firewalls in the network inspect the packet to detect various attacks.

Cross-layer optimization always looked like an appealing approach to smart object network
designers considering the high-constrained nature of these networks. A famous example of its appeal
is the attempt to mingle the network and the link layer. Several attempts were made to add function-
alities to the link layer beyond medium access control, error recovery, and so forth by adding routing
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functionality. The argument was that maintaining two layers was too costly for constrained networks
and a more optimal approach would be to “collapse these layers.” A second argument was to consider
the specifics of the link layer when computing the routes, which would allow routing at the link layer.
Such a strong inter-layer dependency led to the inevitable — a rigid architecture with no flexibility.
As new link layers emerged, there was a critical need for a “convergence” layer (IP).

The solution? First, the a priori assumption that a layered protocol architecture such as TCP/IP
would be too heavy for such constrained devices was proven wrong. As discussed in great detail
in Chapter 12, the current lightweight IPv6 stacks only require a few kilobytes of RAM and few
dozen kilobytes of Flash with limited processing power and can run on low-end, 8-bit microcon-
trollers. Don’t forget that IPv4 was first developed on computers (called IMP in the ARPANET) with
similar processing power and memory interconnected by low speed links. Second, the solution for
routing while considering the characteristics of link layers simply consists of specifying new metrics
reflecting these characteristics at a higher layer. Such metrics are discussed in Chapter 16.

Other attempts at cross-layer optimizations were made where upper layers would use addresses
used by lower layers thus introducing another type of inter-layer dependency. Once again, designers
had to step away from this approach because the emergence of new applications and lower layers
forced them to redesign other layers.

So in conclusion, there is a trade-off. Layering provides a remarkable level of flexibility but requires
a better knowledge of the set of features supported by various layers during the network design phase.
Cross-layer optimization may, in some cases, lead to more optimal networking stacks. What we learned
from the past is that technologies always evolve faster than we think, requiring a high level of flexibility.
This is even more true for smart objects networks. Cross-layer optimization is achievable without violat-
ing the principles of layering due to a level of layer abstraction. For example, link layer properties may
be reflected at the network layer because of routing metrics (Chapter 16).

2.5 WHY IS IP LAYERING ALSO IMPORTANT FOR SMART OBJECT
NETWORKS?

Discussing the reasons that led to the current TCP/IP architecture shows why TCP/IP has been so
successful.

It also demonstrates why TCP/IP is well suited for smart object networks. The question Why IP
for Smart Objects? is addressed in Chapter 3, but it is worth spending more time on the adequacy of
the TCP/IP protocol suite for smart object networks from an architectural standpoint.

As previously discussed, a plethora of proprietary or semi-closed protocol stacks have been
designed over the past decade that advocated for a different model consisting of collapsing layers
with no clear demarcation between the various functions handled by the network protocols. The main
motivation for such an approach was to try to improve the efficiency of the networks, considering the
high degree of constraints placed on smart object networks regarding the devices as well as the links
interconnecting these devices.

By collapsing the layers, these architectures proved to be extremely rigid in the following ways:

* Link layer dependency: In most cases, architectures were tied to a specific link layer. Although
there were a very limited number of low-power link layers designed for smart object networks
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a few years ago (e.g., IEEE 802.15.4), the emergence of a number of new low-power link layers
could be easily predicted. As discussed in Chapter 12, several low-power link layers are now used
in smart object networks, both wired and wireless. These include link layers such as low-power
WiFi or Powerline communication. These architectures could not support the new links without
performing protocol translation, which is a very costly and inefficient approach.

Dependency between the various networking functions of the networking stack: This was also a
major showstopper for innovation. In contrast to the layered TCP/IP architecture, the addition of
new functionalities had consequences for a number of networking functions. With TCP/IP new
applications are developed on a daily basis without having to change the transport or IP layers. If
functions are collapsed into a single core component, this creates a dependency that dramatically
slows down the support of additional functionalities.

2.6 CONCLUSIONS

The design of the TCP/IP architecture was a model of technical excellence with a degree of flexibility
that allowed the Internet to grow from a few hosts to more than a billion hosts, supporting a myriad
of services over a variety of media.

Looking back, the initial goals of TCP/IP include:

Internet communication must continue despite loss of networks or gateways (“in the presence of
link or node failures,” to use nowadays terms).

The Internet must support multiple types of communication services.

Internet architecture must:

* Accommodate a variety of networks (“networks” means link and physical layers)

*  Permit distributed management of its resources

*  Be cost-effective

*  Permit host attachment with a little effort

Resources used in the Internet architecture must be accountable.

The main goals for smart object networks are the same list as outlined above. The additional

requirement is the support of large-scale networks made of billions of unattended and constrained
devices for which new IP technologies (detailed in Part IT) have been developed.

The fundamental architectural principles of TCP/IP further illustrate why the TCP/IP protocol

architecture is extremely well suited for smart object networks. Whereas semi-closed or proprietary
protocols that try to collapse layers unavoidably lead to non-viable and non-scalable approaches
(leading to local optimum), TCP/IP seeks a global optimum and provides the required foundations for
smart object networks.



CHAPTER

Why [P for Smart Objects?

In this chapter we argue that IP is the future for smart object networks. There is already a significant
momentum for [P-based smart objects as demonstrated by the growing amount of products and sys-
tems built upon the principles laid out in this book. In this chapter, we review the challenges inherent
to smart object networks, as presented in Chapter 1, and review them in light of the IP architecture
discussed in Chapter 2.

Although we advocate the use of the IP architecture and protocols for smart objects, we do not
advocate that all smart object networks should be connected to the public Internet. There are some
smart objects connected to the Internet, for example, to send data to a central database, but this is an
exception, not the norm.

First, a brief recap of the challenges of smart object networks:

* Evolvability: Although we have an idea of where the application space of smart objects is head-
ing, we cannot know what direction it will take in the future. Therefore, smart object technology
must inherently support the notion of evolvability. The mechanisms developed for smart objects
should not be constrained by today’s ideas, but must allow for the next generation of applications
to take full advantage of the technology in pursuing its own application goals.

* Scale: Smart object networks have a large number of nodes per system. Existing smart object sys-
tems have thousands of nodes, and they are likely to develop into systems composed of hundreds
of thousands or even millions of nodes. Thus, smart object architecture must support an increasing
number of nodes through its addressing, routing, and management mechanisms.

» Diversity of applications: The number of applications for smart objects is large, and so is the num-
ber of differences in each application (as seen in Part III). A home automation application does
not share all of the properties of an industrial automation application. Smart object technology
tailored to one specific application therefore may not work for other applications.

» Diversity of communication technologies: Depending on the application and the environment in
which the system is deployed, smart objects can use a wide range of communication technologies.
Wireless communication is appropriate in many situations because of its deployment convenience,
whereas wired communication is more suitable in other places. Many smart object systems use
combinations of disparate technologies in the same deployment.

* Interoperability: Smart object networks need interoperability between the smart object devices
and between the smart objects and existing network infrastructures. With the large base of exist-
ing systems that smart objects enhance, a smart object architecture that makes interoperability and
interconnection difficult or cuambersome will not prevail.

Interconnecting Smart Objects with IP. DOI: 10.1016/B978-0-12-375165-2.00003-X 29
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» Standardization: Mechanisms and protocols that define the operation of smart objects must be
standardized using open standards through well-established standardization practices. Any patents
covering the standardized technology must be disclosed and made available to be used by third
parties. Open standards make the entry barrier low for manufacturers, and allow them to freely
choose between different vendors. As seen in Chapter 2, open standards was a key to the success
of IP.

* Potentially lossy communication technology: Many of the communication technologies used for
smart objects are inherently lossy (data sent are not guaranteed to reach their destinations). Smart
object protocols and mechanisms need to take this into account when determining where and how
to send data as well as determining when and how often.

» Lifetime: Because of the large-scale installations and demanding applications for smart objects,
smart object networks are meant to remain functional for many years. This lifetime has implications
both for the performance requirements of smart object mechanisms, which must be power-efficient,
and for the mechanisms as such, which must remain operational over the lifetime of the system.

* Low-power consumption: Smart objects have severe power constraints. Many smart objects are
powered by batteries that cannot easily be replaced or recharged. Other smart objects draw their
energy from their surroundings, such as vibration or electromagnetic energy. In either case, power
consumption must be low for the system to achieve its optimal lifetime. The power requirement
affects both the network protocols and the construction of nodes. The memory size and computa-
tional complexity of the nodes are limited by the power consumption constraints.

* Low cost: Smart objects are deployed in large numbers; therefore a small reduction in per-device
costs quickly translates into large savings in the cost of the entire system. Just as the power con-
sumption constraints affect the memory size and computational complexity of the nodes, so do
cost constraints. Because of constrained resources such as memory, power, and computation, any
smart object architecture must be lightweight.

Given these challenges, we now investigate the IP architecture to find out how well it meets them
and their implications.

3.1 INTEROPERABILITY

Interoperability is a predominant characteristic of the IP architecture. It is interoperable because it
runs over link layers with very different characteristics, providing interoperability among them
(Figure 3.1), and because IP provides interoperability with existing networks, applications, and proto-
cols. We examine these two aspects beginning with how IP provides interoperability between differ-
ent link layers.

IP was originally designed to provide interoperability at the network layer because it works on top
of different types of link layers. A single IP network operates across a variety of underlying media
such as Ethernet or WiFi. Within the IP architecture, an IP network operates across both wired and
wireless link layers without requiring any external mechanisms or add-ons. Operating over a variety
of media has always been the prime objective of the IP architecture.

Interoperability within and across different link layers is very important for smart objects. Smart
object networks are composed of a wide variety of link layers and transmission mechanisms.
Smart object networks extend from low-power wireless nodes to high-power data coordination
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FIGURE 3.1

IP is interoperable across
different platforms, devices,
and underlying communication
mechanisms.

servers. Because of the fundamentally different properties of these devices, it is unlikely they will
share a single link layer. A low-power wireless node typically runs a low-power, low-data-rate radio
link layer, whereas the high-power data coordination server runs over a wired, high-speed Ethernet
network. Still, these systems need to communicate with each other. Because of its layered architec-
ture, IP provides interoperability between these devices without any special servers, gateways, or cus-
tom software that connects the systems. IP naturally connects these two. The interoperability of IP is
not just an artifact of IP protocols, but occurs because of the architectural choices that support the IP
architecture.

The second characteristic of interoperability within the IP architecture is the widespread adoption
of IP in today’s networked ecosystem. Consequently, an IP-enabled device can interoperate with a
large number of devices, computers, and servers. IP is not only the standard protocol that defines the
Internet, it is also the de facto standard protocol used for networking computers outside the Internet.
IP-based smart objects are able to communicate with any given device without any additional hard-
ware or software.

IP is available in most, if not all, operating systems for general purpose computers and servers,
and there is an ever-growing body of software available for IP networking for the type of micro-
controllers used in smart objects. Both commercially licensed and open source implementations are
generally available: general purpose operating systems such as Microsoft Windows and Linux or
microcontroller operating systems such as Contiki, TinyOS, and FreeRTOS. Most software packages
also provide the necessary device drivers for the underlying communication hardware.

The ubiquity of IP is also evident in the ever-growing number of communication technolo-
gies, or link layers in IP terminology, that support IP. IP runs not only high-speed, high-throughput
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communication technology such as the optical links that provide swift communication between serv-
ers in data centers, but also low-power, low-data-rate links such as those used for smart objects. This
is important for smart object systems designers. With IP, any communication technology the designer
chooses will interoperate with other parts of the network infrastructure.

IP-enabled smart objects interoperate with other systems and devices that run IP, but the IP archi-
tecture contains other protocols as well. The IP suite contains a set of protocols running on top of IP
that include the transport protocols UDP and TCP; application layer protocols such as the Hypertext
Transfer Protocol (HTTP), for web-style interaction and web service infrastructure; and the Simple
Network Management Protocol (SNMP) for network configuration. Thus a smart object that runs IP
is able to interoperate with a large number of external systems.

Interoperability at the application layer is as important for system builders as it is for system inte-
grators. For the system builder, the ability to interoperate with existing application protocols not only
makes the act of building the system easier, as existing applications can be used when developing the
system, but also when deploying the system. When existing applications are able to interact without
any additional mechanisms or heavily tailored software, deployment time is significantly reduced. For
the system integrator, system integration becomes much easier when the different parts of the system
immediately interoperate with each other.

Standardization plays a large part in the success of IP’s interoperability. IP is standardized by an
established standardization organization that provides mechanisms through which new standards are
reviewed and vetted. This process puts a large amount of effort into ensuring that the mechanisms and
protocols proposed as standards can be efficiently implemented. In Part II of this book we describe
this process in detail. Furthermore, the standardization body has policies and practices that deal with
how patents are to be handled.

3.2 AN EVOLVING AND VERSATILE ARCHITECTURE

The IP architecture has proven to be evolvable due to the way applications, protocols, and mecha-
nisms running on top of the architecture have evolved, and the way that protocols within the architec-
ture have evolved. The ability to evolve and the versatility in applications are due to the end-to-end
principle that provides the foundation of the IP architecture.

From the outset the IP architecture was designed to allow application layer protocols and mecha-
nisms to evolve independently of the underlying network protocols and mechanisms. The end-to-end
principle states that application layer functionality should be held in the end points of the network
(computers, or hosts, connected at the fringes of the network). The network does not contain any
application-level intelligence. This is maintained solely by the network end points. The network only
transports data between the end points (Figure 3.2).

The network does not know if it is transporting a temperature reading from a temperature sensor,
a piece of sound from a voice conversation, a control command, or a piece of a larger file. It only
knows that it has been given a string of bits to transport from one end of the network to another. It is
up to the applications running at the end points to make sense of the bits.

The end-to-end principle is the primary reason today’s IP networks work with a diverse number
of applications. If we take the public Internet as an example and look at its history, it shows that the
applications running on top of the Internet have evolved since the inception of the Internet in the early
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1980s. In the 1980s, the Internet was mostly used for transporting text and files; the main applications
were e-mail and file transfer between universities. In the 1990s, the World Wide Web was deployed,
and by the late 1990s data traffic caused by the Web dominated the traffic on the Internet. In the early
2000s, peer-to-peer file sharing and Internet video transport emerged as new applications, and in 2010
these applications constitute the bulk of Internet traffic.

Without the end-to-end principle, designers might have been impelled to push application func-
tionality into the fabric of the network. For example, the World Wide Web could have been encoded
in the routers that make up the interconnected network of the Internet. Placing application functional-
ity within the network may have yielded a slightly higher performance, because data may have needed
to travel slightly shorter distances, but evolving the network to support new applications would have
been extremely difficult. Inserting a new application into the network would have needed technical
cooperation between a large number of parties, and globally agreeing what applications should be
supported by the network would have been close to impossible.

In addition to promoting evolvable applications, the end-to-end principle and the resulting archi-
tecture embodied in IP have had a profound impact on the interoperability of existing IP networks. If
application functionality had been placed deeply in the network fabric, network operators would have
needed to negotiate complex deals on how to connect the applications. And once these negotiated
deals were in place, adding new applications or evolving new ones would have been difficult.

Thus far we have discussed how the technical architecture that supports IP enables applications running
on top of IP to evolve. But there are other elements in the mix that allow the system as a whole to evolve.

We have already touched upon the standards process of IP as an important factor in its interoper-
ability, but the standardization process has implications for the evolution of the architecture too. The
well-defined standardization process for IP provides mechanisms through which new features can be
introduced to the architecture. The most common example of this is when a new link layer technol-
ogy is introduced. The standardization process provides a way for vendors to agree on how to use the
new link layer to transport IP packets within the IP architecture.

3.3 STABILITY AND UNIVERSALITY OF THE ARCHITECTURE

We have been discussing how the application layer protocols and the underlying link layer mecha-
nisms have allowed IP architecture to evolve. Although evolvability is important, because it shows that
the protocols are not tied to one particular application use that may change in the future, stability of
the foundations of the architecture is also important. For smart objects, such stability is very important
because individual smart object systems are designed to have a long lifetime, often up to ten years.
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Such investments require the base technology to be stable enough to remain available toward the end
of the system life cycle.

The IP architecture has existed for nearly 30 years. Although there is room in the IP architecture
for evolving protocols both at the application layer and at the link layer, throughout the years the
architecture as a whole has remained exceptionally stable. Standards have been updated several times
over the 30 years, but its foundation as a packet-based communication technology has remained firm.
The network layer, the core of the IP architecture, exists in two versions — version four (IPv4) and
version six (IPv6). The major difference between the two is that [Pv6 provides more addresses. There
are, however, no major architectural differences between the two versions.

Because IP forms the basis of the public Internet, the IP architecture and its surrounding stan-
dards will continue to exist well into the future. The prevalence of the Internet not only implies that
IP has a large installed user base regarding hardware and software that supports it, but there is also a
large installed network infrastructure. IP networking equipment and IP network access are both read-
ily available and will continue to be so as long as the Internet exists.

The stability and prevalence of the IP architecture also have implications on the knowledge and
education of users and network administrators. IP architecture and its protocols are part of the core
curriculum in courses and training material at all levels of the educational system ranging from day-
long network training courses to multiyear university programs. Ever year, thousands of new engi-
neers graduate with knowledge of IP protocols and the architecture.

The number of books and training material on IP architecture and its protocols is immense, con-
tinues to increase, and is available in many different languages. There is a vast amount of material
freely available online both as text, recorded seminars, and animated videos. Again, material is avail-
able in many different languages and for different audiences.

3.4 SCALABILITY

The IP architecture has been thoroughly field-proven regarding scalability through the use of IP over
the public Internet. Few communication architectures have ever seen such a large-scale deployment.
Through the global deployment of the Internet, IP has both shown that it can be deployed over a
large number of systems and that it can run across a vast variety of different implementations of its
protocols.

But we need not go as far as to the public Internet to witness the scalability of IP. Most larger
companies run internal networks to support the activities within the company. These networks are
often not connected to the public Internet, yet they can span many thousands of individual computers
Or Servers.

3.5 CONFIGURATION AND MANAGEMENT

Through its wide adoption and large-scale deployment, IP has evolved numerous mechanisms and
protocols for network configuration and management. These mechanisms are a necessity when net-
works grow to thousands of hosts. Network management tools allow for a single person to manage
large networks, without manual configuration of each host.
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The IP architecture provides advanced configuration and management mechanisms as well as
automatic configuration mechanisms. Configuration mechanisms are provided at many layers of the
system: from the network layer, where managed and automatic mechanisms for assigning network
addresses are widely used, to the routing protocols, where routing mechanisms are both self-healing
and automatically configurable.

IP provides management mechanisms at all layers. Address assignment mechanisms such as the
Dynamic Host Configuration Protocol (DHCP) allow network administrators to assign addresses both
individually to singular nodes and in bulk to others. Routing protocols allow management of both
network configuration and engineering.

Protocols such as the widely used SNMP provide means by which a network administrator
can inspect the network, its configuration, and its performance. A plethora of tools for interacting
with SNMP-enabled networks, and visualizing their performance, exist. The widespread adoption
of SNMP also means there is a large body of knowledge and people experienced with these tools.
Additional tools such as Cisco Netflow provide large amounts of data about the network health and
traffic statistics.

For smart object networks, configuration, management, installation, and commissioning are
clearly an issue. Even though traditional management mechanisms cannot be directly applied to smart
object networks, due to their large scale and number of nodes, the ability to leverage existing mecha-
nisms and tools is important. It provides not only technical advantages, but also non-technical advan-
tages such as the availability of skilled people.

3.6 SMALL FOOTPRINT

Low energy consumption, small physical size, and low cost are three of the node-level challenges of
smart objects. Taken together, these challenges translate into severe memory constraints and software
complexity on the nodes. A network architecture for smart objects must be able to run within these
tight bounds, and yet perform its task.

The IP architecture was long thought to be a heavyweight due to its perceived need for processing
power and memory. The protocols were seen as too large to fit into the constrained environment of typi-
cal smart object systems. A typical smart object has only a few tens of kilobytes of memory, whereas
existing implementations of the IP protocol family for general purpose computers would need hundreds
of kilobytes. For this reason, several non-IP stacks were developed [120,222].

In the early 2000s, however, this view was challenged by lightweight implementations of the IP
protocol family for smart objects such as the ulP stack [64]. ulP showed that the IP architecture would
fit nicely into the typical constraints of smart objects, without removing any of the essential mecha-
nisms from IP. Note that these resources, which we consider constrained today, are fairly close to the
resources of general purpose computers that were available when IP was designed. Since its initial
release, the ulP stack has become widely used in networked embedded and smart object systems.

In addition to ulP, there are many small IP stacks available, both as open source and closed
source. Many of the early embedded IP stacks were adaptations of the IP stack from the open source
BSD UNIX operating system [172].

Recently, a number of implementations of IPv6 for memory-constrained systems have appeared.
ulP has been extended to support the IPv6 protocol, which is the first IPv6 stack for smart objects to
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be certified under the IPv6 Ready program [73]. Other independent implementations of the IPv6 stack
have also appeared [1,125]. The footprints of the stacks are shown in Figure 3.3. The graph shows the
memory requirements of the ulP and ulPv6 stacks [64,73], the stack by Hui and Culler [125], and the
IwlIP stack [64]. Figure 3.3 shows that there are many options for IP software that fit into the resource
constraints in smart object nodes.

In Chapter 13 we take a detailed look at the ulP stack to see how it implements the IP architecture
in a way that fits with the smart object resource challenges.

3.7 WHAT ARE THE ALTERNATIVES?

We have now seen that the IP architecture is interoperable across devices and communication tech-
nologies, evolving and versatile while still stable, scalable, and manageable, and simple enough that
a resource-constrained smart object can easily run it. We have painted a very bright picture of the IP
architecture, but is it really as good as we say? What are the alternatives?

The IP architecture was arguably not designed for smart objects. It was designed in the 1970s for
connecting general purpose computers using wired networking technologies such as Ethernet. Could
we do it better if we made a clean-slate redesign that specifically targets the challenges that smart
object networks pose? To help answer our question, we turn to those who did this.

The challenges of low-power operation and the large scale of smart object networks have spurred
several years of research in the wireless sensor networks research community. Although wireless sen-
sor networks are a subset of smart object networks, they share many of the properties such as the low-
power operation, the large scale of the networks, and the resource constraints.

At the outset, the wireless sensor network community rejected the IP architecture based on the
assumption that it would not meet the challenges of wireless sensor network systems [110]. For an
emerging research field, this clearly was the right choice. Consequently, many novel network archi-
tectures have been investigated, where the layers in the networking stack have been turned upside
down [111], where the layers have been intermingled [168], and where the network itself processes
the data produced by the end points [162]. After several years, however, the community started to
lean toward layered network architectures, because of the benefits of modularity and separation of
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concerns [35,46,71,93]. In fact, many have moved to IP because of the interoperability with existing
systems and the well-engineered architecture based on the end-to-end architecture [67,73,125,207].

The industry around low-power wireless communication has made a similar transition. In the late
1990s, there was a strong movement toward defining a new network architecture for the networking
system under the brand name ZigBee. ZigBee was designed to perform control applications, such
as controlling lights and appliances in homes, over a low-power wireless communication medium.
ZigBee initially defined a networking stack that would work well over low-power wireless links,
but that was incompatible with existing network standards such as IP. In 2009, however, ZigBee
announced that they were moving toward adopting IP as its communication mechanism. In Part II of
this book, we return to ZigBee to discuss the choices made in the original ZigBee architecture.

Even if we were designing our own network architecture for smart objects, at some point they
would need to communicate with someone outside the network. Our electrical meter would need to
report its data to a collection server. Our industrial vibration sensor would need to send its latest sen-
sor reading to a database. Our radiator controller would need to be given instructions on how much to
turn up the heat in its room. To reach the smart objects, we need to insert a translation point between
our smart object network and the outside network. This translation point is called a gateway, and it
introduces a number of problems.

3.8 WHY ARE GATEWAYS BAD?

At a first sight, gateways offer an alternative to adopting the IP end-to-end principle, which allowed
for interconnecting non-IP-based smart object networks to an IP network.

Such gateways were designed and deployed in a number of networks about a decade ago, when
IP was not yet the networking protocol of choice. At that time, several legacy networking protocols
such as IBM’s Systems Network Architecture (SNA), and Novell’s Internetwork Packet Exchange
protocol (IPX), and many other ones were deployed mostly in private networks. As IP networks were
deployed, network administrators required gateways to interconnect these networks by means of mul-
tiprotocol translation gateways supporting these protocols, which led to several deployments models.
Some protocols were tunneled over IP (encapsulated in IP packet to transport non-IP traffic over an
IP network), while others were translated.

Although such gateways were deployed, most networks very quickly migrated to IP. But why?
There are two main reasons for the move away from gateways: the inherent complexity of gateways
and the lack of flexibility and scalability.

3.8.1 Inherent Complexity

The mode of operation of a multiprotocol translation gateway is a complex language translation
mechanism with subtle nuances in semantics in addition to the actual translation. Network protocol
translation is more complex than just a packet format conversion. Networking protocols use different
mechanisms and logic for routing, Quality of Service (QoS), error recovery, transport, management,
troubleshooting, and security models. Trying to translate the semantics of QoS between two network-
ing protocols, for example, is not limited to the setting of a new field value in a packet and may
sometimes not even be possible. Routing is similarly affected: when two routing domains are using
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different routing architectures, routing metrics, and paradigms the introduction of protocol transla-
tion gateways introduces several limitations. This is true for a number of network aspects where such
gateways break the networking models on both sides.

Furthermore, with gateways, management and troubleshooting become cumbersome. Imagine
traffic flows between three smart objects implementing different networking protocols. This requires
as many as six protocol translations. Such a system is extremely difficult to manage and troubleshoot,
especially when the gateway is not managed by a networking expert.

3.8.2 Lack of Flexibility and Scalability

The lack of flexibility and scalability is undoubtedly a real issue. As already pointed out, the evolv-
ability and scalability essential to all networks are required for smart object networks because of the
myriad of future innovative applications. Protocol translation gateways inherently do not scale and
become networking bottlenecks. Each protocol enhancement implies changes in the gateways, which
become the least common denominator factor of the architecture. Furthermore, such gateways intro-
duce an undesirable state in the networks, which impacts not only the overall scalability but also the
overall reliability with single points of failure.

The use of multiprotocol gateways helped integrate disparate networks in the late 1990s when net-
work administrators had to deal with several legacy protocols and when networks were significantly
smaller. Now that IP has become the networking protocol of choice, the use of multiprotocol transla-
tion gateways would ineluctably lead to the wrong architectural choice.

3.9 CONCLUSIONS

Smart object networks and their applications give rise to challenges both at the node and the network
level. To meet these challenges we need a network architecture that is interoperable across a wide
range of communication technologies, that evolves as the field of smart objects evolves, and is scal-
able enough to meet the challenges imposed by large-scale smart object networks while lightweight
enough for the node-level resource constraints. We argue that the IP architecture meets these goals
while providing unprecedented interoperability with existing networks, applications, and services.



CHAPTER

IPv6 for Smart Object Networks
and the Internet of Things

4.1 INTRODUCTION

IPv4 has been widely and very successfully deployed on hundreds of millions of hosts and routers
in a number of private and public networks around the world. Considering that IPv4 was initially
designed in 1982 [48], such a growth and adoption rate is remarkable. Very early on, considering the
impressive growth of IP networks, the Internet Engineering Task Force (IETF) in charge of standard-
izing the IP protocol suite had identified the need to specify a new version of IP: several task force
groups were formed and these initiatives led to the specification of IPv6 in 1998 [53].

IPv6 is an evolution of IPv4 and builds on IPv4 with no change in the fundamental and architec-
tural principles of the IP protocol suite discussed in Chapter 2. Some protocols added to IPv4 to sort
out specific issues have been natively embedded into IPv6, the header has been modified in particular
to allow for a large address space. A few new features have been added but IPv6 fundamentally pre-
serves the architectural principles of IP. This was imperative considering the power of the IP protocol
suite architecture. Many of the existing protocols such as the transport protocols (UDP and TCP)
have not been modified. Drastically simplifying layer 3 and the overall architecture as well as going
back to the most fundamental architectural principle of IP were done in IPv6. More details on these
aspects are discussed in Chapter 5 in the section Layer 2 versus Layer 3 Routing.

Why is IPv4 still so prevalent? The answer is somewhat fairly simple: cost and complexity of
migration. With more than one billion devices using IPv4, the migration to a new version of the proto-
col is not entirely straightforward and usually requires a business driver. IPv6 undoubtedly enhances
many of the IPv4 functionalities, offers a much larger address pool, and provides better support for
security and mobility while preserving the fundamental protocol architecture of IPv4, but the “cost”
of migration has slowed down the adoption rate of IPv6.

The question Why IPv6? is now obsolete, and the IP community fully agrees that IPv6 will
replace IPv4 with a smooth transition (to that end a number of technologies and migration strategies
have been designed by the IETF).

Over the past decade, several technologies have been developed to postpone the migration of IPv4
to IPv6 such as Network Address Translation (NAT), which has been used extensively (see Chapter
5 for more details). Multiprotocol Label Switching Virtual Private Network (MPLS VPN) also uses
private addresses (non-routable over the global Internet) over a common (usually service provider)
infrastructure. Basically, private networks are interconnected at the edge of the network and, upon
receiving an IP packet using a private IP address, the router connected to this network pushes a (VPN)

Interconnecting Smart Objects with IP. DOI: 10.1016/B978-0-12-375165-2.00004-1 39
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The Internet in 1972.

label that uniquely identifies the private address (using to a new address family called VPNv4). A
second label is then added to forward the packet to the router connected to the destination private net-
work where the VPN label is removed. See [217] for more details on MPLS VPN or [247] for more
information on MPLS technology. Note that MPLS not only allows the interconnection of networks
using private addressing over a common infrastructure but also enhances IP networks with sophisti-
cated traffic engineering techniques.

But the situation is radically changing. First, the exhaustion rate of public IPv4 addresses is
extremely concerning.

Figures 4.1 and 4.2 show the evolution of the Internet in the past 30 years from about a dozen
devices to more than a billion. Imagine the number of devices (not yet) connected to both the public
Internet and a myriad of IP private networks: this shows why IPv6 is the only viable option for smart
object networks.

In many cases the use of NAT is not an option as detailed later in this chapter, in Section 4.3. Even
in private networks composed of a large number of devices the use of IPv6 is the preferred option.

Smart Grid networks are good examples. Most of the devices connected to the grid will not be
connected to the public Internet for security reasons. Still, these networks will likely contain hundreds
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of millions of devices (please refer to Chapter 20
for more details). More than likely in less than
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monitoring and control devices in the produc-
tion and distribution part of the Smart Grid net-
work. Smart meters will also be connected to
the network, again with millions of devices. To
support end-to-end applications such as demand-
response, the Smart Grid will require communi-
cation with end devices in the home via a home
energy controller. Simple math shows that the
number of IP-enabled home devices running IP in
the home area network (HAN) and smart objects
in the grid networks including smart meters will
quickly exceed billions of devices. The Smart
Grid is only one example among many including
Smart Cities, Industrial Automation, and so forth.
FIGURE 4.2 It is worth noting that the motivation for IPv6
The same Internet in 2007. in large-scale networks applies to both private IP
(Source: Wikipedia,) ~networks and the public Internet.

Although the address space in undoubtedly
one of the main motivations for using IPv6 (and the reason why a large proportion of this chapter is
devoted to IPv4 address space exhaustion), it is not the only one. IPv6 provides a number of power-
ful features such as stateless autoconfiguration (discussed in detail in Chapter 15), which allows the
network to support dynamic address assignment without requiring heavy state management in the
network. This is only one of the value-added services provided by IPv6.

IPv6 is undoubtedly the only viable option for IP networks deployed today and in the future with
many more IP devices connected to both private and public networks. This is why several IETF
Working Groups in charge of standardizing IP protocols for smart objects decided to specify these
new protocols for IPv6 only.

4.2 THE DEPLETION OF THE IPv4 ADDRESS SPACE

Who could have expected that the 32-bit address space of IPv4 would at some point be too restricted
and 4,294,967,296 IPv4 would not be sufficient? First, the address space is not totally available
and is fragmented: in reality, the number of available IPv4 addresses is far below the theoretical
4,294,967,296 number. The address space is divided into blocks of addresses that are partially used.
Several indicators have been specified to evaluate the address space fragmentation ratio (see [72] and
[126]). Such indicators were also used to determine the number of bits that would be required for
IPv6 addresses.

As previously stated, considering the exponential growth of the Internet and the address allocation
rate, the IETF demonstrated admirable foresight by starting several initiatives in the early 1990s to
design the next version of IP, which led to the current IPv6 version.
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Early predictions (made at the time IPv6 was in its early phase of design) were that [Pv4 address
depletion would take place as early as 2002. This triggered active work from the IETF community to
find solutions to slow down the pace at which IP addresses were allocated while waiting for IPv6 (the
ultimate solution to address exhaustion) to be widely adopted on the Internet.

Several mitigation strategies were developed:

» The first cure consisted of not allocating class B addresses to companies without a strong justifica-
tion but allocate class C address blocks instead.

* C(lassless inter-domain routing (CIDR) is a variable length subnet mask technique that specifies
a prefix length of arbitrary size. Furthermore address aggregation was used to reduce the routing
table sizes (see also [88]).

* NAT was (and is still) a solution to temporary mitigate the issues of address exhaustion.

Although these mitigation strategies helped postpone IPv4 address depletion, the IPv4 address
pool exhaustion is inexorable.

4.2.1 Current IPv4 Address Pool Exhaustion Rate

It is fairly difficult to predict exactly when IPv4 address exhaustion will occur, so we can only try to
predict it based on statistical analysis according to the current IPv4 address allocation policy used by
the Regional Internet Registries (RIR). Figures 4.3 to 4.7 are based on the IPv4 address report (http://
www.potaroo.net/tools/ipv4/index.html) and provide a good indication of the IPv4 consumption
rate and “prediction” of the IPv4 address depletion date. According to this model, which takes into
account a number of positive factors such as the use of CIDR and reclaiming of addresses that have
been allocated but are not advertised in the Internet, the date at which the unallocated address poll
distribution occurs will be March 2012. But bear in mind that this date is an estimated prediction.

Let’s take a closer look at a few interesting data points to understand the address allocation
process.

First, it is worth reminding how IP addresses are being allocated. IANA, the Internet Assigned
Numbers Authority (IANA; http://www.iana.org/) managed the allocation of the address pool. Then
it was decided to decentralize the address space allocation to regional entities (RIR) and that Internet
Service Providers (ISPs) would own the address and perform route aggregation in the core and limit
the size of the routing tables. Examples of RIRs include AFRINIC (Africa), APNIC (Asia/Pacific),
ARIN (North America), LACNIC (Latin America), and RIPE NCC (Europe). IANA allocates /8
address blocks to an RIR as soon as the RIR available space falls below the equivalent of a /9 address
block or the equivalent of 9 months of allocation. An /8 address block corresponds to addresses
where the first 8 bits are allocated (e.g., 15.X.X.X). The new /8 block allocation then provides enough
addresses for the equivalent of 18 more months of allocation. Then the RIR allocates address blocks
to the Local Internet Registries (LISPs) and ISPs. The RIRs have their own address allocation policy
according to the regional policy forum in line with the RIR policy.

Not all of the 256 /8 address blocks are available to the public Internet. As noted in [128],
a number of /8 address blocks have been reserved for special purposes such as loopback, “reserved
for some unspecified future use,” private addressing (e.g., 10.0.0.0), local identification (0.0.0.0), and
“public data networks” along with other special uses (e.g., multicast). This is illustrated in Figure 4.3,
where the allocated number pool is managed by the RIRs. IANA has a pool of unallocated addresses,
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Address block allocation.

while the remainder have already been allocated by IANA for further downstream assignment by RIRs.
The pool size labeled VARIOUS refers to the ITANA IPv4 address registry where a number of blocks
were assigned prior to the existence of RIRs (http://www.iana.org/assignments/ipv4-address-space/).
Figure 4.4 illustrates the allocation distribution of the 256 /8 block address as of May 2009.
It is interesting to note that any address can be in either of the following states:

¢ Reserved for special use (e.g., loopback address, private address, etc.)

¢ Available and not yet allocated by IANA (IANA_Pool_Pool)

¢ Part of the pool assigned to an RIR

* Assigned to an end user but not advertised in the Internet (thus it could be reclaimed at some point)
* Assigned to an end user and advertised in the Internet

What does the rate at which IPv4 address blocks are allocated mean?

As shown in Figure 4.5, with the exception of more recently allocated address space, about 90%
of allocated address space is visible in the routing tables of the Internet.

Figure 4.6 illustrates a predictive model that shows when the address space will effectively be
exhausted. It also shows the total amount of address space allocated by IANA to the various RIRs,
the total amount of address space that has been allocated to end users by the RIRs, the total amount
of address space effectively advertised in the Internet, the total amount of address space that has been
allocated but not advertised in the Internet, and the total amount of address space still available in the
RIR pool.
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Proportion of addresses visible in the Internet routing table.
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Overall status of the IPv4 address pool.

Figure 4.6 was used to construct a predictive model to extend the series and estimate the date
at which IPv4 address space will be exhausted. A number of statistical models have been used to
perform extrapolations: a linear best fit, exponential best fit, and a second order polynomial best fit
(derived from the application of a linear best fit to the first order differential of the data).

The model that was selected to predict address poll exhaustion consisted of projecting the number
of advertised addresses in the Internet forward (observing according to Figure 4.6 that an average
of 95% of the allocated address were advertised). Detailed models have been derived for the RIR
address allocation models. All of the studies managed to build an overall model of address consump-
tion as shown in Figure 4.7.

In this model the point of exhaustion occurs when the RIR pools are exhausted but no address
pool from TANA is available to replenish them. The best-fit predictive model suggests this may occur
in March 2012.

A word of caution: this date is only “predictive.” New allocation models could be put in place to
reduce the allocation rate. On the other hand, some companies may request addresses at a higher rate
than expected to get a public IPv4 address before they are exhausted.

4.3 NAT: A (TEMPORARY) SOLUTION TO IPv4 ADDRESS EXHAUSTION

NAT has been the solution to the IPv4 address space exhaustion, allowing the use of one pub-
lic address to connect private IP networks [213]. In a nutshell, NAT enables millions of devices to
hide behind one public address with less than 65,000 possible addresses since ports are coded over
16 bits.
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NAT has been a useful technology and widely deployed over the Internet. It is worth understand-
ing the issues outlined in this section, in light of the ongoing deployments of large-scale IP net-
works, to understand why NAT is not a long-term solution. This is specially true for smart object
networks.

Most of these issues occur because NATSs introduce states in the network between end points,
since address conversion NATS also need to maintain various protocol states.

One of the key aspects of the end-to-end principle is that “state should be maintained only by end
points, in such a way that the state can only be destroyed when the end point itself breaks.” This leads
to the notion of “fate-sharing” [32].

The introduction of NATSs in the network breaks this model since NAT failures have a major
impact on the communication between end devices without fast network recovery in the network. This
is in contrast to router failures. Not only can paths be quickly recomputed around the failed router
because of fast recovery techniques, but when the router recovers, flows can be routed again through
the router. This is not the case with a NAT (because the address translation maps may have changed).
The use of alternate NATSs in which states would be replicated turns out to be fairly difficult.

Furthermore, beyond the issue of impacting the end-to-end reliability, the introduction of states in
the network has an impact on the overall network scalability that always benefits from pushing states
at the edge of the networks whenever possible.

NAT also has a strong impact on the security models and is problematic for several authentication
techniques (e.g., for SNMPv3).
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The IP architecture [52]. A fatter model with additional protocols at the
network layer [52].

Some applications using IP addresses in their data stream may not work through NATSs, thus
requiring the deployment of an application layer gateway (ALG) coupled with NAT, which may
be cumbersome to manage. By intervening along the forwarding path, ALGs combined with NATSs
require software updates as new applications are deployed on hosts. Workarounds have been found
for some updates, but this shows how the introduction of NATSs in the network impacts the develop-
ment of new applications.

Without entering into detailed explanation, NATs introduce TCP state violations.

The objective of listing the drawbacks of NATS is to highlight that NATSs are not a “free” solu-
tion. They were successfully used as a temporary solution until a massive deployment of IPv6 and are
still useful.

4.4 ARCHITECTURAL DISCUSSION

The “hourglass” model proposed by Steve Deering in 2001 [52] illustrates the ability of IPv6 to move
back to the initial IP protocol architectural principles that made IP successful.

The IP architecture started with a set of principles discussed in detail in Chapter 2 that are illus-
trated in Figure 4.8.

As new IP technologies such as multicast and Quality of Service (QoS) mechanisms were added
to the IP layer, the model got fatter (Figure 4.9), but was still in line with the architecture principles
of IP.

The next “step” was more problematic. As discussed previously, the introduction of NATs and
ALGs in the network temporarily solved the IPv4 address exhaustion problem but also “broke” the
architecture, as illustrated in Figure 4.10. The term “break™ is probably a bit too strong and other
technologies involving security mechanisms introduced by firewalls had similar effects. Still, the
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Back to the original IP architectural principles.

introduction of states in the network had a negative effect on the architecture with a serious loss of
network transparency.

IPv6 offers the possibility of returning to the root foundation of IP. This is done with a thin IP
layer (see Figure 4.11) in charge of routing the traffic across the network with full support of IP mul-
ticast and QoS over a variety of link layers on top of which multiple transport protocols and applica-
tions can be used with total transparency, unique addresses, and application independence, which are
required features for IP smart object networks.

IPv6 allows the return to main architectural principles of the IP architecture in line with the main
goals of the Internet (as a reminder from Chapter 2):

* Internet communication must continue despite loss of networks or gateways (“in the presence of
link or node failures”).
* The Internet must support multiple types of communication services.
* Internet architecture must:
* Accommodate a variety of networks (“networks” means link and physical layers)
*  Permit distributed management of its resources
* Be cost-effective
*  Permit host attachment with a little effort
* Resources used in the Internet architecture must be accountable.

4.5 CONCLUSIONS

IPv4 has been deployed at a scale unimaginable by its original designers and is currently used by
more than a billion devices. Early on, it was well understood that a new revision of IP would be
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needed because of the exponential growth of IP connected devices. Although the adoption of IPv6 has
been delayed because of migration cost, the migration to IPv6 is inevitable and has already started.
The most accurate models predict an exhaustion of the IPv4 address pool by March 2012.

The need to connect billions of IP smart objects makes IPv6 the IP protocol version of choice for
smart object networks. From an architectural standpoint, IPv6 is built on the fundamental architec-
tural principles of IP: it is not a new protocol but an evolution of IPv4 offering address space an order
of magnitude larger than with IPv4 along with very useful features for smart object networks such as
stateless configuration, which is explored in detail in Chapter 15.
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CHAPTER

Routing

5.1 ROUTING IN IP NETWORKS

Routing in IP networks has been a topic of great interest for the past two decades and has led to the
emergence of several routing protocols. The main function of the routing protocol is to determine the
“best” path to reach a destination according to various metrics and objective functions. For example,
RIP [163] considers the best path as the path with a minimum number of hops, whereas the best path
computed by OSPF [179] is the path with minimal cost where the path cost is the sum of all link costs
along that path.

Routing tables are populated in routers and indicate the best next hop(s) for each reachable des-
tination potentially along with other parameters. Upon receiving an IP packet, the router performs a
routing lookup and forwards the packet to the best next hop according to the routin<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>